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Abstract

Security and privacy have become increasingly significant concerns in wireless communi-
cation networks, due to the open nature of the wireless medium which makes the wireless
transmission vulnerable to eavesdropping and inimical attacking. The emergence and
development of decentralized and ad-hoc wireless networks pose great challenges to the
implementation of higher-layer key distribution and management in practice. Against
this background, physical layer security has emerged as an attractive approach for per-
forming secure transmission in a low complexity manner. This thesis concentrates on

physical layer security design and enhancement in wireless networks.

First, this thesis presents a new unifying framework to analyze the average secrecy
capacity and secrecy outage probability. Besides the exact average secrecy capacity
and secrecy outage probability, a new approach for analyzing the asymptotic behavior is
proposed to compute key performance parameters such as high signal-to-noise ratio slope,
power offset, secrecy diversity order, and secrecy array gain. Typical fading environments

such as two-wave with diffuse power and Nakagami-m are taken into account.

Second, an analytical framework of using antenna selection schemes to achieve secrecy
is provided. In particular, transmit antenna selection and generalized selection combin-
ing are considered including its special cases of selection combining and maximal-ratio

combining.

Third, the fundamental questions surrounding the joint impact of power constraints on
the cognitive wiretap channel are addressed. Important design insights are revealed
regarding the interplay between two power constraints, namely the maximum transmit

at the secondary network and the peak interference power at the primary network.

Fourth, secure single carrier transmission is considered in the two-hop decode-and-



forward relay networks. A two-stage relay and destination selection is proposed to mini-
mize the eavesdropping and maximize the signal power of the link between the relay and
the destination. In two-hop amplify-and-forward untrusted relay networks, secrecy may
not be guaranteed even in the absence of external eavesdroppers. As such, cooperative

jamming with optimal power allocation is proposed to achieve non-zero secrecy rate.

Fifth and last, physical layer security in large-scale wireless sensor networks is introduced.
A stochastic geometry approach is adopted to model the positions of sensors, access
points, sinks, and eavesdroppers. Two scenarios are considered: i) the active sensors
transmit their sensing data to the access points, and ii) the active access points forward

the data to the sinks. Important insights are concluded.
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Chapter 1

Introduction

Wireless networks have experienced rapid evolutions towards scalability, interoperability,
and sustainability. Future networked societies will drive the digital economy to a more
holistic community of intelligent infrastructures and connected services for a smarter and
more sustainable society. Device-to-device (D2D) communication, dense networks, and
security are envisaged as core components of next generation heterogeneous 5G networks.
Traditional homogeneous cellular networks are moving towards heterogeneous for seam-
less transmission in multi-tiered networks with multiple classes of base stations. D2D
communication has been developed to support direct single- and multi-user transmis-
sions, in order to decrease delays and enhance spectrum efficiency and energy efficiency.
The secondary users are allowed to utilize the same frequency spectrum with the primary
users in cognitive radio, to improve the spectrum efficiency. Multi-hop transmissions in
wireless sensor and ad-hoc networks expand the coverage. Future 5G network will serve
as a key enabler to meet the continuously increasing demand for future wireless appli-
cations, including ultra-high data rate, ultra-wide radio coverage, ultra-large number
of devices, and ultra-low latency [1, 2]. Given the ubiquitousness and necessity of 5G
connections in the near future, an enormous amount of sensitive and confidential infor-

mation, e.g., financial data, electronic media, medical records, and customer files, will
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be transmitted via wireless channels. However, the emergence of these new advanced
systems pose great challenges to the implementation of higher-layer key distribution
and management. Physical layer security is an appealing alternative to resist various
malicious abuses and security attacks. The basic concept behind it is to exploit charac-
teristics of wireless channels for transmitting confidential messages. Its target is to blind
the eavesdroppers such that they cannot extract any confidential information from the

received signals.

1.1 Research Motivation

Compared with cryptography, physical layer security techniques do not depend on com-
putational complexity, which implies that the achieved level of security will not be com-
promised even if the unauthorized smart devices in the network have powerful compu-
tational capabilities. This is in contrast to the computation-based cryptography which
is based upon the premise that the unauthorized devices have insufficient computational
capabilities for hard mathematical problems. In the future network, devices are always
connected to the nodes with different powers and computation capabilities at the dif-
ferent levels of the hierarchical architecture. Also, devices always join in or leave the
network at random time instants, due to the decentralized nature of the network. As a
consequence, cryptographic key distribution and management become very challenging.
To cope with this, physical layer security can be used to either provide direct secure
data communication or facilitate the distribution of cryptographic keys. The potentials
of physical layer security in the multiple-antenna techniques and emerging systems need

to be exploited. Therefore, this thesis is motivated by the following aspects.

Antenna Selection: Amongst multiple-antenna techniques, the low-complexity
antenna selection schemes have been widely adopted and standardized in the IEEE
802.11n for WLAN [3], IEEE 802.16 for WiMAX [4], long term evolution (LTE) and

LTE-Advanced [5]. Physical layer security using transmit antenna selection has been
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investigated in the literature such as [6, 7]. However, a comprehensive study for general-
ized antenna selection system has not been provided, some key performance parameters
such as high signal-to-noise ratio (SNR) slope and high SNR power offset have not been
evaluated in the existing works. Moreover, since physical layer security exploits the prop-
erties of wireless fading channel, the use of multi-antenna techniques in some practical
and flexible fading wiretap channels such as two-wave with diffuse power has not been

examined. In this thesis, new analytical frameworks are developed to tackle these issues.

Cognitive Radio: In cognitive radio networks, the data of the secondary network
needs to be protected, since the eavesdroppers or malicious primary users may intercept
it. Although existing works [8-14] laid a solid foundation for understanding the role of
physical layer security in cognitive radio networks, the impact of multi-antenna wiretap
channels in cognitive networks with passive eavesdropping is less well understood. Key
performance parameters such as secrecy diversity order and secrecy array gain under
interference power constraint in cognitive radio networks have not been addressed in the

existing literature.

Single Carrier Systems: Single carrier transmission is now being adopted in sev-
eral wireless systems such as millimeter wave wireless personal area networks (WPAN)
targeting in-flight entertainment distribution and wireless high-definition multimedia
interface (HDMI), high-speed backhaul, etc. [15]. In this thesis, physical layer security

in single carrier systems is first introduced.

Wireless Sensor Networks: In wireless sensor networks, secure transmission is
crucial. Sensors are densely and randomly distributed in practical scenarios, which
brings new difficulties for security. In this thesis, a stochastic geometry approach is
implemented to model the three-tier sensor network. The impact of network parameters

such as density of nodes on the secrecy performance is investigated.

5G Networks: Massive multiple-input multiple-output (MIMO) and millimeter

wave are two key technologies in 5G systems, which provide physical layer security
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with big opportunities [16]. In this thesis, opportunities and challenges of physical layer
security in massive MIMO and mmWave systems are investigated. In particular, some

traditional techniques such as artificial noise need to be re-designed in 5G networks.

1.2 Physical Layer Security Related Works

Secure transmission in wireless networks is confronted with increasing problems due
to the rapid evolution of wireless network architectures [17-19]. The mobile terminals
are more vulnerable to eavesdropping compared to their fixed counterparts, and the
implementation of conventional cryptographic protocols to ensure security becomes dif-
ficult [20, 21]. In the 1970s, Aaron D. Wyner first introduced physical layer security [22].
Triggered by the rapid evolution of wireless network architectures, the idea of enabling

security at physical layer has drawn attention of the wireless community [23, 24].

MIMO Wiretap Channel: Physical layer security has recently been addressed in
MIMO wiretap channels where the transmitter, the receiver, and/or the eavesdropper

are equipped with multiple antennas, as shown in [25-29] and the references therein.

Growing research interests have been devoted to examine physical layer security from
a practical perspective. To design secure transmission schemes in practice, [20] proposed
robust beamforming with artificial noise to mitigate the effect of inaccurate channel state
information (CSI) in MIMO wiretap channels. An effective power distribution between
the information signal and artificial noise was introduced in [30], which considered the use
of beamforming with artificial noise over a multiple-input single-output (MISO) system
in the presence of multiple single-antenna eavesdroppers. Considering the availability
of partial CSI from the eavesdropper at the transmitter, [31] analyzed the secrecy out-
age probability in MISO wiretap channels. To facilitate low-complexity implementation,
transmit antenna selection was utilized to promote security with low feedback overhead
and low computational cost [6, 32]. Based on this, [33] examined the impact of antenna

correlation at the receiver and the eavesdropper on the secrecy performance. For confi-
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dential broadcasting, [34] proposed the regularized channel inversion precoding for the
downlink of a multi-user MIMO system, where multiple users act as eavesdroppers. In
[34], power allocation to maximize the achievable secrecy sum rate was considered. To
provide valuable insights into the secrecy performance in practical fading channels, [35]
introduced two secrecy performance metrics, namely the average secrecy rates and the
secrecy outage probability, for single antenna wiretap channels. Inspired by this work,
[36] took into consideration the single-input multiple-output (SIMO) wiretap channel
and analyzed the secrecy outage probability with maximal-ratio combing (MRC) at the

receiver and the eavesdropper in Rayleigh fading.

Cognitive Radio Networks: Spectrum-sharing cognitive radio is a promising tech-
nique to improve efficient utilization of the scarce radio spectrum, in order to tackle con-
stant growth of numerous bandwidth-consuming wireless network users [37-39]. Security
in cognitive radio networks is critical as it is easily exposed to external threats. The
robust transmitter design via optimization for secure cognitive radio networks with and
without perfect channel state information (CSI) was addressed in [8] and [9], respectively.
In [10], cognitive relay beamforming was designed to maximize the secrecy rate, while
the interference on the primary receiver was kept below a predefined value. In [11], relay
selection was proposed for cognitive radio with a single eavesdropper. The proposed
scheme in [11] selected a relay to maximize the achievable secrecy rate of the cognitive
radio network subject to interference power constraint at the primary user. In [40], a
pair of cognitive relays was opportunistically selected, where the first relay transmits
confidential signals and the second relay transmits jamming signals. In [12], secure com-
munications with untrusted secondary users in cognitive radio was examined and the
achievable secrecy rate was derived. In [13], secure transmission in primary networks
with the help of trusted secondary users was considered in the presence of a malicious
eavesdropper attempting to obtain the primary user’s messages. The proposed method
in [13] modeled the cooperative transmission as a Stackelberg game. In [14], it was

shown that non-cooperative jammers can be employed to improve the secrecy rate by
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compensating them with a fraction of bandwidth, which implies that secondary users

can act as non-cooperative jammers in cognitive radio networks.

Cooperative Relay: Cooperative relay communications has attracted much atten-
tion, due to its capabilities to establishing reliable links and increasing capacity [41].
Therefore, several recent works have considered physical layer security in cooperative
communications [42-48]. In [42], cooperative decode-and-forward (DF) relays were
deployed to perform distributed beamforming, and the secrecy diversity-multiplexing
tradeoff was analyzed. In [43], several opportunistic relay selection schemes were pro-
posed to achieve secrecy. In [44], based on the DF, amplify-and-forward (AF) and coop-
erative jamming (CJ) relay protocols, relay cooperation was investigated to increase the
secrecy rate. In [45], optimal CJ using multiple relays for security enhancement was
studied and the condition for positive secrecy rate was derived. In [46], CJ and relay
chatting schemes for secrecy were proposed in opportunistic relay systems, which showed
that the proposed relay chatting scheme can perform better than CJ. Joint relay and jam-
mer selection for security enhancement was examined in one-way DF relay networks [47]

and two-way AF relay networks [48].

Untrusted Relay: Standards for relay-assisted transmission have been established,
such as the IEEE 802.11s and the IEEE 802.16j. Relay is a low-cost technique to increase
the coverage and maintain link reliability in wireless networks [18, 49]. However, if
the relay is untrusted or unauthenticated, it becomes an issue to keep the messages
confidential between the source and the destination. The reason is that the untrusted
relay may belong to public networks that have low security clearance. In this case,
the untrusted relay acts as both a helper and an eavesdropper. The optimal secure
beamforming design for an AF MIMO untrusted relay system was proposed in [50].
Ergodic secrecy capacity for the untrusted relay selection was derived in [51], where
the destination-based jamming was used to achieve positive secrecy rate. The outage
performance in two-hop relaying with CJ was analyzed in [52], where all nodes are

equipped with a single antenna. In [53], antenna selection at the untrusted relay was
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considered, in which the relay selects the strongest source-relay link to receive the signal

and the strongest relay-destination link to forward the signal.

Wireless Sensor Networks: In wireless sensor networks (WSNs), the sensed data
is usually sensitive, and therefore secure transmission is critical in WSNs. Physical layer
security has been recently introduced in WSNs to combat eavesdropping [54-57]. In
[54], the downlink secure transmission from the mobile agent to the authorized user was
considered and two randomized array transmission schemes were developed. In [55], Dis-
tributed detection under secrecy constraint in an energy-constrained WSN was addressed,
and the optimal operative solutions were analyzed. In [56], sensor transmissions were
observed by the authorized fusion center (FC) and unauthorized (third party) FC. It
was shown in [56] that the proposed security scheme at physical layer is highly scalable
with low-complexity, compared to the traditional network security protocols such as
cryptography and key management at the link and network layer. More recently in [57],
AF compressed sensing (CS) was introduced to provide secrecy against eavesdropping
in WSNs, and it was confirmed that the eavesdroppers cannot successfully decode the

signal when the number of eavesdropper is less than the sparsity level of the signal.

Cellular Networks: In cellular networks, physical layer security is important for
adding another level of protection. In [58], secure downlink transmission in cellular
networks was investigated, and the secrecy using linear precoding based on regularized
channel inversion was examined. In multi-cell environments, cell association and location
information of mobile users play an important role in determining the secrecy perfor-
mance [59]. In [60], the Kuhn-Munkres (KM) algorithm was introduced to solve the
radio resource allocation problem, in order to maximize the sum secrecy capacity for
both cellular and D2D users. In [61], it was shown that the interference from D2D trans-
mission can enhance the physical layer security of cellular communications. In [62], secure
transmission in multi-cell massive MIMO systems was exploited, which showed that ran-
dom artificial noise (AN) generation can provide a favourable performance/complexity

tradeoff compared to conventional AN.
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Millimeter Wave: As an innovative solution to meet the 5G’s requirement, mil-
limeter wave (mmWave) communication systems use a huge swath of spectrum, from 30
to 300 GHz, to shift wireless transmissions away from the nearly fully occupied spectral
band of current wireless networks [63-65]. In [66], antenna subset modulation with large
antenna arrays was introduced to provide secure mmWave transmission at the physical
layer. In [67], the secrecy throughput using analog beamforming with phase shifters
was analyzed. Since secure mmWave transmission is a completely new and promising
research frontier, new secure transmission designs are needed by taking advantage of the

mmWave channel properties [63, 64].

1.3 Dissertation Organization and Contributions

The remainder of the thesis is organized as follows. Chapter 2 presents some fundamental
concepts such as physical layer security, stochastic geometry, and cooperative jamming.
Chapter 3 exploits the benefits of MRC in two-wave with diffuse power (TWDP) fading
wiretap channel. Chapter 4 provides an analytical framework for antenna selection in
Nakagami-m fading wiretap channel. Chapter 5 examines the effect of power constraint
on the secrecy in cognitive radio networks. Chapter 6 introduces physical layer security
in single carrier systems. Chapter 7 proposes cooperative jamming with optimal power
allocation in two-hop untrusted relay networks. Chapter 8 investigates secure transmis-
sion in three-tier WSNs with stochastic geometry. The main contributions of this thesis

are detailed as follows.

Chapter 3 focuses on physical layer security of MRC in TWDP fading channels. The
TWDP fading is of high flexibility as it includes Rayleigh, Rician, and hyper-Rayleigh
fading as special cases. In such a channel model, two practical scenarios are considered,
namely the active eavesdropping scenario and the passive eavesdropping scenario. Key
performance parameters such as high SNR slope, power offset, and secrecy diversity order

are introduced and derived. The performance gap for different number of antennas is
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quantified.

Chapter 4 focuses on transmit antenna selection and receive generalized selection
combining in MIMO Nakagami-m fading wiretap channels. The aim is to construct a
unifying approach to evaluate the secrecy performance using practical antenna selection
techniques. Two distinct and practical scenarios are considered: 1) the legitimate receiver
is located close to the transmitter, and 2) the legitimate receiver and the eavesdropper

are located close to the transmitter.

Chapter 5 focuses on secure cognitive transmission in passive eavesdropping. Both
the legitimate receiver and eavesdropper use selection combining to receive the signal.
An analytical framework is first presented. Under interference power constraint, closed-
form expressions for secrecy outage probability are derived. Based on the asymptotic

analysis, the secrecy diversity order and secrecy array gain are explicitly obtained.

Chapter 6 focuses on cooperative single carrier systems. A new relay selection crite-
rion is proposed to enhance the security. Closed-form expressions for key performance
metrics such as ergodic secrecy rate and secrecy outage probability are derived. It is
shown that the multipath diversity and multiuser diversity can be utilized to improve

the secrecy.

Chapter 7 focuses on security design in untrusted relay networks, which is different
from the relay networks presented in Chapter 6. In untrusted relay networks, the relay is
also an eavesdropper and intercepts the information transmitted by the source. Optimal
power allocation with cooperative jamming to maximize the ergodic secrecy capacity is

examined. The benefits of using large antenna arrays are also shown.

Chapter 8 focuses on physical layer security in three-tier WSNs. The system topology
is built based on stochastic geometry. The aim is to evaluate the effect of the densities
of sensors, access points, and sinks on the secure transmission. The average secrecy rate

of the three-tier WSN is derived.
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Chapter 9 consists of conclusions and future work of this thesis. For future work,
two extensions of current work are proposed, i.e., imperfect channel state information
condition and multi-hop secure transmission with trusted/untrusted relays. In addi-
tion, physical layer security can safeguard data confidentiality by exploiting the intrinsic
randomness of the communications medium and reaping the benefits offered by the dis-
ruptive technologies to 5G. Among various technologies, two most promising ones are
discussed, namely, massive MIMO and millimeter wave. On the basis of the key prin-
ciples of each technology, the rich opportunities and the outstanding challenges that
security designers must tackle are identified. Such an identification is expected to deci-

sively advance the understanding of physical layer security of tomorrow.
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Chapter 2

Fundamental Concepts

2.1 Introduction

In this chapter, fundamental concepts are clarified: 1) The basic idea of physical layer
security is presented; 2) Physical layer security exploits the properties of the wireless
fading channel to transmit confidential messages, therefore several practical and realistic
fading models are described; 3) Stochastic geometry is presented as a useful tool to model
large-scale wireless networks, in which large number of nodes are randomly located; 4)
Antenna selection is presented as a practical implementation design for the uplink of
4G long term evolution (LTE) and LTE-Advanced [5]. It is well known that using
antenna selection can achieve the full diversity gain with less number of radio frequency
(RF) electronics [68]; 5) Relay protocols are discussed. When the relay is untrusted,
secure transmission cannot be achieved by using conventional protocols such as amplify-
and-forward and decode-and-forward. The implementation of cooperative jamming can
help to achieve positive secrecy rate in untrusted relay networks; 6) Cognitive radio is
discussed as an effective way to cope with the scarce spectrum and improve the spec-
trum efficiency [69]; 7) Single carrier systems is presented as an important technology

to support high-speed short-range transmission. It is well-known that single carrier

13
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Figure 2.1: A basic wiretap channel.

transmission has a lower peak-to-average power ratio (PAPR) compared to orthogonal
frequency-division multiplexing (OFDM); and 8) Wireless sensor networks (WSNs) is
discussed, motivated by its widespread use in industrial and scientific applications such

as environmental sensing, health monitoring, and military communications [70].

2.2 Physical Layer Security

Physical layer security is not a new paradigm, since it was first proposed by Wyner
in the 1970s [22]. Triggered by new transmission techniques such as multiple-input
multiple-output (MIMO), cooperative relaying, and emerging decentralized networks
such as ad-hoc and sensor networks, physical layer security as a low-complexity approach
has regained attention. Under physical layer secrecy constraint, various signal processing
techniques have been proposed and analyzed [71]. In [72], artificial noise was designed

at the transmitter to confuse the eavesdropper and enhance the secrecy.

A basic wiretap channel is shown in Figure 2.1, where the transmitter (Alice) trans-
mits the secrecy information to the legitimate receiver (Bob), and the eavesdropper
(Eve) intends to maliciously obtain this information. In his pioneering work, Wyner has

shown that for a degraded eavesdropper’s channel, Alice can transmit the confidential
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information at a positive secrecy rate, and Eve cannot obtain any bits of information.

The secrecy capacity is characterized as [28, 35]
Cs = [Cn — Cg",

where Cyr is the main channel capacity, and Cg is the eavesdropper’s channel capacity.

In practice, Alice encodes a message block W* into a codeword X", and Eve receives
Y,! from the output of its channel. The equivocation rate of Eve is R, = H (Wk‘ Yu’}) /n,
which is the amount of ignorance that the eavesdropper has about a message W* [28]. A
secrecy rate R can be achieved when R < R, and Cy is the maximum of the achievable

secrecy rate [28].

2.3 Wireless Fading Channels

In this section, some typical fading channels are briefly illustrated. Chapters 3 and 4
consider the two-wave with diffuse power fading channel and Nakagami-m fading channel,

respectively, and Chapters 5-8 take into account the Rayleigh fading channel.

2.3.1 Two-wave with Diffuse Power Fading

The two-wave with diffuse power (TWDP) fading was first modeled in [73] to charac-
terize the propagation scenario where the received signal contains two strong, specular
multipath waves. This fading model is of high flexibility as it includes Rayleigh, Rician,
and hyper-Rayleigh fading as special cases. In particular, it was verified in [74] that the
TWDP fading model provides a more accurate way to represent real-world frequency-
selective fading data from wireless sensor networks. Moreover, it can be used to describe
a link worse than Rayleigh fading [75]. As such, some research attention has been paid

to examine the performance of wireless networks under TWDP fading. For example, the
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average bit error rate was analyzed in [76] for quadrature amplitude modulation and in
[77] for non-coherent multiple frequency-shift keying. More recently, the outage proba-
bility was derived in [78] for single decode-and-forward (DF) relay networks. In [79], the

symbol error rate was derived for multiple DF relay networks.

In Chapter 3, maximal ratio combining (MRC) is adopted to combine the TWDP
fading signals at the receiver. Hence, the PDF for the sum of TWDP fading channel

power gains after MRC is expressed as

0 k
Uy _Lgl 9y 1 T \M+k-1
_ - UL T 2.1
J(T) =58 2 552¢ %(2&) k!(M+k—1)!(202) 21

where M is the number of receive antennas, Ly = (2L)", L is the order of the PDF,

uy is the ith entry of u with u = a8, ® -8, ® --- ® ay and a,, = [a1---a;- - aar],
ap = aj4+1)/2), where the first five values of {ai}iL:1 are given in Table II of [73],
Y = In(w;), wy is the Ith entry of w with w = b;®---b, ® @by and b, =
[exp (Km,1) -+ - €xp (Fmy) -+ - exp (Fm2r)]y fmi = K <1 + (—1)l A,, cos %) 202, K,
is the ratio of the total specular power to diffuse waves, A,, is the relative strength of
the two specular components for the mth TWDP branch channel, and 20?2 is the average

power of the diffuse waves. When K, = 0, TWDP fading reduces to Rayleigh fading,
and when K, # 0 and A,, =0, TWDP fading reduces to Rician fading.

2.3.2 Nakagami-m Fading

Nakagami-m distribution has versatility in providing a good match to various empirically
obtained measurement data [80]. Moreover, it includes Rayleigh as a special case [81].

The PDF of the Nakagami-m channel power gain 7 is given by

fr) = I mg, (2.2)

(m—1)l7m

where m is the fading severity parameter and 7 = E {7} is the mean value.
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Figure 2.2: A three-tier HCNs with stochastic geometry, where macrocell base
stations (red circle) are overlaid with picocell bases stations (green
triangle) and femtocell base stations (blue square).

2.3.3 Rayleigh Fading
Rayleigh fading channel is commonly considered in the literature. When the multiple
reflective paths are large in number and there is no line-of-sight signal component, the

envelope of the received signal 7 is statistically described by a Rayleigh probability

density function (PDF) [82], which can be expressed as

where 0 = E {7‘2}.
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Figure 2.3: Hexagonal Cellular Networks.

2.4 Stochastic Geometry

In conventional system model, density of nodes, node mobility, and triangle inequalities
are usually ignored. Stochastic geometry is a useful tool to analyze the average behavior
over many spatial realizations of a network whose nodes are located according to some
distributions [83]. Recent studies such as [84-87] have shown that stochastic geometry
can well model the heterogeneous cellular networks (HCNs). As shown in Figure 2.2, a
Poisson point process (PPP) model is used for modeling the three-tier downlink HCNs.
The traditional hexagonal model with fixed geometry (See Figure 2.3) cannot model the
unplanned networks such as femtocells [86]. Therefore, stochastic geometry is very useful
for modeling practical random and distributed networks such as wireless sensor networks

and ad-hoc networks.

In stochastic geometry theory, PPP is commonly-used in the literature such as [85,

88], which is defined as follows [83]:

Poisson Point Process (PPP) Definition: Let A be a locally finite measure on

some metric space £. A point process ® is Poisson on & if
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e For all disjoint subsets Aj,..., A, of £, the random variables ® (A4;) are indepen-

dent;
e For all sets A of £, the random variables ® (A) are Poisson;

A PPP can be either homogeneous or heterogeneous. In homogeneous PPP, the
density of the points is constant. A fundamental property of PPP is the Slivnyak’s

theorem, which is as follows [89]:

Slivnyak’s Theorem: Let ® denote a PPP with intensity measure A. For A almost

all z € RY,

P =P (@€ );

T

that is, the reduced Palm distribution P! (-) of the PPP is equal to its original distribu-

tion.

Slivnyak’s theorem shows that for a PPP including an arbitrary point z, it is identical
to the law of the original PPP if point x is ignored. Another useful property that
calculates the products over PPP is the probability generating functional (PGFL), which

is as follows [90]:

E

Hf(:v)] —ow (- [ - f@)aem).

red

In Chapter 8, a stochastic geometry approach is proposed to model a three-tier wire-
less sensor network, where the positions of the sensors, access points, sinks, and eaves-

droppers are modeled following the independent homogeneous PPPs.
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2.5 Antenna Selection

2.5.1 Transmit Antenna Selection and Selection Combining

Transmit antenna selection (TAS) is a low-complexity transmission design, which demands
small feedback information. The core idea behind TAS is to select a single antenna that
maximizes the receive signal power. TAS achieves the full diversity gain with a single

RF chain and has been implemented in LTE systems.

Selection combining adopts the best receive antenna with the largest receive signal
power to receive the signal and save the RF chains compared to MRC with multiple
RF chains. It has been standardized in the IEEE 802.11n for WLAN [3] and the IEEE
802.16 for WiMAX [4]. In Chapter 5, selection combining at the legitimate receiver and

the eavesdropper is considered.

2.5.2 Generalized Selection Combining

Generalized selection combining (GSC), or the so-called hybrid-selection/MRC (HS/MRC),
selects a subset of diversity branches with largest signal-to-noise ratio (SNR) and com-
bines them using MRC. This diversity combining method offers a tradeoff between the
performance advantage of MRC and the implementation advantage of SC [91]. With the
help of the moment generating function (MGF), the performance of GSC was examined
over Rayleigh fading [92] and Nakagami fading [93]. The impact of correlated Nakagami
fading on GSC was considered in [94, 95]. In [96, 97|, the high SNR performance of
GSC was analyzed in various environments. In [98], approximations were presented for
the high SNR performance of GSC in relay networks over Nakagami-m fading channels.
Motivated by these prior works, new analytical results for secure communications with

GSC are provided in this thesis.
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2.6 Relay

Relay transmission has been widely studied [41, 99], since it can expand the coverage
and enhance the system performance. Many relay protocols have been proposed such as
amplify-and-forward (AF), decode-and-forward (DF), and compress-and-forward (CF)

etc. In this thesis, AF and DF are considered.

2.6.1 Amplify-and-Forward

In AF protocol, the source first transmits the signal to the relay, then the relay amplifies
the signal and forwards the signal to the destination [99, 100]. In two-hop AF relay

networks, based on the end-to-end (e2e) SNR, the achievable rate is expressed as [100]

Vs, Vr.d
Rese = 1o <1+”>, 2.4
e 82 1+/Ys,r+f)/r,d ( )

where 75, is the receive SNR at the relay and ~, 4 is the receive SNR at the destination.

When the relay is untrusted as an eavesdropper, the secrecy rate is given by [51]
Ry = [Rege — logy (1 + '7877')]+ . (2.5)

Note that

Vs,rVr,d

— 0 < min Nrdy < Yo
1+’Ys,r+7r,d {’Ys,r Tr, } Ys,r

The secrecy rate Rg in (2.5) is zero. Therefore, in two-hop untrusted relay networks,
secrecy cannot be achieved for AF transmission. Cooperative jamming is an appealing
scheme to achieve positive secrecy rate in two-hop untrusted relay networks [101], and

more details are discussed in the following Section 2.7.
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Figure 2.4: A basic wiretap channel with an external cooperative jammer.

2.6.2 Decode-and-Forward

In DF protocol, relay first decodes the signal from the source, then re-encodes it and
forwards it to the destination [99]. Therefore, the untrusted DF relay cannot be employed

to help forward confidential signals.

2.7 Cooperative Jamming

Cooperative jamming is a security enhancement approach, which can be used to confuse

the external eavesdroppers [14, 102-104] or the untrusted relays [101, 105].

As shown in Figure 2.4, Alice transmits the confidential signal to Bob, and Eve
intercepts the signal. The external cooperative jammer transmits the jamming signal
to confound Eve. In such a scenario, interference from the jamming signal should be
mitigated at Bob. If the interfering signal from the cooperative jammer can be shared

by Bob with specific method (e.g., use the seed of the random noise generator in a secure
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Figure 2.5: A two-hop untrusted relay networks with destination-based coop-
erative jamming.
fashion [106]), Bob can cancel the jamming signal. Another promising way is for the
jammer to use null-steering beamforming [104], i.e., the jamming signal is transmitted
using the null space of the channel between jammer and Bob. As such, Bob will not

receive the jamming signal.

In untrusted relay networks, destination-based cooperative jamming was proposed to
achieve positive secrecy rate [101]. As shown in Figure 2.5, there are two time slots for
each information transmission. In the first time slot, while Alice transmits the infor-
mation signal, Bob transmits the jamming signal. In the second time slot, the relay
forwards the signals to Bob. Since Bob knows the jamming signal, it can easily cancel
the jamming signal. In Chapter 7, optimal power allocation with cooperative jamming

is proposed in two-hop untrusted relay networks.
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2.8 Cognitive Radio Networks

Frequency spectrum is an increasingly scarce and expensive wireless resource due to the
upsurge in demand for multimedia services in current and future generation wireless
networks. Unfortunately, recent measurement campaigns have found that the radio fre-
quency spectrum is not being efficiently utilized [107-113]. Cognitive radio, proposed by
Mitola in [114], has the potential to mitigate such inefficiency. Particularly, by allow-
ing a secondary user (SU) to reuse the radio spectrum that is licensed to a primary
user (PU), the scarcity of frequency spectrum can be alleviated. Several approaches to
cognitive radio such as overlay, interweave, and underlay have been considered [115].
Among them, the most promising approach is underlay spectrum sharing in which the
SU simultaneously transmits in the same radio spectrum as the PU, provided that the
secondary transmission does not exceed the maximum interference constraint set by the
primary network [116]. One of the drawbacks of underlay spectrum sharing is the need
to limit the transmit power of the SU transmitter (SU-Tx) to avoid any deleterious effect
on the PU receiver (PU-Rx). In some practical scenarios, the cognitive radio network
may not be feasible due to heavy pathloss and severe shadowing [117]. As such, several
advanced transmission technologies have been introduced to enhance the performance
of underlay spectrum sharing such as cognitive relaying [118] and cognitive multiuser
diversity [119]. In Chapter 5, secrecy outage for passive eavesdropping is first examined

in cognitive radio network.

2.9 Single Carrier Transmission

In practice, multipath components frequently exist in wireless communication systems
due to multiple reflectors, in which reflectors cause a time dispersion and frequency selec-
tive fading. If the signal bandwidth is larger than the frequency coherence bandwidth or
the delay spread is larger than the symbol duration, the signal is distorted due to inter-

symbol interference (ISI). To avoid the use of equalizers in dealing with ISI, single carrier
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(SC) transmission is an alternative attractive solution which uses an increased symbol
duration by forming a transmission block symbol [120, 121], with additional cyclic prefix
(CP) symbols in front of the transmission block symbol. Thus, compared to OFDM
transmission, a block-wise processing is necessary for CP-SC transmission. There are
several existing works and on-going activities in the context of CP-SC transmission in
several different domains, including non-cooperative systems, cooperative relaying sys-

tems, and spectrum sharing systems, as follows.

e Non-cooperative systems: Opportunistic scheduling was proposed in [122] to achieve
multiuser diversity. In [123], cyclic delay diversity (CDD) was employed for the
frequency-domain equalizer (FDE), whereas distributed space-frequency block cod-
ing was employed in CP-SC systems [124] to achieve transmit diversity gain. Sev-

eral channel estimators for CP-SC systems were investigated in [125-127].

o Cooperative relaying systems: For several relaying protocols such as DF and AF,
as well as project and forward relaying [128], optimal power allocation [129], new
receiver design [130], optimal training sequences for channel estimation [131], and

best terminal selection [132] were proposed to enhance the performance.

e Spectrum sharing systems: For cooperative spectrum sharing [133, 134], and non-
cooperative spectrum sharing [135], CP-SC transmission was proposed to exam-
ine the impact of multipath diversity on the system performance, by taking into
account several performance indicators such as outage probability, symbol error

rate, and ergodic capacity.

In Chapter 6, physical layer security is first introduced in single carrier system. An
analytical framework is presented and key performance parameters such as multiplexing

gain and secrecy diversity gain are explicitly demonstrated.
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Figure 2.6: Multihop architecture in wireless sensor networks.

2.10 Wireless Sensor Networks

Wireless sensor networks (WSNs) have attracted considerable attention from industry
and academia, due to its civilian and military applications [70]. In WSNs, the low-power
low-cost sensors are densely deployed. As shown in Figure 2.6, sensors are randomly

located, and sensed data are routed back to the gateway through multihop transmission.

Since the sensors are battery-powered devices, it is important to save the sensors’energy,
in order to prolong the lifetime of the network. In [136], the delay-aware data collection
network structure in WSNs was investigated, in which the delays in the data collection
process can be shortened. In [137], an energy-efficient hybrid data collection scheme was
proposed and it is shown that substantial energy saving is achieved. In practice, sensors
are located in the remote areas, and mobile sinks or data collectors are employed to
collect the sensed data [138, 139]. In [138], the impact of density of data collectors on
the the successful connectivity probability was examined based on stochastic geometry
model. In [139], the use of pairwise key predistribution scheme was developed to provide
authentication and pairwise key establishment between the sensors and mobile sinks.
In Chapter 8, physical layer security in three-tier wireless sensor networks is proposed,
where the sensors communicate with sinks with the help of access points in the presence

of eavesdropping.



Chapter 3

Physical Layer Security
Enhancement in Two-Wave with
Diffuse Power Fading Channels

3.1 Introduction

In this chapter, physical layer security enhancement in the single-input multiple-output
(SIMO) wiretap channel with two-wave with diffuse power (TWDP) fading is examined.
In this wiretap channel, a single antenna transmitter sends confidential information to
an M-antenna receiver, while an N-antenna eavesdropper overhears the transmission.
To leverage the benefits of multiple antennas, we assume that maximal-rational combin-
ing (MRC) is applied at the receiver and the eavesdropper. We address two practical
eavesdropping scenarios. In the first scenario, we consider that the eavesdropper’s chan-
nel state information (CSI) is available at the transmitter. In the second scenario, we
consider that the eavesdropper’s CSI is not available at the transmitter. For the first sce-
nario, we characterize the average secrecy capacity as the principal security performance
metric. Since the CSI of the eavesdropper is available at the transmitter, the transmitter
adapts its transmission rate in order to achieve perfect secrecy. For the second scenario,
we characterize the secrecy outage probability as the principal security metric. Since

the CSI of the eavesdropper is not available at the transmitter, the transmitter selects a

27
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constant secrecy rate and perfect secrecy is not always guaranteed.

Notation: (-)T denotes the transpose operator, ()7 denotes the conjugate transpose
operator, ||-|| denotes the Euclidean norm, I, denotes the M x M identity matrix, Opsx N
denotes the M x N zero matrix, E[-] denotes the expectation operator, ® denotes the
kronecker product operator, || denotes the greatest integer less than or equal to x, and

o (+) denotes the higher order terms.

3.2 System Model and Channel Statistical Properties

3.2.1 System Model

Figure 3.1 depicts a SIMO wiretap channel where the transmitter (Alice) encodes her
messages and transmits the codewords to the legitimate receiver (Bob), while the mali-
cious eavesdropper (Eve) overhears the transmission. We denote the channel between
Alice and Bob as the main channel, and the channel between Alice and Eve as the
eavesdropper’s channel. We assume that Alice is equipped with a single antenna, Bob
is equipped with M antennas, and Eve is equipped with N antennas. In this wiretap

channel, the secrecy capacity Cs is defined as [35]

Cs = [Cy — CN] T, (3.1)

where Cyy = logy (1 + 7ar) is the capacity of the main channel and Cn = log, (1 + vw)
is the capacity of the eavesdropper’s channel. Here, we denote ;s as the instantaneous
received SNR of the main channel and 7y as the instantaneous received SNR of the
eavesdropper’s channel. It is evident from (3.1) that Cg increases with Cj; and dimin-
ishes with C'y. Motivated by this, Bob applies MRC to combine the received signals
and maximize the received SNR. This allows Bob to exploit the M-antenna diversity
and maximize the probability of secure transmission. On the other hand, Eve applies

MRC to exploit the N-antenna diversity and maximize the probability of successful
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Bob
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MRC
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Figure 3.1: Illustration of a SIMO wiretap channel, where an N-antenna eaves-
dropper (Eve) overhears the transmission from a single antenna
transmitter (Alice) to an M-antenna legitimate receiver (Bob).

eavesdropping.

For this wiretap channel, we take into account two distinct scenarios: 1) active eaves-
dropping and 2) passive eavesdropping. In active eavesdropping, the CSI of the main
channel and the eavesdropper’s channel are available at Alice. Based on the CSI of these
two channels, Alice calculates Cjs and Cn and then determine Cg according to (3.1).
After this, Alice transmits its messages at a secrecy rate no higher than Cg. In this
scenario, perfect secrecy is always guaranteed. In passive eavesdropping, the CSI of the
main channel is available at Alice but the CSI of the eavesdropper’s channel is not known
at Alice. As such, Alice selects a constant secrecy rate Rg to transmit its messages. In

this scenario, perfect secrecy is achieved when Rg < Cg, and is compromised otherwise.

To perform secure transmission, Alice encodes the message block w into the codeword
x=[z(1),---,z(), -,z (L)],where L is the length of x. This codeword is subject
to the average power constraint %Zle E [\a:(l)\Q] < P. We assume that both the
main channel and the eavesdropper’s channel are quasi-static fading channels where the

channel coefficients are constant for each transmission block but vary independently
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between different blocks. At the [th time slot, the MRC-combined signal vector at Bob

is written as
yu (1) = hiihyz (1) + hiiny,, (3.2)

where hjs is the M x 1 main channel vector and ny; ~ CNasx1 (OM><175%/[IM) is the
additive white Gaussian noise (AWGN) vector at Bob. Based on (3.2), the instantaneous
SNR of the main channel is given by y5; = ||h MHQP/ 62,. Correspondingly, the average
SNR of the main channel is given by 7,;, = E [||hM||2} P/&%,. In the eavesdropper’s

channel, the MRC-combined signal vector at Eve is written as
y~ (1) = h¥hyz (1) + hiny, (3.3)

where hy is the N x 1 eavesdropper’s channel vector and ny ~ CN ny«1 (Ole, 5]2VIN)
is the AWGN vector at Eve. Based on (3.3), the instantaneous SNR of the eavesdrop-
per’s channel is given by vy = ||hNH2P/ 6%. Correspondingly, the average SNR of the

eavesdropper’s channel is given by 7y = E [HhNHQ} P/8%;.

3.2.2 Channel Statistical Properties

In the wiretap channel, we assume that the main channel and eavesdropper’s channel are
subject to independent and non-identically distributed (i.n.i.d.) TWDP fading. Accord-

ing to [78], the probability density function (PDF) of 7, is given by
e

Ly a1 ) TPM oo k
f (,.Y) _ 1 § : UMl e_ 202, (ﬂ'YM,z)
™M T 9M= 2 § : 2

2 "YM —1 2O'M ZO'M

1 ~ M+k—1
X — ) (3.4)
KU (M + k= 1)1 \ 2027,

where Ly, = (2L)", L is the order of the PDF, upry is the Ith entry of uys with

uy =a®---a,RQ --Qay and a,, = [dl ceeqpce ‘CNLQL], a; = a|(1+1)/2) where the first five
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values of {a;}L_, are given in Table IT of [73], Unpry = I0(wyy,,); way,, is the Ith entry of
Wy, Withw,,, = b1®- - by,®@- - @by and by, = [exp (Km,1) -+ €xp (Km,) - - - €xp (Km,2L)],
Kmi = K (1 + (—1)l A,, cos %) 2012\4, K, is the ratio of the total specular power
to diffuse waves, and A, is the relative strength of the two specular components for the

mth TWDP branch channel at Bob. Based on (3.4), the cumulative distribution function

(CDF) of s is derived using [140, eq. (3.351.1)] as

~
Fyy (7) f’YM (v)dz
L Iypmy o0 k M+k—1 i
1 29 = By 1 19’71\/I,l 1 v
=1—gppe WMDY Jupge by o <2(,]2w > 5 202 72 (35)

L =L )49, . .
Fax () :LXN: uvy s <19m) 1 ( y )N—i—k |
g 2YN 1= 20% =\ 203, ) KN +k—1)!\ 2037y

(3.6)

and

1 _ 27 Ly 71971\2]71 o0 1 197 kN+k‘711 /7 '3
ol o N,
Fox () =1 se 23 S uge > }jk!(%ﬁ S ,() (3
=0

2 J—
=1 k=0 2UN'YN

respectively, where Ly = (2L)N, up, is the Ith entry of uy withuy =a;®---a, ®

®5N and én = [al..

“apee-dzr), G = aj41)/2), Wyy, 1S the Ith entry of wyy
with wyy = by ® ---by, ® -+ @by and b, = [exp (kn1) - exp (kny) - exp (Kin,21)];
kng = Ky (1 + (—1)' A, cos %) 20%;, K, is the ratio of the total specular power
to diffuse waves, and A, is the relative strength of the two specular components for the

nth TWDP branch channel at Eve.
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3.3 Ergodic Secrecy Capacity in Active Eavesdropping Sce-

nario

In this section, we concentrate on active eavesdropping where Alice adapts its trans-
mission rate based on Cj; and Cpy and thus guarantees perfect secrecy. In such a
scenario, ergodic secrecy capacity is a pivotal and practical performance metric to quan-
tify the maximum average achievable secrecy rate [35]. Therefore, we derive new exact
and asymptotic closed-form expressions for the ergodic secrecy capacity. Based on the
asymptotic result, we characterize the high SNR slope and the high SNR power offset
which explicitly capture the impact of the channel parameters on the ergodic secrecy
capacity at high SNRs [141]. These new closed-form results encompass Rayleigh fad-
ing and Rician fading as special cases. To the best of my knowledge, the analytical

framework and the results presented in this section are new.

3.3.1 Exact Ergodic Secrecy Capacity

The ergodic secrecy capacity is the average of the instantaneous secrecy capacity Cg over

vum and . We formulate the ergodic secrecy capacity as

CS:/O /0 Cs fyar (1) fyn (v2)dyidye
-/ [ [ Gt o £ () e (3.8)

h1

According to (3.1), we first express f; in (4.10) as

hy = /0% (logy (14 71) —logy (1 +72)) frw (72) dre- (3.9)
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Utilizing integration by parts and applying some algebraic manipulations, we derive

(4.11) as

Y1
hy =logy (1 +71) Fyy (71) — /0 logy (1 +72) fyy (72) dye
1 m F’YN (VQ)d

= 3.10
In2 fy, 147 (3.10)
Substituting (4.12) into (4.10), we rewrite the ergodic secrecy capacity as
= L[] [ Fyy (12)
Cs=— N2 dm. 3.11
=g [T (.11)

Changing the order of integration in (A.3.1) with the help of [140, eq. (4.611.1)], we

obtain

ral 1 > F’YN (’72)

= 1-F ds. 12
Cs=tg | T =P (m)] v (3.12)

It is shown in (3.12) that C's depends on the statistics of the main channel and the
eavesdropper’s channel. Substituting (3.5) and (3.7) into (3.12) and applying [140, eq.
(1.111)] and [140, eq. (3.351.2)] to solve the resultant integrals, we derive the exact

ergodic secrecy capacity as (3.13), where E; («) is the exponential integral function given

by E; () = €277 fjiz & d.

3.3.2 Asymptotic Ergodic Secrecy Capacity

We proceed to derive the asymptotic ergodic secrecy capacity to examine the maximum
average achievable secrecy rate in the high SNR regime. To do so, we consider that the
average SNR of the main channel is sufficiently high, i.e., 7,;, — oo!. We maintain the

consideration of arbitrary values of the average SNR of the eavesdropper’s channel.

We commence the asymptotic analysis by presenting the first order expansion of

1We note that as 7, — oo, the probability of successful eavesdropping approaches one. As such, we
do not consider 7y — oo.
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L M+k—1

M UMl ,M ﬁ'yM’l k +Z 1
Cs = 2M1n2 202 Lo

=1 k=0 =0

1

" ()( ; )z S q_l < ; >t
E: T 9.2~ 25
o \g 20°9Mm — 20°9Mm

Ly o ki N+k1—1
e O o (D) Ty
202 G

l1=1k1=0 j:O ]'(IYN)
1\ 1\t
") (‘202) 257 (2)
=1 s
n—- 1 1 ¢—n 1 @
X + — — 3.13

;) ¢! ('YM ’YN) (202> (3.13)

F,,, (7) in the high SNR regime. Applying the Taylor series expansion truncated to the

kth order given by e* = Z?:o 27 /j! + o (z*) [142] in (3.5), we derive the first order

expansion of F,,, (v) as

Ly

g O] Vs k
) =1 g Yo Y ()

M+k M+k
X 67202’%1\4 6252’%]\4 _ 1 7 — 0 L
(M + k) \ 20%7,, 2027

L
1 M

Py M
QMM, UMze 207 (2027”/1) +o (%QM> ~ (3.14)

To facilitate our asymptotic analysis, we rewrite (3.7) as Fy (7) = 1— Xy (7), where

ﬁW,

1\271 00 1 9 kN+k—11 ~ 7

o2 o YN,

o = T S L () S (0
k=0 =0

2087N
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It follows that (A.3.1) is re-expressed as

L 1 [e’e} Y1 1—
Co= — / Md’m Frar (M1)dm
In2 0 0

I+
TR (3.15)
where
= ﬁ T (1) Fr () (3.16)
and
"7 2 / / : Xﬁ,;m P (1) dryadn. (3.17)

We next derive the asymptotic expressions for x; and 9. In the high SNR regime
with 7,, — oo, we have In (1 4+ 1) ~ In(v1). As such, we apply [140, eq. (4.352.1)] and

perform some algebraic manipulations to derive the asymptotic expression for k1 as

o0 ]' >
A In (v1) frar (7)dn
o L]M 79'7Ml w M + ]{:) ﬁvwl,l k
=log; (20 PVM 2M1 9 E Mle 202 § 902 ’ (318)

where 9 (+) is the digamma function [143].

To derive the asymptotic expression for k9, we change the order of integration in

(3.17) and rewrite k2 as

dys. 1
In2 0 1_|_,72 T™m (72)] 2 (3 9)

K9 =

From (3.14), we find that F

S (7) = 0 when 7, — co. Applying some algebraic manip-
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ulations, we derive the asymptotic expression for ko as

X'YN (72)
Xan A2 g
52 2 Tty 2
1 I g & (ﬂgNz’l)kN”f—lg@ i)
(o N,
2N1n2Z wwge” 2y il > i (3.20)
k=0 1=0
where

1 : 1\ q—l 1\
ot =5 () (<5) <2 () (3552 (255,)

(3.21)

Finally, by substituting x3° in (3.18) and x5° in (3.20) into (3.15), the asymptotic ergodic

secrecy capacity 6? is derived as

_ B g Wb ( M+k 9 k
Cgo =log, (20271\4 2M1 2 Z upge 2 Z ) ( 2’YUMQJ>

k=0
1 L 9. [oe) (ﬁVN,l)kN_,’_k 1 1
OINGL 202 o
QNIHQZluNle 207 kz_:ok! ZZ; 5g(%\,,z). (3.22)

Based on (3.22), we evaluate the high SNR slope and the high SNR power offset, as
two key parameters determining the ergodic secrecy capacity in the high SNR regime
[141, 144]. Conveniently, we rewrite the asymptotic ergodic secrecy capacity in (3.22) in

a general form as

6? = Soc (logy (Var) = L) (3.23)

where So, is the high SNR slope in bits/s/Hz/(3 dB) and L is the high SNR power

offset in 3 dB units.
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We first express the high SNR slope as

el

o= lim — Y5 (3.24)
T =00 logy (Far)

Substituting (3.22) into (4.24), we obtain
Soo = 1. (3.25)

From (4.25), we conclude that the number of antennas at Bob and Eve have no impact

on the high SNR slope.

We next express the high SNR power offset L., as

Lo = lim (log2 Far) — %) : (3.26)
Ym0 oo

It is clear from (4.26) that the effects of the main channel and the eavesdropper’s channel
on the asymptotic ergodic secrecy capacity reside in L. Substituting (3.22) and (4.25)

into (4.26), we derive Lo as

Loo =LY 1+ N (3.27)
where
u ) 1 L _7971\42,1 0 ¢(M+ k‘) 197M’l k
L5 =—log, (20%) — S D ;uM’le 20 kz_%) o ( 593 ) (3.28)
and
£y = k. (3.29)

Based on (4.27), (3.28), and (3.29), we conclude that the contribution of the main channel
to Lo is characterized by £ and the contribution of the eavesdropper’s channel to Lo,

is characterized by £Y. We highlight that £ assesses the benefits of M on the ergodic
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Figure 3.2: Ergodic secrecy capacity versus 7,, with 7, = 10 dB and N = 2.

secrecy capacity. Specifically, £% decreases as M increases, and as such the ergodic
secrecy capacity increases. On the other hand, £Y quantifies the loss of ergodic secrecy
capacity due to eavesdropping. Specifically, LY increases with N, and as such the ergodic

secrecy capacity decreases.

3.3.3 Numerical Examples

Figure 3.2 depicts the ergodic secrecy capacity versus 7,, for different M in TWDP
fading channels. We set K = 3 dB and A = 1. The exact and asymptotic ergodic
capacity results are obtained from (3.13) and (3.22), respectively. Evidently, the exact
curves match precisely with Monte Carlo simulations and the asymptotic curves well
approximate the exact ones in the high SNR regime. We first see that the curves for
different M have the same secrecy capacity slope, which is indicated by (4.25). We also

see that the ergodic secrecy capacity increases with increasing M. This can be explained
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Figure 3.3: Ergodic secrecy capacity versus 7;,; with 75 = 10 dB and M = 4.

by the fact that increasing M brings about additional power gains via MRC. It follows
that £ in (3.28) decreases with increasing M and accordingly the high SNR power

offset L, decreases.

Figure 3.3 depicts the ergodic secrecy capacity versus 7,, for different N in TWDP
fading channels. We set K = 3 dB and A = 1. We see that the ergodic secrecy capacity
decreases with increasing N. This is due to the fact that £ in (3.29) increases with

increasing N and accordingly the high SNR power offset £, increases.

Figure 3.4 depicts the high SNR power offset for different M and N in TWDP fading
channels. We set K =3 dB and A = 1. We first see that for fixed N = 2, increasing M
decreases L., which increases the ergodic secrecy capacity. We also see that for fixed

M = 2, increasing N increases Lo,, which decreases the ergodic secrecy capacity.
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Figure 3.4: Solid line shows the high SNR power offset versus M with 7, = 10
dB and NV = 2. Dash line shows the high SNR power offset versus
N with 5 =10 dB and M = 2.

3.3.4 Special Cases

We next present results for the special cases of Rayleigh fading and Rician fading.
Observing (4.24), we confirm that the high SNR slope, S, is constant unity for Rayleigh
and Rician fading. As such, we provide simplified expressions for LY and £ in the

following two remarks.

Remark 1: For Rayleigh fading, £ in (3.28) reduces to

LY = —op (M) logye (3.30)
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and LY in (3.29) reduces to
1 =1
£l =15 > 756 w0 (3.31)
i=0

In (3.30), ¢ (M) can be expressed as 1 (M) = —C + > 20 £ [140, eq. (8.365.4)], where
C' is the Euler’s constant [140, eq. (8.367.1)]. We confirm that ) (M) is an increasing
function of M. As such, an increase in M decreases £ and thus improves the ergodic
secrecy capacity. We also confirm that an increase in N increases £ and thus degrades
the ergodic secrecy capacity. Furthermore, we note that when the eavesdropper is in
absence, we have LY = 0 and Lo, = £Y. In this case, £ in (3.30) reduces to the high
SNR power offset of the SIMO Rayleigh fading channel, equivalent to [141, eq. (15)]

with a single transmit antenna.

Remark 2: For Rician fading, K is the Rician K-factor and 202 = ﬁ In this

case, LM in (3.28) reduces to

1 e—MK 0 (MK)k‘
M _
L, = —logy (1 +K> T T2 2 X (M + k) (3.32)
=0
and £Y in (3.29) reduces to
1 o (NK)k N+k—1 1
N _ 1 _NK L

N
Taking the derivative of £Y with respect to K, we confirm that df—K‘X’ > 0. This indicates
that £Y is an increasing function of K. As such, when the Rician K-factor of the
eavesdropper’s channel increases, the high SNR power offset increases and the ergodic

secrecy capacity decreases.
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3.4 Secrecy Outage Probability in Passive Eavesdropping

Scenario

In this section, we focus on passive eavesdropping where Alice transmits confidential
information at a constant secrecy rate. Perfect secrecy is only guaranteed when the
secrecy rate is lower than the instantaneous secrecy capacity, otherwise, perfect secrecy is
compromised. In such a scenario, secrecy outage probability is a useful security metric to
characterize the probability that perfect secrecy is compromised [35]. Motivated by this,
we derive new exact and asymptotic closed-form expressions for secrecy outage probabil-
ity. Based on the asymptotic expression, we examine two key performance parameters
governing secrecy outage probability in the high SNR regime, namely secrecy diversity
order and secrecy array gain. We further derive the probability of non-zero secrecy capac-
ity. This essentially represents the probability of existence of positive secrecy. These new

closed-form results encompass Rayleigh fading and Rician fading as special cases.

3.4.1 Exact Secrecy Outage Probability

We first concentrate on the secrecy outage probability. Given the expected secrecy rate
Rg, secrecy outage is declared when the instantaneous secrecy capacity Cg drops below

Rg. As such, the secrecy outage probability is given by

Pyt (Rs) = Pr(Cs < Rg)

N /Ooo Fix (72) By (27 (1492) — 1) dye. (3.34)
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1=1 k=0 =0
In o k1 Mi‘ll i . R i—j
2 () mno 2 () ()
p— ] 2
l1=1k1=0 (N+k1 D! =0 M 2
2RSJ*N+k1+J i ] NN +Ek+j-1)!
X Roe N+ki+j (3.36)
(285N +7m)

Substituting (3.5) and (3.6) into (3.34), we re-express the secrecy outage probability as

LB N
_ YL M,l 7
Pout(Rs)—l—MZZ<ggz) k!
1=1 k=0
- YN
M+k—1 k — gzt
<X Ay () e
| 2 2 | —1)!
= i 20 = 20 EiV(N + ki —1)!
Ntki—1  2BS(14)— R i
T Y Gl EES) D
: 20-2’)/]\/' 20’2’7M

Applying the binomial expansion [140, eq. (1.111)] and [140, eq. (3.351.3)] to solve the
integral in (3.35), we derive the exact secrecy outage probability as (3.36). This exact
expression is derived in closed-form. It consists of finite summations of exponential

functions and power functions.

3.4.2 Asymptotic Secrecy Outage Probability

We now derive the asymptotic secrecy outage probability as 7,;; — co. This expression
allows us to examine the secrecy performance in the high SNR regime via two parameters,
namely the secrecy diversity order and the secrecy array gain. Substituting (3.14) into
(3.34) and performing algebraic manipulations, the asymptotic secrecy outage probability

is derived as

P35 (Rs) = (Gaag) ™% 40 (Ta). (3.37)
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where the secrecy diversity order is given by

Gqg=M (3.38)
and the secrecy array gain is given by
LM ﬁWM . Iy N I
— o2 - o2
Ga= 2M+NM'ZUMW ’ z luNh :
1=

M
YN, Ro— \?
XZ<201> k'N—i—k ';%( )2571\1)

1
2RS_1 M—1 M
><<) (N k—1+0)

M
202

(3.39)

It is evident from (3.38) that the secrecy diversity order is solely dependent on M and
is independent of N. Hence, the secrecy diversity order increases with the number of
antennas at Bob. It is also evident from (3.39) that the eavesdropper’s channel exerts a
negative effect on the secrecy array gain. As such, increasing the number of antennas at

Eve decreases the secrecy array gain and thus degrades the secrecy outage probability.

3.4.3 Probability of Non-Zero Secrecy Capacity

According to (3.1), the non-zero secrecy capacity is achieved when ~y; > . As such,

the probability of non-zero secrecy capacity is given by

Pr(Cs > 0) = Pr (var > vw)

-/ " fo () Fyy (1) ds. (3.40)
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Substituting (3.4) and (3.7) into (3.40) yields

0
o & (52)
_ 2
Pr(Cs>0)=1- 2M+N uNle 2 A
k=0
N+k—1 L ( Wll)
—1 Ly .,Mll 252
X U
ZZ% lzl M€ Z k11202 (M + ki — 1)li!
—0 =

0o M+kyi—1 i
X/ ( ghYi ) ( M >€§%(wifﬂ§v)dw, (3.41)
0

202 207y

Employing [140, eq. (3.351.3)] to solve the integral in (3.41), we derive the probability

of non-zero secrecy capacity as

Ly oo N»l L oo N+k—1
Pr(Cs>0)=1 2M+NZN:Z< Wl) ume = iZ Z <M+k1_1+l>

=1 k=0 l1 ].k‘l 0 =0
P11
k1 1 i—
X Uiy warne” 2" Fy At (3.42)
(T +7N)

For the special case of Rayleigh fading where no specular waves exist in the main channel
and eavesdropper’s channel, (3.42) reduces to [36, eq. (3)]. This highlights the validity

and generality of our result.

3.4.4 Numerical Examples

Figure 3.5 depicts the secrecy outage probability versus 7,, for different M in TWDP
fading channels. We set Rg = 1 bit/s/Hz and K = 3 dB. The exact and asymptotic
secrecy outage probability results are obtained from (3.36) and (3.37), respectively. Pre-
cise agreement can be seen between the exact curves and the Monte Carlo simulations.
We also see that the asymptotic curves accurately predict the secrecy diversity order
and the secrecy array gain. We observe that the secrecy outage probability decreases
dramatically with increasing M. This can be explained by the fact that M increases the

secrecy diversity order.



Chapter 3. Physical Layer Security Enhancement in Two- Wave with Diffuse Power
Fading Channels 46

Bur (Ry)

10
—6 . .
10 Simulation )
1077 b — Exact |
........... Asymptotlc
10° | | l l

s 10 15 20 25 30 35
Y (dB)

Figure 3.5: Secrecy outage probability versus 7, with 75 = 10 dB, N = 2,
and A = 1.

Figure 3.6 depicts the secrecy outage probability versus 7,, for different N in TWDP
fading channels. We set Rg = 1 bit/s/Hz and K = 3 dB. We see that the secrecy outage
probability curves are parallel in the high SNR regime. This is due to the fact that the
secrecy diversity order is independent of N as indicated by (3.38). We also see that
the secrecy outage probability increases with V. This is explained by the fact that the

secrecy array gain decreases with increasing N as indicated by (3.39).

3.4.5 Special Cases

We next examine results for the special cases of Rayleigh fading and Rician fading. Based
on (3.38), we confirm that the secrecy diversity order is maintained at M for Rayleigh and
Rician fading. We then offer the following two remarks to present simplified expressions

for the exact secrecy outage probability and the secrecy array gain.
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Figure 3.6: Secrecy outage probability
and A = 1.

Remark 1: For Rayleigh fading, the

versus 7y, with vy = 10 dB, M = 4,

exact secrecy outage probability in (3.36)

reduces to
B =Y -5 2PN (N 45— 1)
(N —1) i=0 j=0 (285N +Far)
The secrecy array gain in (3.35) reduces to
o 1
o [§~ (A 2 (2Bs — )M I (N +0)] "
@ z_% i MIT (N) (3.44)

Combining the first two terms of [36, eq.

(6)], we find that the exact secrecy outage

probability in [36] can be simplified as (3.43). From (3.44), we see that the secrecy array

gain decreases with increasing /N and 7.

Remark 2: For Rician fading, the exact secrecy outage probability in (3.36) reduces
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QRS 1_NE oo MK k —MK M+k—-1
Pout (Rs) =l—e " Z Z
k=0 =0

> (NK)M ' 2fs _ 1
szz'!kl N+k1—1'Z 207
o

zRSwN”““ Ty (N + k1 + 5 — 1)

3.45
(2R + )" (247
The secrecy array gain in (3.35) reduces to
—(M+N)K © (N
e
= 2Rsz
6= | i ()
1
x (2% —1) (K +1)) *‘F(N+k+z')ﬁv} o (3.46)

Taking the derivative of G, with respect to K, we confirm that ‘fgg > 0, which indicates

that GG, is an increasing function of the Rician K-factor. Thus, we confirm that the

secrecy array gain increases with K.

3.4.6 Performance Gap

In this subsection, we evaluate the performance loss when the number of antennas at
Eve increases from N to N+ 1. As indicated by (3.38) and (3.39), increasing the number
of antennas at Eve only impacts the secrecy array gain. As such, we derive the SNR gap

between N and N + 1 antennas as a simple ratio of their respective secrecy array gains.

Motivated by this, we define the SNR gap between N and N + 1 antennas as

B Gy (N +1)
= 10log; <G’a(N)> . (3.47)

Go (N +1)
Ga (N)

dB

For TWDP fading channels, the SNR gap between N and N + 1 antennas is calculated
using (3.39) together with (3.47). For the special cases of Rayleigh fading and Rician

fading, we proceed to provide some useful insights in the following remarks.
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Remark 3: For Rayleigh fading, based on (3.44) and (3.47), the SNR gap between

N and N + 1 antennas is characterized as

Go (N +1) 10
2 = —log (1 +w), 3.48

where w is given by

_ XM (Bhi(2fs — 1) RS (N 4 4) 7y
CNYM (M) (2Rs — 1)MTIRSIT (N +4) iy

(3.49)
From (3.48), increasing N to N + 1 antennas results in an SNR loss of $7log;, (1 + @)
dB.

Remark 4: For Rician fading, based on (3.46) and (3.47), the SNR gap between N

and N -+ 1 antennas is characterized as

10
= log ge — Mloglo (1 + 2) , (3.50)

oo k—1 ; M
E\ NIKF M M—i M—i o R ;
= _ olts _ 1 K4+1 toRsi (pr A
w1 E ()k'(N—i—k)'ZEO(i)( ) (K+1) (N+Ek+1i)7y

+Zkl() < )i(st—nM (K + )M 2R (N 4k — 14 0)l7y (351)
’ T =0
and

00 M
= (v R M—i M—ioRgi Ny
w2_kZOkIN+k_1IZ (2% —1)7 (K +1)7 2% (N +k —1+10)!Fy.

K2

(3.52)

From (3.50), increasing N to N+1 antennas results in an SNR loss of 12log; (1 + ﬂ) -

w2

%logloe dB. For the special case of non-line-of-sight with K = 0, (3.50) reduces to
(3.48).
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Figure 3.7: SNR gap versus N with 7 = 10 dB and M = 4 in three different
fading scenarios.

Figure 3.7 depicts the SNR gap between N and N + 1 antennas for three different
fading scenarios: 1) TWDP fading with K = 3 dB and A = 1, 2) Rician fading with
K =3 dB and A = 0, and 3) Rayleigh fading. We set Rg = 1 bit/s/Hz. We see that
the SNR gap diminishes with increasing N. We also see that the SNR gap for all three

fading scenarios approach each other for large N.

3.5 Conclusions

Physical layer security of MRC systems in TWDP fading channels was analyzed. Two
practical scenarios were taken into account, depending on whether or not the CSI of
the eavesdropper is known at the transmitter. For the first scenario where Eve’s CSI is
not known, new expressions for the exact and asymptotic average secrecy capacity were

derived. Based on these, it has been demonstrated that the high SNR slope is one. The
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joint impacts of the main channel and the eavesdropper’s channel on the average secrecy
capacity via the high SNR power offset were characterized. For the second scenario
where Eve’s CSI is known, new expressions for the exact and asymptotic secrecy outage
probability were derived. Based on these, it is shown that the secrecy diversity order
is solely dependent on the number of receive antennas at the legitimate receiver and
independent of the number of antennas at the eavesdropper. We further examined the
performance loss by presenting the SNR gap between N and N + 1 antennas. Based on
the SNR gap, the loss of secrecy array gain with increasing number of antennas at the

eavesdropper is accurately quantified.



Chapter 4

Secure Transmission with
Antenna Selection in MIMO

Nakagami-m Fading Channels

4.1 Introduction

In this chapter, transmit antenna selection (TAS) with GSC (TAS/GSC) for secure
transmissions in MIMO wiretap channels is proposed. The proposed protocol combines
the advantages of TAS and GSC in multiple antenna transmissions. Two eavesdropping
scenarios are addressed: 1) Passive eavesdropping and 2) active eavesdropping. For
passive eavesdropping, the secrecy outage probability is characterized as the fundamental
security metric. For active eavesdropping, the average secrecy rate is characterized as the
fundamental security metric. New asymptotic expressions for the average secrecy rate
and secrecy outage probability in the high SNR regime are derived for two important
cases: 1) The legitimate receiver is located close to the transmitter, and 2) the legitimate

receiver and the eavesdropper are located close to the transmitter.

52
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Notation: In this chapter, ()T denotes the transpose operator, I, denotes the M x M
identity matrix, Opsxn denotes the M x N zero matrix, E [-] denotes the expectation
operator, F,(-) denotes the CDF of random variable (RV) ¢, f,(:) denotes the PDF
of ¢, sgn(-) denotes the signum function, o(-) denotes the higher order terms, and

[z]T = max{z,0}.

4.2 System Model

A MIMO wiretap channel model which consists of a transmitter (Alice) with N4 anten-
nas, a legitimate receiver (Bob) with Np antennas, and an eavesdropper (Eve) with
Npg antennas is considered. The main channel (Alice-Bob) and the eavesdropper’s
channel (Alice-Eve) are assumed to undergo quasi-static Nakagami-m fading with fad-
ing parameters mp and mg, respectively. In the main channel, Alice selects a single
transmit antenna among N4 antennas that maximizes the GSC output SNR at Bob,
while Bob combines the Lp (1 < Lp < Np) strongest receive antennas. In the eaves-
dropper’s channel, Eve combines the Lr (1 < Ly < Ng) strongest receive antennas.
The channel power gain from the pth transmit antenna to the [pth receive antenna
at Bob is denoted as [l i[> with E [[h,,*] = @1, p = 1, .Na, lp=1,-+,Np.
The channel power gain from the pth transmit antenna to the [pth receive antenna at

Eve is denoted as ]gp,lE|2 with E [|9p,lE|2} = Oy, lg=1,--- ,Ng. Based on GSC, we

arrange {‘hp,(lB) 2,1 <lg < NB} in descending order as ‘hp’(l)‘Q > {%,(2)‘2 > >

2 2 . . 2 2
[y v | and { |, 0,)]*1 < s < Nig} in descending order as |g, (1)|* > g,." =
R ‘ 9p,(Np) ‘2. The index of the optimal transmit antenna is determined as
Lp
* 2
p* = arg max Z P am|” ¢ - (4.1)
1<p<Ngu Ig=1

Secure transmission is achieved by encoding the confidential message block W into

a codeword x = [z (1),--- ,x(l), -,z (L)], where L is the length of x. The codeword
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is subject to an average power constraint %Zle E [|x (l)|2} < P. In the main channel,
at time slot [, the received signal vector is given by yp (I) = hz (I) + np (1), where h =
(hp 15 hp= 2, -+ e N | T e ¢Nsx1 i the main channel vector between transmit antenna
p* at Alice and the Np receive antennas at Bob, and np (1) ~ CN n, 1 (ONBxl, 5%INB)
is the additive white Gaussian noise (AWGN) vector at Bob. We denote 75 = Qlé as
the average SNR per antenna at Bob. Combining the subset of receive antennas with

the largest SNRs at Bob results in the instantaneous SNR in the main channel as

Lp
B = Z 753)7 (42)
Ig=1
where 753) = ’hp*ﬂ B)‘2§. In the eavesdropper’s channel, at time slot [, the received
B
signal vector is given by yg (1) = gz (I) + ng (1), where g = [gp* 1, gp*,2, - - - ,gp*7NE]T €

CNeX1 i the eavesdropper’s channel vector between transmit antenna p* at Alice and

the N receive antennas at Eve, and ng (I) ~ CN y,x1 (ONExl,c%INE) is the additive

white Gaussian noise (AWGN) vector at Eve. We denote 75 = QQ(SL; as the average SNR
E

per antenna at Eve. Combining the subset of receive antennas with the largest SNRs at

Eve results in the instantaneous SNR in the eavesdropper’s channel as

Lg
VE = Z Vig)s (4.3)

lp=1

2p
where Y() = |gp+ )| 57

4.3 New Statistical Properties

In this section, we derive new closed-form expressions for the probability density function
(PDF) and the cumulative distribution function (CDF) of 4 in the main channel, and
the PDF and the CDF of vg in the eavesdropper’s channel, which lay the foundation for

extracting several key secrecy performance indicators, namely the high SNR slope, the
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high SNR, power offset, the secrecy diversity order, and the secrecy array gain. These
statistics are general in nature and as such are useful for determining the performance

of other wireless systems with GSC.

4.3.1 CDF and PDF of the SNR in the Main Channel

Theorem 1: The expressions for the CDF and the PDF of «p are derived as

F,, () :(WBLZ)' (JLV]’j))NANA!iﬁpxepenp17 (4.4)
frp (2) = ((mBLﬁw (]ZB?) > - NAlihpxerle*W 6, — npx), (4.5)

—~ 5]
where 32 2 3733 3, Sp = {(nT,la"' ,n7,|5|)|k21n7,k = NA}, |S| is the car-

Sp Sé Sg Sllés‘
dinality of set S, and S denotes a set of (2mp + 1)-tuples satisfying the condition

mp—1 mp
_ (] (] F F o P
§= (nk,O N mp—1 M0 ’nk,mB)‘ E , N = Lp— 172”1@,]’ =Np—Lp,
i=0 Jj=0
mBLB—I-bE
_ (mp+Lp—2\ (mp+Np—Lp k _ _
thereby |S| = ("2 Le 2 (metNe L) Sk — { (n, .- ,n%mBLBMf)‘ X fpun =
n=
nTvk}, k=1,---,|S], and hy, 6,, and 7, are respectively given by
mBLB-‘rbkF "
Pl
S| D)1 7k I &
Bo— H a® F(nl— ) n=0
S PR (Lp)™ mpLp+bf 7
II 7ot
n=0
|S| mpLp+by |S] mpLp+by
b= D Ml H=D D Valpen,
k=1 n=0 k=1 n=0

where nq = bg + bf +mp, ag, af, U, bf, b%, tin, and v, are defined in Appendix A.1.

Proof. The proof is given in Appendix A.1. O
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Theorem 2: In the high SNR regime with vy — o0, the asymptotic CDF of vp is

given by
mn\MBNBNA NoN
7D W
Np-L Na
( mB—l m ') B B(mBNB)!>
Na
bk: +mB(NB—LB)+mB—1) (46)
B)b.+mB(NB Lp)+mp ’ )
mp—1
where Sg = { (nfo, e ,ngmel) > n%i =Lpg— 1}.
b b 7/:0 b}
Proof. The proof is given in Appendix A.2. O

4.3.2 CDF and PDF of the SNR in the Eavesdropper’s Channel

Alice selects the strongest transmit antenna according to the channel power gains of
the main channel, which corresponds to selecting a random transmit antenna for Eve.
Hence, similar to (A.1.9) given in Appendix A, the expressions for the CDF and the

PDF of vg are respectively derived as

mELE+b

P F _ |
_ Lg o pOp 00 +mpg—1)!
F’YE (x) - (mE — 1 ( ) E , E ay Ay (LE)bE+b£+mE lpatre ) (4.7)
by +bf +mp —1)!
_Ls Z Z kY B w1 —vna
f'VE (l.) - (mE o 1 < ) a’%a’g ( (LE)b;f+b£+mE gnxu 16 (Mn - l/nx)u

where S denotes a set of (2mg + 1)-tuples satisfying the condition

mp—1

_ o o F F o
Sg = (nkz,O'” ' e mp—1>Tk,00 " 7nkmE)| E N = -1, E nk:j —Lg
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All the parameters in (4.7) and (4.8) are identical to those in Theorem 1 and are calcu-

lated accordingly.

4.4 Average Secrecy Rate

In this section, we focus on the active eavesdropping scenario', where the CSI of the
eavesdropper’s channel is also known at Alice. Following the wiretap channel in [28, 35],
Alice encodes a message block W* into a codeword X", and Eve receives Y,! from the
output of its channel. The equivocation rate of Eve is R, = H (Wk‘ Yu’}) /m, which is the
amount of ignorance that the eavesdropper has about a message W* [28]. In the active
eavesdropping scenario, Alice can adapt the achievable secrecy rate R such that R <
R, [28, 35]. Here, We focus on the maximum achievable secrecy rate Cs = R, [28, 35],
which is characterized as [28, 35, 145, 146]

Cs=[Cp—Cg]*, (4.9)

where C'p = logy (1 +vp) is the capacity of the main channel and Cp = log, (1 4+ vg)
is the capacity of the eavesdropper’s channel. Since the CSI of eavesdropper’s channel
is available to Alice, Alice can transmit confidential messages at a rate C, to guarantee

perfect secrecy.

In active eavesdropping scenario, the average secrecy rate is essentially a fundamental
secrecy performance metric. We derive new exact and asymptotic expressions for the
average secrecy rate. Based on the asymptotic expressions, we characterize the average
secrecy rate in terms of the high SNR slope and the high SNR power offset, to explicitly
capture the impact of arbitrary antennas and channel parameters on the average secrecy

rate at high SNR [141].

n this scenario, the eavesdropper is active [35]. Such a scenario is particularly applicable in networks
combining multicast and unicast transmissions, where the users play dual roles as legitimate receivers
for some signals and eavesdroppers for others [44].
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4.4.1 Exact Average Secrecy Rate

The average secrecy rate is the average of the secrecy rate Cs over v and vg. As such,

the exact average secrecy rate is given by

Cs = /OOO /OOO Csfyp (21) fyp (w2)dardmy
= /0 [/0 Csfryp (x2) dxa| frp (1) day. (4.10)

~~
w1

We first calculate w; in (4.10) as

Wy = /JC1 (logy (1 4 1) — logy (1 + x2)) fr,, (x2) das. (4.11)
0

Using integration by parts, and applying some algebra, we derive (4.11) as

1 R |
w1 = logy (1+1) Fypy (21) — (10g2(1+$1)FwE (w1) — /0 —F, (962)65952)

In2 1424
z1
_ é 0 mdm (4.12)
Substituting (4.12) into (4.10), and changing the order of integration, we obtain
_ 1 [~
€= n2 J 1 +l‘2 [/ Frm (1 dxl] 2
L [P B @) g g 00 day. (4.13)

:EO 1"‘:1;2

Using the new statistical properties in Section III, we calculate (4.13) as

mELE+b

A Lg o ¢ (OF +0f +mp —1)!
Cs = In2 (mE — 1 < > Z Z @k Tk (LE)bf—O—bkF-O—mE b

L N Na ~—
- ((mgﬁl)! <L§>> NA!th (o + O (pyy + 6, + 1, 1y, + 6, + 130, + 1)

e\ (Mn + 1, pn + 1 Vn)

(4.14)
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where W (-, -;-) is the confluent hypergeometric function [140, eq. (9.211.4)]. Our new
expression for the exact average secrecy rate in (4.14) applies to arbitrary numbers of

antennas, arbitrary fading parameters, and arbitrary average SNRs.

4.4.2 Asymptotic Average Secrecy Rate

In order to explicitly examine the performance in the high SNR regime, we proceed to
derive the asymptotic average secrecy rate. We take into account two realistic scenarios:
1) Bob is located close to Alice, which can be mathematically described as 75 — oo for
arbitrary 7z, and 2) Bob and Eve are located close to Alice, which can be mathematically

described as g — oo and g — 0.

To facilitate the analysis, we rewrite the CDF of v as

Fyp () = 14 Xy () (4.15)
where
mELE+b
_ E F (b + b +mp — 1)' Un ,—VnZ
Xop () = (mE_1< ) Z Z ay, E)bg+bg+mE bnafre .

4.4.2.1 5 — 0o

In this case, we introduce a new general form to derive the average secrecy rate in the

following theorem.

Theorem 3: The asymptotic average secrecy rate is given by

C® = Ay + Ao, (4.16)
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where
1 oo
Al = — In (1‘1) f’YB (ml)dml (4.17)
In2 0
and
L% Xy (22)
Ay = — 2VE 72 das. 4.1
27 In2 /0 Tty 2 (4.18)
Proof. The proof is given in Appendix A.3. O

Based on Theorem 3, we calculate the asymptotic average secrecy rate using the new
statistical properties in Section III. Specifically, by substituting (4.5) into (4.17), and
employing [140, eq. (4.352.1)], Ay is derived as

_ 1 Lp N\ \ V4 =.

. -0,
where h, = I, (mB> and

B

0, ap - 07 ﬁp = 07
1= In(7,) + C, 8, =0,7, >0, (4.20)
_<(9§p—);3’, 0, > 0,7, > 0,

~1
In (4.20), C is the Euler’s constant [140, eq. (8.367.1)] and 7, = (%) np- It is worth

noting that ﬁp and 7], are independent of y5. We should also note that A; in (4.19)

explicitly quantifies the impact of the main channel on the average secrecy rate.
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Substituting x,, given in (4.15) into (4.18), we obtain Aj

L mELEer
A :— ® F
ChmeTi) D Y o
bq)—i-bF—i-mE—l
( ) Lo (i + 1, pon + 1,1, (4.21)

(LE)bCI +bF+mp

which explicitly quantifies the impact of the eavesdropper’s channel on the average

secrecy rate.

Based on (4.16), (4.19), and (4.21), we derive the asymptotic average secrecy rate as

~oo ~ ! iz i b
C5° =logy (7p) — logy (mp) + 1 <(mB—1)' <LB>>

mELEer

x NA!iﬁpcl - mz(mLE—1< > Z Z

&, 1F B
Xag(bk +bk +mg 1).

(L) e Ui (pin + 1, py + 1, 07). (4.22)
E

Based on (4.22), we derive two key performance indicators that determine the average
secrecy rate at high SNR, namely the high SNR slope and the high SNR power offset [141,
147]. The asymptotic average secrecy rate in (4.22) can be conveniently re-expressed

s [141]
C2° = Seo (logy (7B) — Loo) (4.23)

where Sy is the high SNR slope in bits/s/Hz/(3 dB) and Lo is the high SNR power
offset in 3 dB units. We note that the high SNR slope is also known as the maximum
multiplexing gain or the number of degrees of freedom [148]. The high SNR power
offset is a more intricate function which depends on the number of transmit and receive

antennas, as well as the channel characteristics [141, 147].
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The high SNR slope S is given by

Seo = lim 07% (4.24)
a0 log, (VB)
Substituting (4.22) into (4.24), we obtain
Soe = 1. (4.25)

From (4.25), we see that the eavesdropper’s channel and the number of Bob’s receive

antennas have no impact on the high SNR slope S,.

The high SNR power offset L., is given by

Loo = lim <log2 (75) — 050) . (4.26)

YB—00 SOO

Substituting (4.22) and (4.25) into (4.26), we derive Lo, as?
Loo = LB (mp, Np, L, Na) + LE (mg, Ng, Le, 75), (4.27)
where

B 1 Ly N\ \ V4 =-
Ly (mp, N, Lp, Na) =logy (mp) — 2\ (ms — 1)\ Lp NA!thQ (4.28)

and

In (4.28), LB quantifies the contribution of the main channel to the high SNR power
offset. In (4.29), £E quantifies the contribution of the eavesdropper’s channel to the

high SNR. power offset. We next examine special cases of £LZ and £Z in which these

2Here, we explicitly reveal the dependence of the high SNR power offset on mp, Na, Ng, Lz, mz,
Ng, Lg, 4E.
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expressions reduce to more simple forms.

Corollary 1: For the special case of Rayleigh fading, where mp = mp = 1, £Z in

(4.28) reduces to

EB (1 Ng,Lp NA) = _L Lp Np NANA!/Z\:/ﬁ (1 (430)
oo T In2 Lp r

and L in (4.29) reduces to

Lg
1 /N,
CE (1 Ne L ie) = = g () S af ol (a4 L+ L), (431
Sgnzl

1
where Sg = { (nﬁo,nﬁl)‘ > nﬁj = Ng —LE}.
=0

Corollary 2: For the special case of Rayleigh fading with TAS/MRC, where mp =

mp =1, Lp = Np, and Lg = Ng, LB in (4.28) reduces to

—1 Tpy.m
B 1 nl;ll ((n—l)')
£3 (1, Np, Np, Na) = ——=Nal ) "= B, (4.32)
Sk 11 Np1,n
n=0

ln(NA) + C, 9p = 0,

B = 6,1 (4.33)
—1)!
_ (J\/;A)GP’ 0, >0
From (4.29), £LZ reduces to
5 1 Ng 1 n—1 1

1,Ng,Ng,Ag) = — — v — . 4.34
Ly (1, Ng,Ng,VE) 1n2n521 (7E> <n,n, ’YE) (4.34)

It is clear from (4.34) that LZ is an increasing function of Ng. As such, when the

number of antennas at Eve increases, the high SNR power offset also increases, which in
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turn decreases the average secrecy rate.

Corollary 3: For the special case of Rayleigh fading with TAS/SC, where mp =
mgp=1,Lg=1,and Lg = 1, LZ in (4.28) reduces to

1

£5 (1, Np LN = — (N5)YANA'S Fpsen(i,) (n(ii,) + C). (4.35)

By applying [140, eq. (3.352.4)], £Z in (4.29) reduces to

- ! sgn(nf’
LL (1, Np,1,58) = Ne > M(_l)nﬁl (g(’“)

In2 L nf 41
SE H ngj' k,1
7=0
(£0) o (nfa+1)
+1 —sgn(nf ) || —e & Ei(— , (4.36)
b ,.YE
1
where SE = (nf’o,nﬁlﬂ z%)nﬁj = Ng —1, and Ei(-) is the exponential integral
j:

function defined in [140, eq. (8.211.1)].

4.4.2.2 A — oo and g — 00

In this case, the average secrecy rate can be easily obtained based on Theorem 3. We
only need to further provide the asymptotic Ay with 75 — oo. Observing A; in (4.19),

the asymptotic Ay is derived according to
Ay = — (logy (Yp) — logy (mp)) — E, (4.37)

where
mrpLg +b£

1 Lg Ng (bf—l—bf—i—mE—l)L
= Y] E E afa{ S pF ln
In2 (mE 1). Lg S — (LE)bk +b, +mE
E

((1 — g0 (jin)) (C + In (7)) — 50 (10n) ““”’) (438)

(ﬂn)ﬂn

[1]
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Figure 4.1: The ergodic secrecy capacity for mp =mpg =2, Nga =2, Ng = 4,

(V)]
—_
a—

. -1
In (4.38), 7, = en(@) " and 7y = vy (@) . We should note that in (4.38), = is
YE TE

independent of 4.

Substituting (4.19) and (4.37) into (4.16), we derive the asymptotic average secrecy

rate as

2 —logy (22) —tog, ("B + L (_tr (VB My 'iﬁg—: (4.39)
s 62 ’7E 82 mpg ln2 (mB—l)! LB A P51 = ’

From (4.39), we see that for a fixed ratio of 4p and 7g, the average secrecy rate is
a constant value at high SNR. According to (4.24), the high SNR slope Sy is zero.
This new result shows that when the eavesdropper is located close to the transmitter,

increasing the transmit power does not have an impact on the average secrecy rate.
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Figure 4.2: The ergodic secrecy capacity for mp =mpg =2, Nga =2, Ng = 4,
Ng =4, Lp =2, =10 dB.
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4.4.3 Numerical Results

Figure 4.1 depicts the ergodic secrecy capacity versus 7p for different L. The exact and
asymptotic ergodic secrecy capacity results are obtained from (4.14) and (4.22), respec-
tively. It is shown that the exact curves match precisely with Monte Carlo simulations
and the asymptotic curves well approximate the exact ones in the high SNR regime. The
ergodic secrecy capacity increases when more antennas are selected by Bob. However,

the improvement diminishes with increasing L.

Figure 4.2 depicts the ergodic secrecy capacity versus 4p for different Lg. The ergodic
secrecy capacity decreases when more antennas are selected by Eve. The loss of ergodic

secrecy capacity from selecting one more antenna lessens with increasing L.

Figure 4.3 depicts the high SNR power offset for different scenarios. We can see that

the power offset increases with increasing Np and Lg, which decreases the ergodic screcy
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Figure 4.3: The high SNR power offset in decibels, obtaining by either (a)
mB:mEZQ,NAZQ,NB:4,NE:N,LB:2,LE:4,
g = 10 dB, (b)mB:mEZQ,NA:2,N324,NE:N,
Lp=Lg =2,y =10 dB, (c)mB:mE:2,NA:4,NB:N,
Ng =3, Lg=Lg =2, =10 dB, (d)mB:mE:2,NA:4,
Np=N,Ng=3,Lp=4, L =2, 7 = 10 dB.

capacity. The power offset decreases with increasing Np and Lpg, which increases the

ergodic secrecy capacity.

Figure 4.4 depicts the ergodic secrecy capacity versus 4p for different Lg. Here we
consider the scenario where both Bob and Eve are close to Alice. We set u = % e 10
dB3. The exact and asymptotic ergodic secrecy capacity are obtained from (4.14) and
(4.39), respectively. The ergodic secrecy capacity increases with increasing Lp. In the

high SNR regime, the ergodic secrecy capacity becomes a constant value, which has been

predicted from (4.39).

Figure 4.5 depicts the ergodic secrecy capacity versus 4p for different Lp. We set

*Notation: z|,; = 10log, ().
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Figure 4.4: The ergodic secrecy capacity for mp =mpg =2, Nga =2, Ng = 4,
Ng =3, Lg =2.
u = 10 dB. The ergodic secrecy capacity decreases with increasing Lg. As expected, the

ergodic secrecy capacity is constant in the high SNR, regime.

4.5 Secrecy Outage Probability

In this section, we concentrate on passive eavesdropping scenario, where the CSI of the
eavesdropper’s channel is not known at Alice. In such a scenario, Alice has no choice
but to encode the confidential data into codewords of a constant rate Ry [35], if Ry < Cs
(Cs has been defined in (4.9)), perfect secrecy can be achieved. Otherwise, if Ry > Cj,
information-theoretic security is compromised. In other words, unlike the active eaves-
dropping scenario, perfect secrecy cannot be guaranteed in the passive eavesdropping
scenario, since Alice has no information about the eavesdropper’s channel. Motivated by

this, we adopt the secrecy outage probability as a useful performance measure. We derive
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Figure 4.5: The ergodic secrecy capacity for mp = mp =2, Ny =2, Ng =4,
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new closed-form expressions for the exact and the asymptotic secrecy outage probability.

Based on the asymptotic expressions, we present two key performance indicators, namely

the secrecy diversity order and the secrecy array gain.

4.5.1 Exact Secrecy Outage Probability

A secrecy outage is declared when the secrecy rate Cj is less than the expected secrecy

rate Rs. As such, the secrecy outage probability is derived as

Pyt (Rs) =Pr(Cs < Ry) = /000 frg (22) Fypy (2R5 (I42x2) — l)dxg.

(4.40)
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Substituting (4.4) and (4.8) into (4.40), and applying the binomial expansion [140, eq.
(1.111)] and [140, eq. (3.351.3)], we obtain

mELE-‘rbkF

__Le (Ne o F
E n=

N
B4 mp - 1) Lz (Np AN'
(Lg)tktte+me 7\ (mp = D!\ Lg .

Op

X th Z <0qp> 2qu(2Rs _ 1)9,)—(]677];7(21%371)
q=0

pnl (g +pn) e (@ + pn)!
(77p2Rs + Vn)q-wn (77/)2R5 4 Vn)q+un+1

(4.41)

Our new expression for the exact secrecy outage probability in (4.41) applies to arbitrary
numbers of antennas at Bob and Eve, arbitrary fading parameters, and arbitrary average
SNRs in the main and eavesdropper’s channels. As shown in [33], the probability of

positive secrecy can be evaluated as 1 — P, (0).

4.5.2 Asymptotic Secrecy Outage Probability

In this subsection, we turn our attention to the asymptotic secrecy outage probability.

We consider the following two scenarios.

4.5.2.1 5 — 0o

In this case, Bob is located close to Alice. We substitute (4.6) and (4.8) into (4.40), and

derive the asymptotic secrecy outage probability as

P (Ry) = (Gap) % + 0 (’7§Gd) , (4.42)
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where the secrecy diversity order is

Gd = mBNBNA (4.43)
and the secrecy array gain is
Na
Lg (LB (%E—:)) (mB)mBNBNA
Ca = (mg —1)! Np—L Na
' (r (mp)(mph)Ne—Ls (mBNB)!)
Na
Z b©+mB(NB—LB)+mB—1)
ST k+MB(NB Lp)+mp
L
. szi <b%+bf5+mr1>’z Y (e
e (Lp)V 0k +me " pord q
_mBNlBNA

oRsq (21—?,5 - 1)mBNBNA*q

X (T'(q + pn) ptn — (g + pin)!) (4.44)

(Vn)q+/tn
Based on (4.43) and (4.44), we find that the secrecy diversity order is entirely determined

by the antenna configuration and the fading parameters in the main channel. The impact

of the eavesdropper’s channel is only reflected in the secrecy array gain.

In order to characterize the impact of GSC on the secrecy outage probability, we
quantify the secrecy outage tradeoff between Lg+1 and Lg,l=1,--- ,Ng — Lp. From
(4.43), we confirm that Lp + | and Lp have the same secrecy diversity order. As such,
one can conclude that the SNR gap between Lp 4+ [ and Lp is strictly determined by

their respective secrecy array gains and is expressed as

e <bq’l+mB(NB Lp— l)+m371)! 1
k mpiNB
Go(Lp+1) (mg)) (Lp +1) (LBH) sol  (Lp+D)k O i mp(Ng—Lg-1)+mp
G(Z (LB) N LB (I,(bE—FmB(NB—LB)—&—mB—l)'
(LB) qu>ak (LB)bg’ijB(NBfLB)erB
B

(4.45)
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where Sgl satisfies the condition
mp—1
l l l l
Sp = { (”307'“ an%,mB—l)‘ Z np;=Lp+1- 1} .
i=0

Corollary 4: For the special case of Rayleigh fading, the secrecy diversity order in (4.43)

reduces to NgN4 and the secrecy array gain in (4.44) reduces to

NpNy Lg
Ng (28 —1) »
a — gn
¢ [(m) (LN (Lg)N1(N5—LB) ;;“k
NpNa ’ —ﬁ
« 3 NpNa 28 NUT (g4 pn) pn — (g + pn)t) | VB4 (4.46)
q=0 q 2R —1 (Vn)q+”n ‘ ‘

Based on (4.46), we confirm that %ﬂ;) > 1. This proves that the secrecy array gain

is an increasing function of Lg. It follows that the SNR gap between Lg + [ and Lp in
(4.45) reduces to

G, (LB + l) _
Go(LB)

(4.47)

(Lp)'Lp! ]NB
Np—Lp—I1 :
(Lo + D1+ )

Based on (4.47), we confirm that (Géiff;ﬁr)lv / (Ggliﬁf;r)l)) < 1. This proves that the

SNR gap is a decreasing function of Lp.
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Figure 4.6: The secrecy outage probability for mp = 1, mg = 2, Np = 3,

4.5.2.2 Ap — 00, Yg — 0

In this case, both Bob and Eve are located close to Alice. Based on (4.41), the asymptotic

secrecy outage probability is derived as

- B .
Py (R ) = "yB%olol,n%Eﬁoo Pout (RS)
mELE+b
_ Lg F
o )z S bl
g R eme -1 Ly (NE\\M
" @pytrrme \(mp - DI\ Lp .
> <mBWE>P 20
MEYB (77 9Rs MBYE | [ )Gpﬂm
mE’YB

;7 9Rs MBYE o
mpEYB T Vn

X(Mm%ﬂw %M+M)>. (4.48)
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Figure 4.7: The SNR gap for mp = 2, Ng = 10.

For a fixed ratio of 45 and g, (4.48) confirms that the secrecy outage probability
approaches a constant at high SNR, which implies that the secrecy diversity order is
zero. Once again, this result shows that increasing the transmit power does not have an

impact on the secrecy outage probability.

4.5.3 Numerical Results

In this subsection, we provide some numerical results to confirm the aforementioned

analysis. In the simulation, we assume that the expected secrecy rate Ry = 1 bit/s/Hz.

Figure 4.6 depicts the secrecy outage probability versus 4p for different Lp and N4.
The exact and asymptotic results are obtained from (4.41) and (4.42), respectively. The
exact curves are in precise agreement with the Monte Carlo simulations, and the asymp-

totic curves accurately predict the secrecy diversity order and the secrecy array gain. As
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Figure 4.8: The secrecy outage probability for mp = 1, mg = 2, Np = 3,
Ng =3, Lg =2.
suggested in (4.43), the secrecy diversity order increases with N4, which decreases the
secrecy outage probability. Increasing Lp decreases the secrecy outage probability, due

to the increase of the secrecy array gain.

Figure 4.7 depicts the SNR gap versus Lp for different [, the results are obtained from
(4.45). When Lp is low, the SNR gap is sharp and increases with increasing [ antenna
at Bob. However, increasing L can diminish the gap, which indicates that GSC has an

advantage of balancing the receive performance and implementation complexity.

Figure 4.8 depicts the secrecy outage probability versus 4p for different Lp and NV 4.
We set u = :% o 10 dB. The exact and asymptotic results are obtained from (4.41)
and (4.48). The secrecy outage probability decreases with increasing Lp and N4. As
suggested in (4.48), the secrecy outage probability becomes constant in the high SNR

regime.
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4.6 Conclusions

Transmit antenna selection with generalized selection (TAS/GSC) combining for physical
layer security was examined in MIMO wiretap channels. In doing so, new analytical
expressions of the statistical properties on the SNR with TAS/GSC were derived in
Nakagami-m fading. With the aid of these results, new closed-form expressions for the
exact and the asymptotic average secrecy rate were derived. Using these expressions,
the high SNR slope and the high SNR power offset were precisely characterized. New
closed-form expressions for the exact and the asymptotic secrecy outage probability were
provided, which concisely characterized the secrecy diversity order and the secrecy array
gain. Several key observations were drawn based on the locations of the legitimate
receiver and the eavesdropper relative to the transmitter. It is shown that a capacity
ceiling and an outage floor were created when both the legitimate receiver and the

eavesdropper are close to the transmitter.



Chapter 5

Security in Cognitive Radio

Networks

5.1 Introduction

Security is an important requirement for future 5G systems, and cognitive radio is no
exception. Particularly, security of cognitive radio networks is critical as it is easily
exposed to external threats [8-14]. In [10], security for the main channel was guaranteed
by performing beamforming from a group of relays. In [12], secure communications with
untrusted secondary users in cognitive radio networks was proposed and the achievable
secrecy rate was derived. In [13, 14], game theory was utilized to exploit the security

aspect of cognitive radio networks.

In this chapter, passive eavesdropping is considered, where the channel state infor-
mation (CSI) of the eavesdropper’s channel is not available at the secondary transmitter.
In such a cognitive wiretap channel, the secondary transmitter sends confidential mes-
sages to the secondary receiver in the presence of a eavesdropper. In this network, the
interference power at the PU from the secondary transmitter must not exceed a peak

interference power threshold. The aim is to address fundamental questions surrounding

77
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Figure 5.1: A cognitive wiretap radio network.

the joint impact of two power constraints on the cognitive wiretap channel: 1) the maxi-
mum transmit power at the secondary transmitter, and 2) the peak interference power at
PU. To address these constraints, new closed-form expressions for the exact and asymp-
totic secrecy outage probability are derived. These analytical results reveal important
design insights into the impact of the primary network on the secondary network in

cognitive wiretap radio networks.

5.2 System and Channel Models

Consider a cognitive wiretap radio network, where the secondary transmitter Alice (A)
communicates with the secondary receiver Bob (B) under the malicious attempt of the
eavesdropper Eve (E) as shown in Figure 5.1. We assume a cognitive network with
underlay spectrum sharing which allows concurrent transmissions from PU and A in
the same spectrum band. For this network, A transmits data to B, where B and E
are equipped with multiple antennas ng and ng, respectively, whereas A and PU are

equipped with a single antenna.
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Both the primary channel and the secondary channel are assumed to undergo inde-
pendent identically distributed (i.i.d.) Rayleigh fading, where the channel gains {hy; } .-,
{h2;}7E,, and ho are complex Gaussian random variables (RVs) with zero mean and vari-
ances (11, 9, and (g, respectively. We also assume that the main channel from A to B
and the eavesdropper’s channel from A to E are independent of each other. We consider
antenna selection! at B and E2. Here, B and E select their strongest receive antennas
based on perfect CSI estimation via pilot signals transmitted by A. Based on this, the
instantaneous signal-to-noise ratio (SNR) in the main and the eavesdropper’s channel

are given by

= 2 |hy = ~2 |ha 5.1
= max el e = max ol (5.1)

respectively, where Py is the transmit power at A and Ny is the noise variance.

According to underlay cognitive radio transmission, the transmit power at A must be
managed under a peak interference power threshold to guarantee reliable communication
at PU. With this in mind, A is power-limited such that the maximum transmit power is
P:. As such, the transmit power at A is strictly constrained by the maximum transmit

power P; at A and the peak interference power |, at PU according to

. |
Pa — min (W Pt) | (5.2)

from which the instantaneous SNR at Bob and Eve in (5.1) are reexpressed as

. 7}) — . 7}7 —
— ‘b Y = £ Y, 5.3
™ mln(Xv’Yo> M, E mln<X7’Yo) E (5.3)
respectively, where Tp = l,/No, 79 = P¢/No, X = \h0|27 Yy =  max ‘h1i|27 and
1=1,....,np
Yg = max |hgjl?
Jj=1,...,ng

Tt is well-known that using antenna selection can achieve the full diversity gain with a less number
of RF electronics for each branch compared to maximal ratio combining [68].

2In commercial wireless applications, the eavesdropper may be subject to the same resource con-
straints as the legitimate receiver. Specifically, it may be limited to a single radio frequency (RF) chain
due to size and complexity limitations, as was considered in [149] and [7].
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5.3 Secrecy Outage Probability

We focus on passive eavesdropping, where knowledge of the eavesdropper’s channel is
not known at A. In such a scenario, A has no choice but to encode the confidential data
into codewords of a constant rate Rs [35]. Following the wiretap channel in [28, 35], A
encodes a message block W* into a codeword X™, and the eavesdropper receives Y, from
the output of its channel. The equivocation rate of Eve is R, = H (Wk‘ Y /n. We
assume slow block fading for the main channel and the eavesdropper’s channel, where
the fading coefficients are constant during a codeword transmission. Taking this into

account, we define the secrecy rate as [35]

Cm—Cg ifym > e
C, = , (5.4)
0 if ym <e

where Cy = logs (1 + ym) is the capacity of the main channel and Cg = logy (1 + 7g) is
the capacity of the eavesdropper’s channel. The secrecy rate Cs in (5.4) is the maximum
achievable perfect secrecy rate R such that R. = R [28, 35]. In passive eavesdropping,
if Rs < (s, perfect secrecy is guaranteed. Otherwise, if Rs > Cs, information-theoretic
security is compromised. As such, the secrecy outage probability is the probability that

Cs falls below Rs, which is expressed as

Pout =Pr (Cs < Rs) = Pr(ym < ve) + Pr(vm > 7e) Pr(Cs < Rs|ym > 7E) - (5.5)
A 2

In order to evaluate the term Z, we first rewrite Cs in (5.4) as

1
Cs = logy ( 11?;:2) < R, (5.6)

which is equivalent to

< 2% (14 98) — 1 = €(re). (5.7)
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Then Z can be written as

e o pele)
I=H / / / Fomlix =2y (M) frelix=2y (VE) fx (z) dymdred. (5.8)
0 0 YE

where fx () is the PDF of X, f, (x—s () is the PDF of ya conditioned on X, va €

{7,7e}. By exchanging the variable in the limits of inner integral Z, we obtain

Ty -1,
T = 5.9
=, (5.9
where 7, and Zs are respectively given as
oo oo re(YE)
L= [ [ s (m) Frixs) () fx &) dmdieds— (5.10)
o Jo Jo
and
T=1- A (5.11)
Putting together (5.5), (5.9), (5.10), and (5.11), we get
Pout 2/ /0 Flix=a} (€(E)) Frelfx=2) (VE) fx (z) dredz. (5.12)
0
where F. 11x—z (+) is the CDF of yu conditioned on X.
Tl

For ease of exposition and mathematical tractability, we denote 7; = 7, =

[

TpSlo

and Jo=7 22 = with o0 = ;,l Here, 7, represents the maximum possible average

-
SNR of the channel between A and B, and 7, represents the maximum possible average

SNR of the channel between A and E.
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np TZE—l i(2R571) -o0R. . -1
_oo -1 - 2 1
Py = (1 —e QO) E <nZB> j: <??,E] ) ng (_1)14-]6 E7) <Z + Jj’ >

— iz V2 M 72
ng ng—1 oR, . —1 —L—i(zﬁs_l)
+> <n8> <nE B 1>"E(—1)"+j1 <22 B 1) e —
— ] — J Yo0 Qo \ 7,0 Yoo %+ i(2Rs—1)

0 Y10
(5.13)

5.3.1 Exact Secrecy Outage Probability

In this subsection, we present a novel closed-form expression for the exact secrecy outage
probability, as given in the following theorem.
Theorem 1. The exact secrecy outage probability of the proposed cognitive multi-antenna

wiretap channel is given by (5.13),

Proof. See Appendix B.1. O

It is worth noting that (5.13) involves only finite summations of exponentials, powers,
and exponential integral functions, thus can be calculated in closed-form. This expression
serves as a prerequisite for other secrecy metrics such as the probability of non-zero
secrecy capacity, calculated as Pr(Cs > 0) = Pr(ym > 7e) = 1 — Pout (0). In addition,
considering the special case of a single antenna transmitter and a single antenna receiver,
our secrecy outage probability expression without interference power constraint reduces
to [149, eq. (11)]. Our secrecy outage probability expression without interference power

constraint also reduces to [7, eq. 34] with a single transit antenna in Rayleigh fading.

5.3.2 Asymptotic Secrecy Outage Probability

We derive a new asymptotic expression for the secrecy outage probability at high SNR
operating regions. The main driver is to identify the key players that control network

behavior. The aim is to determine the impact of PU on A in the presence of a multi-
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antenna wiretap channel. In particular, we are interested in the joint impact of the
maximum transmit power P; at A and the peak interference power I, at PU on the
secrecy outage probability. Other key network players of interest are the number of
antennas ng at B and the number of antennas ng at E. With this in mind, we address
the interference power constraint of |, proportional to P; according to I, = oP;, where
o is a positive constant. Based on Appendix A, we first obtain the first order expansion
of I, 1{x} (7) conditioned on X as

(;)nB, X<
n o (5.14)

Py (7) =
wl{x} 7 ng =
X v

(7107> , X> %

Substituting (5.14) and f. |(x=) (7€) and fx (v) into (5.12), and using the binomial

expansion, the asymptotic secrecy outage probability is calculated as

5 ng R ng—1u Rs %
(B () ()
i—o \ ! 24! 71

nEfl .
-1 S o Gty
2 (nEj >HE<—1>J | et = e
0

Y2

3=0
ng R ng—1u R. ing—1
Z n 2 —1 21t Z ng—1
i—0 71 T =0 J
ng | © z oo . _(jtl)’YEx
—(=1) — a "t (ye) e 2o Tdyeda. 5.15
ATy /ox Oelte T dedr o (509)

Y0

Employing [140, eq. (3.351.3)] given by [;*z"e #*dx = %, we can evaluate the

integrals in (5.15) and derive the secrecy outage probability as
P = (Gam) 40 (17%), (5.16)
where the secrecy diversity order is

Gd =N (5.17)
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and the secrecy array gain is

ng )
(1 —~ e‘%) ("B> (2Fe — 1) 2Rt

. 1
=0

G, =

'I’LE—I . ng
nE—1> . T(i+1) ng
ey () g + :
jz% ( J (j+ 1)t ZZ(; v
) ng—1 n 1
ng—i  _ ; E— _ ;
(2Rs o 1) B o nBQRsZ Z < ] )nE (720_)7,

=0

(et LAY Lo
(—=1)(0) (j+1)i+1r< B +1’Qo)

1

"B

: (5.18)

where I' (-, -) is the incomplete gamma function [140, eq. (8.350.2)].

5.4 Numerical Results

Numerical examples are provided to highlight the impact of the primary network on the
secondary network in the presence of a multi-antenna wiretap channel. The exact and
asymptotic curves are obtained from (5.13) and (5.16), respectively. The exact curves are
in precise agreement with the Monte Carlo simulations. We also see that the asymptotic
curves well approximate the exact curves at high SNR. The asymptotic curves accurately
predict the secrecy diversity order and the secrecy array gain. Throughout this section,

we assume unity variance 0y = 1 and expected secrecy rate Rs = 0.1 bit/s/Hz.

Figure 5.2 plots the secrecy outage probability versus 7; for different ¢ and different
ng. According to (5.17), we see that the secrecy diversity order increases with ng, which
in turn decreases the secrecy outage probability. We also see that the secrecy outage
probability decreases with increasing o. This is due to relaxing the peak interference
power constraint |, = oP;, which in turn increases transmit power Pa, as indicated
by (5.2). This can also be explained by the fact that the secrecy array gain in (5.18)

increases with increasing o.



Chapter 5. Security in Cognitive Radio Networks

10°
1072}
104}
a2
10°}
Simulation
—8
107r Exact 1
-------- Asymptotic
10" : ‘ ‘ ‘ ‘ ‘ ‘
0 5 10 15 20 25 30 35 40

7, (dB)

Figure 5.2: Secrecy outage probability with 75 = 10 dB and ng = 2.
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Figure 5.3: Secrecy outage probability with ¢ = 0.1 and ng = 4.
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Figure 5.3 plots the secrecy outage probability versus 7; for different 7, and different
ng. The parallel slopes of the asymptotes confirm that the secrecy diversity order is
independent of 7, and ng, as indicated in (5.17). Note the secrecy outage probability
increases with increasing 7, and ng. This confirms that the secrecy array gain in (5.18)

is a decreasing function of 7, and ng.

5.5 Conclusions

Physical layer security enhancement in cognitive multi-antenna wiretap channels was
analyzed. In an effort to assess the secrecy performance in passive eavesdropping, the
secrecy outage probability as a useful performance measure was adopted. New closed-
form expressions for the exact and asymptotic secrecy outage probability was derived.
Based on these, important design insights into the interplay between two power con-
straints, namely the maximum transmit power at the secondary network and the peak
interference power at the primary network were concluded. The impact of these con-

straints on the cognitive wiretap channel was showcased.



Chapter 6

Security Enhancement of
Cooperative Single Carrier

Systems

6.1 Introduction

The physical (PHY) layer security issues with secrecy constraints in cyclic prefix (CP)
single-carrier (SC) transmission remain unknown. To harness the aforementioned charac-
teristics of multipath components in practice within the framework of PHY layer security,
secure CP-SC transmission in decode-and-forward (DF) relay networks is considered. A
two-stage relay and destination selection is proposed to minimize the eavesdropping and
maximize the signal power of the link between the relay and the destination. Analytical
results for the secrecy outage probability, the probability of non-zero achievable secrecy
rate, and the ergodic secrecy rate are derived in closed-form. The secrecy diversity gain
and the secrecy array gain are calculated based on simplified expressions for the secrecy
outage probability in the high signal-to-noise ratio (SNR) regime. Likewise, the multi-

plexing gain and the power cost are calculated based on simplified expressions for the

87
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ergodic secrecy rate in the high SNR regime.

Notation: The superscript (-)¥ denotes complex conjugate transposition; Iy is an
N x N identity matrix; 0 denotes an all-zeros matrix of appropriate dimensions; CN’ (,u, 02)
denotes the complex Gaussian distribution with the mean p and the variance o?; C™*"
denotes the vector space of all m x n complex matrices; Fi,(-) denotes the cumulative
distribution function (CDF) of the random variable (RV) ¢; and E,{-} denotes expecta-

tion with respect to a. The probability density function (PDF) of ¢ is denoted by f,(-);

(2

[z]T = max(x,0) and Z denotes a set of nonnegative integers {l1,...,l,} satisfying

a
Z Iy = i.
t=1

l1,. 5l

6.2 System and Channel Model

K relays

QO destinations

N eavesdroppers

Figure 6.1: PHY layer security for cooperative single carrier systems.

In the considered system, which is shown in Figure 6.1, we assume the following set

of instantaneous impulse channel responses.

° set of channels 1g™%,Vk, q; between a particular £th relay and the gth desti-
A f ch Is {g"?,Vk,q} b icular kth rel d the gth desti

nation undergo a frequency selective fading. They are assumed to have the same
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. . A . .
N7 multipath components, i.e., gk’q:[glf’q, . ,g%f]T e CM>*1 each of which is
distributed by the complex white Gaussian distribution with the zero mean and

the unit variance. The path losses over these channels are denoted by {a’f’q, Vk,q}.

e A set of channels {h®!,... h*" ... h®N} between the kth relay and the N eaves-
droppers undergo a frequency selective fading. They are assumed to have the same
N, multipath components, i.e., h*™
é[h’f’n, e h%g]T € CMN2xX1 each of which is distributed by the complex white

Gaussian distribution with the zero mean and the unit variance. The path losses

over these channels are denoted by {ag’",Vk‘, n}.

e The maximum channel length in the considered system is assumed to be N, =
max (N1, No, N3), where N3 denotes the multipath channel length between the

source and relays.
For single-carrier cooperative transmission, we assume that

e Binary phase shift keying (BPSK) modulation is applied such that P modulated
data symbols transmitted by the source form a transmit symbol block & € CP*1 ¢

{—1,1}F satisfying Ez{x} = 0 and Ez{xz!} = Ip.

e To prevent inter-block symbol interference (IBSI) [120, 129, 131], the CP compris-

ing of P, symbols is appended to the front of . It is also assume that P; > N,.

e We employ the selective-DF relaying protocol, which selects one relay and destina-
tion among their groups. This selection is accomplished via the proposed two-step

selection scheme.

e We assume perfect decoding at each relay, so that error propagation does not exist

in the considered system !.

'Practically, the source and the relays are located in the same cluster yielding high received SNRs
at the DF relays to successfully decode the messages.
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The signal received at the nth eavesdropper from the kth relay is given by
kn __ k,n k.n k,n
™" =/ Peay H""x + 1y (6.1)

where P is the transmit power and H*™ is the right circulant matrix [129, 150] defined
by hF". Also, we assume that ngn ~ CN(0,0%Ip). Since we assume perfect decoding
at all the relays and perfect knowledge of channel state information (CSI)?, channels

between the source and the relays are not taken into account in (6.1) [43, 151].

Applying the properties of the right circulant channel matrix [129, 150], the instan-

taneous SNR between the kth relay and the nth eavesdropper is defined as

Pak’n hk,n 2 ~ ~
o = DO I a2~ (2ms, a™) (6.2

On

~k7né Psa’;’n
5 =

where & o7 and the CDF and PDF of 'y§ ™ are, respectively, given by

e e 1 :
F’yg,n () =1—e %% E 7 ( ~k,n> U(z) and
=0 ~ \%
1 ~k,n
foren(x)= eV le=2/87 (g 6.3

where U(z) denotes the discrete unit function.

Now the received signal at the gth destination from the kth relay is given by
2P = Psa’f’qu’qm + nlf’q (6.4)

where G* is the right circulant matrix defined by g*¢. Also, we assume that nlf’q ~

CN(0,0215). According to Definition 1, the instantaneous SNR of the link between

ation s o ka _ Paoi g _ skay kg2
the kth relay and the gth destination is given by 7, = =ayg™)F ~

2
Tn

2This assumption is commonly seen in the prior literature [43, 44]. The CSI of the eavesdropper
channels can be obtained in the scenario where eavesdroppers are active.
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X2 (2Ny, dlf’q), so that the CDF of ’yf’q is given by

Ni—1

l
—x &k’ 1 X
Fﬁ,q(z) =1 /™" Z i (561]“1) U(x). (6.5)

=0

In the sequel, we assume that pathloss components 0/5’” and alf’q are independent of the
indices of the relay, eavesdropper, and destination, so that we have as = {a’;’n,Vk,n}

and aq = {a’f’q,Vk,q}.

6.3 Relay and Destination Selection under a group of Eaves-

droppers

In this section, we shall first propose the two-stage relay and destination selection pro-
cedure, in which a relay is selected to minimize the worst-case eavesdropping in the
eavesdropper group, to decrease the amount of information that eavesdroppers wiretap.
And then, the desired destination is selected from the chosen relay to have the maxi-
mum instantaneous SNR between them. That is, the relay and destination are chosen

according to the following selection criterion:

stagel : k™ = min argre(1,K] (vé“’max) and
k*
stage2 : ¢* = max argucn,q () (6.6)

where 75 M denotes the maximum instantaneous SNR among those of between the kth
relay and N eavesdroppers. In addition, 'yf "4 denotes the maximum instantaneous SNR
between the selected relay and the gth destination. When @) = 1, the proposed relay and
destination selection scheme becomes somewhat similar to that of [43] (Note that the
relay selection based on maximal secrecy rate was analyzed in the prior literature such
as [10], which brings large system overhead compared with our proposed scheme.). How-

ever, due to an achievable multiuser diversity, the proposed selection scheme will result
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K—-1 Nk N-1
f min,max ('CE) — = Nk N _ 1 (_1)k+m+]
T (a2) N2 N2 - 1! m J

k=0 m=0 5=0

DS - 1

Na—1 No—1
V10, UNg Ulsee ,HNQ - UN> 'H Y (e >)Ut+1H Yo (t(Gg)t)ren

z(m+j+1)
e_&izj No+(X 02y toe )+ tuesr) -1

= C’Ze_ﬁﬂazNQ_lU(a:) (6.8)
A A (it ~ A _ _
where C:%, 52:%, No=N, + (Zi\fo 1 tvpsr) + (Zi\fo 1 tugy1), and
__ K-1 Nk N-1
: k m J
k=0 m=0 j=0

- : m! 4! 1 1
Z Z vi!.. CUN, IHNz l(tl( o)t vet HNZ?l(t!(dz)t)ut-Fl' (6.9)

!
- UNy! Ul t=0

in better secrecy outage probabilities, non-zero achievable secrecy rates, and ergodic
secrecy rates. For this selection, we use a training symbol which has the same statistical

properties as , and assume a quasi-stationary channel during its operation.

Next, the corresponding CDF and PDF for a link from a particular relay to a group
of eavesdroppers will be derived. We start the derivation for the CDF of fyk A% which
is given by

No—1 1 . M N
_ _ —x/a2 -
F jmax () = [1 e > T <&2> ] U(x) (6.7)

=0

where we assume that channels between a particular relay and N eavesdroppers are

independent and identically distributed (i.i.d.).

1,max K,max

Since {75, - L7, } is a set of i.i.d. continuous random variables, the PDF of
A k* max /A . . .
Yo m’maxzvg [ m1n(721 max . ,72K "4 can be derived in the following lemma.

Lemma 1. For the i.i.d. frequency selective fading channels between a particular relay

min ,Jmax

and a group of eavesdroppers, the PDF' of 7, is given by (6.8).
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Proof. A proof of this lemma is provided in Appendix C.1. O

For the i.i.d. frequency selective fading channels between a particular relay and a

* % /\ * *
group of @) destinations, the CDF of *yf 4 :max('yf ’1, e fyf ’Q) is given by

Nty ! @
Fﬁ/k*,q* (.’E) = |1—- e_x/al Z lT <6{1> U([I,') (610)

1

6.4 Performance Analysis of the Physical Secrecy System

The instantaneous secrecy rate is expressed as [28]
1 * * 3 b'e
C = 5 llogy(1+97"7") = logy(1 + 7™ ™) (6.11)

where logy(1 + ’yf *’q*) is the instantaneous capacity of the channel between the cho-
sen relay and the selected destination, whereas logy(1 4 75" in’max) is the instantaneous
capacity of the wiretap channel between the selected relay and the eavesdropper group.
Having obtained PDFs and CDFs of SNRs achieved by the two-stage relay and des-
tination selection scheme, the secrecy outage probability, the probability of non-zero
achievable secrecy rate, and the ergodic secrecy rate will be derived. Then, an asymp-

totic analysis of the secrecy outage probability will be developed to see the asymptotic

behavior of the system.

6.4.1 Secrecy Outage Probability
According to [152], the secrecy outage probability for a given secure rate, R, is given by
Pout = PT(CS < R) == / F’Yf*’q* (22R(1 + ’Y) - 1)f’y;nin,max('7)d’7. (612)
0

A closed-form expression of (6.12) is provided by the following theorem.

Theorem 1. The secrecy outage probability of the single carrier system employing the
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proposed relay selection scheme in frequency selective fading is given by

q

_allg-1 qv 1
CZZ() oy
w1,...,wN1 Ny H g (t'( ) )wt+1

Ll "E B J (p+N2)

Z ( 1>(JR—1)LIP(JR)p(q R ) (p+ No—1)! (6.13)

p=0 p a
where JRé22R and fllé Ziilo_l twesy.
Proof. A detailed derivation is provided in Appendix C.2. O

To explicitly see the secrecy diversity gain, we provide an asymptotic expression for
(6.13) in the following theorem.
Theorem 2. The asymptotic secrecy outage probability at a fixed &o is given by

ngté dim Py = (Gadn) M + O<(d1)QN1) (6.14)

1—00

where the secrecy array gain is given by

_1

QN YA T QN
QZ Z (QN1> 1)QN1—1(JR)l(d2)lW] (6.15)

a

with C—(N It B m-+j+1, and Z which is given by

SEEEE (00 o

‘ m! 5! 1 1
) 1
Z Z vl coonylun! e upy 'HN2 L(ven Hig}*l(ﬂ)um (6.16)

Proof. A detailed proof of this theorem is provided in Appendix C.3. O

This theorem shows that the secrecy diversity gain is (QN1, which is the product

of the multipath diversity gain and the multiuser diversity gain achievable between the
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k=0 m=0 ¢=0 q
> () X Gt
No—1
vy UL onet e o T (# () ) e
1 m q+1 -Ni
N (T+ i ) (Ny — 1)L, (6.18)
o (H(a)h)wert haz

selected relay and the @) destinations.

Corollary 1. When &1 — 00, ag — 00 with % = K, then the asymptotic secrecy outage

probability is given by

QM (QNl + NQ — 1)'
(B)QN1+N2

P = T 2o () (0.17)

which shows that the secrecy diversity gain is not achievable for this particular case.

6.4.2 The Probability of Non-Zero Achievable Secrecy Rate

In the following, we shall derive the probability of non-zero achievable secrecy rate.
Corollary 2. The probability of non-zero achievable secrecy rate is provided by (6.18).
In (6.18), we have defined NléNl + (Zi\;lo_l twey1) + (Zi\fo_l tupyr).

Proof. A proof of this corollary is provided in Appendix C.4. O

To investigate the effect of the diversity gain on the convergence behavior of the prob-
ability of non-zero achievable secrecy rate to Pr(Cs > 0) = 1, we derive an asymptotic
probability of non-zero achievable secrecy rate. According to (C.4.3), the probability of

non-zero achievable secrecy rate can be rewritten as

PT(CS > 0) =1- / F k* q* (Qj‘)f min,max(ﬂj)dl‘. (619)
0 71 Y2
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Substituting (C.3.1) and (6.8) into (6.19), we get the following asymptotic probability

of non-zero achievable secrecy rate

Pr(C®>0)=1- (6.20)

o

C (1 \VMOS(VIQ + Ny —1)!
(Nll)Q (52)N1Q+N2

which shows that the multipath diversity gain and the multiuser diversity gain simulta-
neously affect the convergence speed of the non-zero achievable secrecy rate to Pr(Cs >

0) = 1. In the following, we shall derive the ergodic secrecy rate for the proposed system.

6.4.3 Ergodic Secrecy Rate

The ergodic secrecy rate is defined as the instantaneous secrecy rate Cs averaged over

Jj*qa*
71

and 5 """, As such, we formulate the ergodic secrecy rate as

CYS — / / Csf'yk;*,q* (xl) frymin,max (l‘z)dl‘ldxg (621)
o Jo ! 2

Substituting (6.11) into (6.21), and applying some algebraic manipulations, we obtain

_ 1 o0 F’ymin,max (332)
c / 2 (1 — F jor (:Eg))d:tg. (6.22)
0 1

s 21log(2) 1+ 2

Based on the PDF of 45"™™* given in (6.8), the CDF of 45"™™* is given by

x
F’y;nin,max (IL’) - /O fﬁ{min,max (t) dt

2
Np—1

= s M _ P (N2 - 1! ™
CZ [ (/BQ)N2 Z nq! (52)N2_n1] : (6.23)

n1=0
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q

e () S e

'LU1,4..,7.UN1
~ ~ N2 1 T
I'(No)I'(Lq + 1 ~ ~ 5 I['(N2)T(L + +1
( (NV2) (Nl )\D(L1+1,L1+1;Q/a1)— > (o)X 1N mt1)
(B2)V2 o ml(Bg)Nem
U(Ly +ny+ 1,01 +ny +1; 68+ Q/dl))- (6.25)

In addition, by employing binomial and multinomial formulas, the CDF of *yf 4 in (6.10)

can be re-expressed as

* q* = q_/
F =143 (&) o

q iy

q' x
Z . 6.24)
| T7N1-1 t\ Wi41 (
T, 1L o T T (1))

Substituting (6.23) and (6.24) into (6.22), and using the confluent hypergeometric func-
tion [140, eq. (9.211.4)] given by ¥ («,y; 2) = F(a fooo e~ #1t*1(1 4+ )77 dt, we obtain

the ergodic secrecy rate expressed in (6.25).

In order to gather further insight, we present the asymptotic ergodic secrecy rate.
We first consider the case of &; — 0o and a fixed &g, and provide the following corollary.
Corollary 3. The asymptotic ergodic secrecy rate at &y — 0o and a fized ao is given by

(6.26). In (6.26), ¢ (+) is the digamma function [153].
Proof. A proof of this corollary is provided in Appendix C.5. O

With the help of (6.26), we confirm that the multiplexing gain [154] is 1/2 in
bits/sec/Hz/(3 dB), which is given by

§° = fim T 1 (6.27)
ar—oology (@1) 2

It is indicated from (6.27) that under these circumstances, secure communication achieves
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O

CF° = 51o8(60) + 1o [

Q-1 q d q! 1
210g(2) Nl—l)' < q >(_1) Z (wl]“‘w l) N1—1(t!)wt+1

W1y, WNy Ny t=0

= K Nk
LWV AL o 4 F) — Tog(g + 1) +zz< )( ) (—1yerme
k=1m

(¢ + 1)Nitin =1

Q
Il
o

No—1
m ml (Y tor+1) N1 No—1

Z ( ) =0 \I/( Z t’l)t+1 + 1 Z t’l)t+1 + 1; m/dg)] .
| | No—1 ~ \E\Vt+1 5 3
V1500, UN v UNg [ T2 (H(a2)") t=0 t=0

(6.26)

the same spectral efficiency as communication without eavesdropping. Moreover, using
(6.26), we can easily calculate the additional power cost for different network parameters
while maintaining a specified target ergodic secrecy rate. For example, we consider
different numbers of relays Ky and Ky with K7 > K. Compared to the K; case, the
additional power cost in achieving the specified target ergodic secrecy rate in the Ko

scenario is calculated as

10

AP (dB) = log 10

(K1) — n(K2)] (6.28)

where

n(K) = zl_{: % (ka) (qu)(_l)ﬂmﬂ zm: (U'L!‘)

k=1m=1 V1, UNy 13- UNy:
No—1
LY toepr+1)  No—1 Np—1
N; 10 \I/( Z tvegrr + 1, Z tvgrr + 1 m/dg).

i (#1(az))™

Similarly, the additional power cost in achieving the specified target ergodic secrecy rate

under different numbers of destinations or eavesdroppers can be accordingly obtained.

We next consider the case of &3 — oo and &y — oo with 0‘1 = k, and provide the
following corollary.

Corollary 4. The asymptotic ergodic secrecy rate at &y — 0o and co — 0o with 0‘1 =K
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1 1 0 Lro-1 R q! 1
Cs =§1og2(m)+210g(2)[(N1_1), 0< >(—1) > (5 i) N e

. = q T 1:..-WNy- =0
F(Nl +I~/1) ~ A/\F(NQ) ~ ~
WW)U\H + L1) —log(qg +1)] - CZ By [¥(N2) — 10g(ﬁ)]}. (6.29)
is given by (6.29).
Proof. A proof of this corollary is provided in Appendix C.6. O

It is indicated from (6.29) that a capacity ceiling exists in this case.

6.4.4 The Effects of Multiple Antennas at the Eavesdroppers

We shall investigate the effect of multiple antennas at the eavesdroppers. Using MRC

at each eavesdropper, the received signal expressed in (1) becomes

M M
PR =\ Poah™ > (HEM T HE e + Y (HE T (6.30)
r=1 r=1

where H™ is the right circulant matrix formed for a link from the kth relay to the rth
receive antenna branch at the nth eavesdropper. In the formulation of (6.30), we assume
M antennas at the each eavesdropper, and ag’" is independent of the antenna branches.
In addition, HPF™ is the receive matrix for the rth receive antenna branch at the nth
eavesdropper. The maximum instantaneous post-processing SNR due to MRC, which is

imposes HY™ = H™ becomes [135]

k, M k,
’yk,n,eMRC o PSaQ " ZT‘:I HhT TL||2
5 = .

2
On

(6.31)
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MRC MR~ THC < _avgmy CJ' 1

€ e a

R T 0 [ e S et T e
ooy WAy

Ly = _

L J _ eMRC -
3 (p1>(JR _pyEe( ) (qalR 1 B) (NSO () L NSMRC _ p)
p=0

Pr(CSMRC >0)=1-— I i % S ( - 1) <K> (%"3) (—1)a+k+m

(a1)¥ —0m=0 q—
" m! 1 q! 1
UI,A%NQ (”1!"‘”MN2!)w1,§N1 Gt ) T T eaartyen
N1 (g+qj_l)7Nl(N1—1)!, and
) @ @

~eMRC _ (eMRC eMRO & : q' 1
CS - 210g Z Z ( > Z wN |HN1 1 ( ( )t)wt+1

w17---,wN1
JeMRC\( 7 NMIC—1 e MRCy (7
(NS ', +1 ~ ~ (NS I'(L 1
[ ( 2 >”1\/([Rcl+ )\II(L1+13L1+17Q/d1)_ Z ( 2 ) (~1\/11R—iC_n1+ )
(B2)™2 n1=0 m!(B)N: ™
U(Lyi4+ni+1,Li+n+ 156+ Q/dl)]- (6.33)
Comparing to the expression in (6.2), we can easily see that
M
"M =@y Y |~ P @NaM, a5, (6.32)

k,n,eMRC

Using the statistical properties of v, , the performance metrics, such as the secrecy

outage probability, the probability of non-zero achievable secrecy rate, and the ergodic

secrecy rate can be derived. Their corresponding expressions are given by (6.33) at the

A
CeMRC:C ’
NQ—}MNQ

bottom of the previous page. In (6.33), we have defined

—~eMRC A =<
‘ é , and NeMRC M Ny + ( MN2 ! tvet 1) + ( é\i‘gbil tut+1).

N2—>MN2

Corollary 5. The multiple antennas employed in the form of MRC at each eavesdropper

do not influence the secrecy diversity gain. They can only change the secrecy array gain.
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Proof. According to Theorem 2, the asymptotic secrecy outage probability at a fixed &

is given by
POt = (G079 + 0((a1) M) (6.34)
where
e —e QN
GeMRC _ CeMRC MRCH QN (Jr — 1)QN1—Z
“ (N @ l
1=0
_ 1
L - l(l—l—NeMRC - 1)! QNy
(Jr)! (@) (ﬁ)f+N§MRC (6.35)
A ~ —~eMRC A = ~ =
with CeMRCEG and > éz , where C and ) are specified in
No—=M N, No—MN>

(6.16). From (6.34), we can readily see that MRC at the each eavesdropper does not

affect the secrecy diversity gain. O

Corollary 6. The multiple antennas employed in the form of MRC at the eavesdroppers
do not influence the multiplexing gain. They can only change the additional power cost

for a specified target ergodic secrecy rate.

Proof. According to Corollary 3, the asymptotic ergodic secrecy rate at a fixed a9 is
given by only interchanging the parameter No — M Nsy. From (6.27), we see that the
multiplexing gain is still 1/2, and MRC at the eavesdroppers impacts the additional

power cost as shown in (6.28). O

6.5 Simulation Results

For the simulations, we use BPSK modulation. The transmission block size is formed by
64 BPSK symbols. The CP length is given by 16 BPSK symbols. Every channel vectors
are generated by h*™ ~ CN(0,Iy,),Vk,n and g"? ~ CN(0,Iy,),Vk,q. The curves

obtained via actual link simulations are denoted by Ex, whereas analytically derived
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curves are denoted by An. Asymptotically obtained curves are denoted by As in the

following figures.

6.5.1 Secrecy Outage Probability

Figures 6.2-6.4 show the secrecy outage probability for various scenarios. Figure 6.2
shows the secrecy outage probability for various values of N; at fixed values of (K =
4N =2 Ny =3,Q = 1,M = 1,R = 1) and &y = 5 dB. As Theorem 2 proves, a
lower secrecy outage probability is achieved by a bigger value of Nj. In this particular
scenario, the secrecy diversity gain becomes N;. We can see exact matches between the

analytically derived curves and the simulation obtained curves for the outage probability.

Figure 6.3 shows the secrecy outage probability for various values of () and M at

fixed value of (K =4,N =2,N; =3, Ny =2, R=1) and ay = 5 dB. We can observe the

10
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o he)
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| > a
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10 ¢ An: N =4
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& > Ex:N =4 .
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Figure 6.2: Secrecy outage probability for various values of Nj at fixed values
of (N2 =3,R=1) and a2 =5 dB.
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Figure 6.3: Secrecy outage probability for various values of @ and M at fixed
values of (N1 =3,Ny =2,R=1) and a2 =5 dB.
effect of the multiuser diversity gain on the secrecy outage probability. As @ increases,
a lower secrecy outage probability is obtained due to the multiuser diversity. We can
also observe the effect of multiple antennas at the eavesdroppers. For the same channel
length and the number of destinations, for example, (N3 = 3, Ny = 2,Q = 1,M = 1)
has a 3 dB gain over (N1 = 3, Ny = 2,Q = 1, M = 2) at 1 x 1073 outage probability.
Similar behavior can be observed as M becomes larger. Moreover, it can be seen that

N, the number of eavesdroppers, does not change the secrecy diversity gain.

Figure 6.4 verifies the derived asymptotic secrecy outage probability at a fixed as.
As @; increases, the asymptotic curves approaches the simulation obtained curves for
various values of N1, @), and M. From these curves, we can see that the secrecy diversity
gain is N1Q, which is determined by the multipath diversity gain, V1, and the multiuser
diversity gain, (). It is irrespective of M. A similar overall diversity gain is obtained in

[129], which does not consider eavesdroppers.
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Figure 6.4: Asymptotic secrecy outage probability for various values of Ny, @,
and M at fixed values of (N2 =3, R =1) and a2 = 5 dB.

6.5.2 The Probability of Non-Zero Achievable Secrecy Rate

Figure 6.5 illustrates the probability of non-zero achievable secrecy rate for various values
of N1, M, and Q. At fixed (K =4, N = 2) and &y = 5 dB, this figure shows that (N; =
2, M = 2,Q = 1) has the slowest convergence speed arriving at Pr(Cyi, > 0) = 0.999
due to the smallest achievable diversity gain and the value of M. Although (N} = 2, M =
2,@Q = 1) has the same diversity gain as (N7 =2, M = 1,Q = 1), its convergence speed
is slowest due to greater eavesdropping capability of eavesdroppers. If we compare two
particular scenarios, such as (N} =2, M =2,Q = 1) and (N; =3,M =2,Q = 1), then
the multipath diversity is seen to be one of the key factor in determining the convergence
speed, whereas by comparing (N1 =2, M =2,Q = 1) with (N; =2, M =2,Q = 2), we
can see that the multiuser diversity is another key factor in determining the convergence

speed of the non-zero achievable secrecy rate.
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Figure 6.5: The Probability of non-zero achievable secrecy rate for various
values of N1, M, and @ at fixed values of No = 2 and a9 = 5 dB.

6.5.3 The Ergodic Secrecy Rate
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Figure 6.6: Ergodic secrecy rate for various values of (K, N1, No, M, Q).
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In Figure 6.6, we first compare the derived ergodic secrecy rate with the simulation
obtained ergodic secrecy rate for the case of (N1 =3, Ny =2, M =1,Q = 4). We assume
a fixed number of eavesdroppers (N = 3) and a single relay (K = 1). Perfect matchings
between them can be observed. From this figure, we can compare several scenarios to

investigate the effects from the system configurations and channels.

e The effect of eavesdropping: More eavesdropping reduces the ergodic secrecy rate.

For example, (N; =3, Ny =2, M =2,Q =4) vs. (N; =3,Ny =2, M =1,Q = 4).

e The effect of multipath diversity which is achievable between the relay and the
destination: Higher multipath diversity gain results in a higher ergodic secrecy rate.

For example, (N7 =3, No =2, M =2,Q =2) vs. (N1 =2,Na =2, M =2,Q =2).

e The effect of number of destinations: With more destinations, a higher ergodic
secrecy rate can be obtained due to a larger multiuser diversity gain. For example,

(N1 ZQ,NQZQ,M:2,Q:4) VS. (Nl :27N2:2,M:2,Q:2).

e The effect of fixed do: As Corollary 4 verified, capacity ceilings are intrinsic for

this case.

In Figure 6.7, we show the asymptotic ergodic secrecy rate for various values of
(K, N1, N2, M, Q) at a fixed number of eavesdroppers N = 3 and ao. This plot shows
the corresponding asymptotic ergodic secrecy rate obtained from Corollary 3. As &3
increases, the differences between the analytical ergodic secrecy rates and the asymptotic
ergodic secrecy rates are negligible. We can also easily see that the multipath diversity
and the multiuser diversity are two key factors in determining the ergodic secrecy rates.
According to (6.28), a total of five relays can reduce 0.8 dB power than a single relay in

achieving 2.0 secrecy rate.

Figure 6.8 shows the multiplexing gain S*° as a function of (K, N1, @), which are the
key system and channel parameters in determining the diversity gain. As &; increases,

the multiplexing gain S°° approaches 1/2. Since a larger diversity has a more influence
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Figure 6.8: Multiplexing gain S°°.
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from the second term in the right hand side of (6.26), the convergence speed to 1/2

becomes slower as the diversity gain increases.

6.6 Conclusions

In this chapter, cooperative single carrier systems with multiple relays and destinations
was investigated. A coexisting group of eavesdroppers have been assumed to eavesdrop
the relays. For this challenging environment, we have proposed a two-stage relay and des-
tination selection scheme: 1) relay is selected to minimize the worst-case eavesdropping,
and 2) the desired destination is selected to achieve the multiuser diversity gain. We have
derived the secrecy outage probability, the non-zero secrecy rate, and the ergodic secrecy
rate. From the derivations and the link simulations, the diversity gain has been shown to
be determined by the multipath diversity gain and the multiuser diversity gain. Having
derived the asymptotic ergodic secrecy rate, the multiplexing gain has been shown to be

equal to the number of hops.



Chapter 7

Secure Transmission with
Optimal Power Allocation in

Untrusted Relay Networks

7.1 Introduction

Security in untrusted relay networks has been paid considerable attention in the recent
literature. For example, cooperative jamming (CJ) was proposed to achieve positive
secrecy rate in [101, 105]. Secrecy outage performance for different relaying schemes was
examined in [155]. The impact of relay antenna selection on secrecy outage probability
was analyzed in [53]. The lower bound of the ergodic secrecy capacity (ESC) without
optimal power allocation (OPA) was derived in [51], where single-relay and multiple-relay

cases were considered.

Different from the aforementioned works, CJ with OPA is employed for securing
the transmission in two-hop amplify-and-forward (AF) untrusted relay networks in this

chapter. The asymptotic analysis for large number of antennas is also presented.
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7.2 Mathematical Model

The implementation of CJ is considered in a half-duplex two-hop relay network consisting
of a source (Alice) and a destination (Bob) communicating via an untrusted AF relay.
During the first phase, while Alice transmits the information signal!, Bob transmits
the jamming signal, and the direct link between Alice and Bob is assumed to be non-
existent?. During the second phase, the relay forwards the signals to Bob. The purpose
is to quantify the impact of OPA in securing the transmission for two practical networks:
1) Alice is equipped with N, antennas, whereas both the relay and Bob are equipped with
a single antenna (N,—1—1), and 2) Bob is equipped with IV, antennas, whereas both the
relay and Alice are equipped with a single antenna (1—1—Ny). For the N,—1—1 network,
Alice uses the maximum-ratio transmission (MRT) beamformer to transmit the signal.
For the 1—1— N network, Bob uses the MRT beamformer to transmit the jamming signal
and maximum-ratio combining (MRC) to maximize the received SNR. This transceiver
design at Bob can be easily achieved, particularly in reciprocal channels [51, 53]. We
note that the MRT beamformer has low implementation complexity compared to other
more complex beamforming designs [50]. Let h, ,~CN1xn, (01xN,, QarIn,) denote the
complex Gaussian channel vector from Alice to relay and hr,bNC./\/’ 1x N, (01x N, 0 pIng)
denote the channel vector from relay to Bob. We assume a reciprocal channel between

the relay and Bob [51, 53].

The instantaneous received signal-to-interference-plus-noise ratio (SINR) at the relay
is given by

a’}/a,'r
YR = (

—_ 7.1
1_a)7r,b+)\ ( )

!Note that Alice knows the channel knowledge of the two hops, in order to determine the length of
codeword.

2In fact, since the destination operates in half-duplex mode, it cannot receive the transmitted signal
from the source while transmitting the jamming signal.
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and the instantaneous end-to-end SNR at Bob is given by

A%Ya,rVrb
QYa,r + (2 - a) Yr,b + >\7

B = (7.2)

where o is the power allocation factor, a € (0,1]. Alice transmits the signal with
power P and Bob transmits the jamming signal with power (1 — ) P, where P is the
total power budget in this network for each transmission. Also 7o, = |ha.||*y0 and
Yo = |[hyp]|*70, Where 7o = ]\% is the transmit SNR of this network. In (7.1) and (7.2),
we note that A = 1 accounts for the noise variance at the relay and A = 0 does not

account for the noise variance at the relay.

7.3 Optimal Power Allocation

The instantaneous secrecy rate is expressed as

Cs = %[ 0gy (1+ ) —logy (1 + )] ™, (7.3)

where [z]"=max {0, z}.

In order to facilitate analysis and gather deep insights behind this system, we consider
A = 0, as mentioned in [156]. Note that the A = 0 case asymptotically approaches the
A = 1 case at high SNRs. The A = 0 case also takes into account the maximum
probability of eavesdropping at the relay, since the received SINR at the relay given in
(7.1) becomes the signal-to-interference ratio (SIR)3. As such, let ::Z—Z = p, we rewrite
(7.1) and (7.2) as

ap

_ apyrp
Yr 1-a)

ap+2—a

and v, = (7.4)

Our aim is to maximize the secrecy rate. Hence, we focus on optimal power allocation

3In a practical scenario, the noise power at the untrusted relay may not be available or accurately
estimated, in this case the noise power at the relay is ignored.
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(OPA). Based on (7.3) and (7.4), the OPA factor is calculated as

a*=argmax {w ()}, (7.5)
(0%
where w (o) = H—;ﬁ Noting that 8282(20‘) < 0, we take the derivative of w(a) w.r.t. «

and set it to zero to obtain the OPA factor as

0.5 — ﬁ,u =1
ol = 2-2 ; +v/27 VA (7.6)
A= 2Yr b Yr,b
p#1,

(=1 +(1=2)vr b +127rp

where A = 1 — p? + iy, p + 2 p. For large 7,5, based on (7.6), when = 1, o* ~ 1/2,

and when p # 1, o* can be approximated as

22y 1-p? 2
*_77‘,b 2+\/§ Yr,b +M+M

(=D e+ (= 2) + 2

2V 1 (ue?) 2
T2+ () /21

S (7.7)
V) 2+ 1 '

1

V(ptp2) /241

Since p = 1 case also satisfies a* = = %, for arbitrary u, o* is approximated

as

— (7.8)
TV '

In an effort to assess the secrecy performance, we proceed to derive the ESC with OPA

and present fundamental design insights as the number of antennas grows large.

“From (7.4), we note that increasing ~,; increases the end-to-end SNR at Bob and decreases the
received SINR at the untrusted relay. Therefore, a larger ~,; will improve the secrecy performance. We
also note that ., = ||h,s||*70, as such 7, increases with either the transmit power or the number of
antennas at Bob.
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“ 21n2/ / [m(HM‘)‘;‘;’ia)_m(H%)]

X @2y, (W22) foy , (22) dudra. (7.11)

7.4 Ergodic Secrecy Capacity

The ESC describes the maximum of the average achievable secrecy rate, which is formu-

lated as [35]

ComB{CY = [ [ Cutus o0) s (o), (7.9)

where E {z} is the expectation of , f,, = (r1) is the probability density function (PDF)
of Yau, and f, , (z2) is the PDF of 7,.;. Using the integration by substitution [140, eq.
(4.601.1)], the ESC in (7.9) is re-expressed as

C,s = / / Cszafy,, (px2) f%b (x2)dudzs. (7.10)
0 0

Substituting (7.3) and (7.4) into (7.10), we obtain the ESC with OPA given in (7.11).
Note that (7.11) is the asymptotic ESC expression at high SNRs when the noise variance
at the relay is used (A = 1). From (7.6) and (7.11), we find that it is intractable to
further simplify the ESC expression in (7.11). To gain more insights, we derive new
compact expressions for the ESC at high SNRs. We also quantify the impact of large

scale antennas on the ESC for the N,—1—1 and 1—1— N, networks.

7.41 N,—1-1

In this network, Alice is equipped with N, antennas and uses the MRT beamformer to

transmit the signal.
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7.4.1.1 High SNR Analysis

We obtain a simple yet accurate expression for the asymptotic ESC as

- 1 Tar [ Nt [}y 4 Jar )~
Co =——— |In7u, + 9 (Ng) — Na “”“/ o < +‘”> du|, (7.12
513 |1 Tar T (Na) s Jo @ (1) p S wl, (7.12)

where 7, = QarY0, Vb = LpY0, ¥ (No) = —C + Ni:ll % with Euler’s constant C' [140,
=

eq. (8.365)], and ¢ () = In (1 +3u+ 2\/m> A detailed derivation of (7.12)

is provided in Appendix D.1. From (7.12), we find that ESC is an increasing function

of the transmit SNR ~y. Moreover, using (7.12), we can easily calculate and compare

the transmit power costs for different network parameters, while maintaining a specified

target ESC.

7.4.1.2 Large N, Analysis

By substituting (7.8) into (7.4), we obtain

1 Yr,b
y Vb=

. . (7.13)
(p=t+1)/2 14214+ 1/p)+1/u

2
For large N, u = z‘;; = H > 1, and hence 1/p ~ 0. Therefore, (7.13) reduces to
’ T,b

Yr,b

T:\/i and = . 7.14
g » =1, a (7.14)
Based on (7.14), we have
= 1 Yr.,b
Cs=-E<{logy 1+ —" —1lo 1+\/§}
2 { g2< 1+\/§> s )
1 *1-F b(i) 1
= 20 dr — —logy (14 V2
21n2/0 1+vVa+at 2°g2< J”f)
9
e . 1
= — 5 —Fi (~¥) - Slog, (1 + \@) , (7.15)
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where F, , (z) =1~ e~®/7rb is the cumulative distribution function (CDF) of 7,5, 9 =
(1+v2) /35 = (1 +v2) / (2:570), and Ei (z) is the exponential integral function [140,
eq. (8.211.1)]. As indicated by (7.15), the ESC is entirely determined by the average
channel gain of the second hop and the transmit SNR of the network. We also find that

increasing the number of antennas at Alice has no impact on the ESC when N, is large.

742 1-1—-N,

In this network, Bob is equipped with N, antennas and uses the MRT beamformer to
transmit the jamming signal to confound the untrusted relay. Upon receiving the signal
from the relay, Bob first cancels the jamming signal, then uses MRC to maximize the

received SNR.

7.4.2.1 High SNR Analysis

We derive a compact expression for the asymptotic ESC as

= o) = —(Np+1)
A - Yr6No Hrb
asy: 1 a.r - ’ : 1 d . .1
S =01 | %er = C) Sor /O MM)(%,T + ) u] (7.16)

7.4.2.2 Large N, Analysis

2
Recall that p = Aharll For large Ny, < 1. Based on (7.13) and (?7), we obtain

Tk
V21
= ~ /2 d 7.17
"= p an (7.17)
adisl (7.18)

Yo = R WYrbp = Ya,r-
22+ p) +1 ' "



Chapter 7. Secure Transmission with Optimal Power Allocation in Untrusted Relay
Networks 116

As such, we have

Cs :%E {logQ (1 +9a,r) — logy <1 + \/ﬂ)}

1 1

oo
— In (1 S
21n2/0 n(142) fra, (@) de = 575X

/OO /OO T2l (1 * \/ﬂ) Frar (02 fr, , (22)dpday
0 0

el/Ta,r 1 0 (5, 2 —Nb .
= — Ei(—1/744,) — —— = 1 1+¢) dt. 1
e 1)~ 5 [ (325 +1) 0+ (7.19)

From (7.19), we see that the ESC increases with increasing number of antennas at Bob.

For very large antennas, i.e., N — 00, v, =~ 0, (7.19) reduces to

_ el/ar

Cy = =5 Bi(~1/7as). (7.20)

It is indicated by (7.20) that ESC only depends on the average channel gain of the first

hop and the transmit SNR of the network when NN, is very large.

7.5 Numerical Results

In this section, we present numerical examples for the ESC with OPA to illustrate the
Ng—1-1 and 1-1—-N; networks. We assume that €,, = Q,;, = 1. In our examples,
‘o’ are Monte Carlo simulations with OPA factor given by (7.6) and ‘+’ are Monte
Carlo simulations with approximate OPA factor given by (7.8). The solid and dash
lines represent the large system analysis and high SNR, approximation, respectively. For

comparison, we set o = 0.5 for equal power allocation (EPA).

Figure 7.1 shows ESC versus g for N, —1—1. Compared with EPA, OPA can achieve
perfect secrecy with some positive secrecy rate, even at low SNRs. The simplified OPA
factor in (7.8) can well match those obtained from the exact calculation in (7.6). The
asymptotic curves obtained from (7.12) well approximate the Monte Carlo simulations

in the high SNR regime. Moreover, our large system analysis in (7.15) well assess the
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Figure 7.1: Ergodic secrecy capacity versus g for N, — 1 — 1.

secrecy performance limit with large antennas. It is interesting to note that under OPA,
increasing antennas improve the ESC, this however is not the case for EPA. Under EPA,
ESC decreases with increasing antennas. This is due to the fact that increasing N, helps
the untrusted relay to increase the probability of successful eavesdropping. In such a

scenario, more power should be allocated to the jamming signal.

Figure 7.2 shows ESC versus 7o for 1 — 1 — N,. The simplified OPA factor in (7.8)
well approximates the exact OPA factor in (7.6). The asymptotic curves obtained from
(7.16) are in precise agreement with Monte Carlo simulations in the high SNR regime.
The theoretical result in (7.19) tightly predicts the ESC with large N,. As expected
from (7.19), the ESC increases with N,. We also see that the ESC with EPA increases
with increasing antennas. The reason is that strengthening the jamming signal reduces

the eavesdropping.



Chapter 7. Secure Transmission with Optimal Power Allocation in Untrusted Relay
Networks 118

5.5

—— N, =64, from (20)

NAVERZ
oD

—
N

e

@ 45 - - =N, =64, from (17)

R N, = 8, from (17) ’

? 40 o N, = 1, from (17) )
> - é Jes
235 N, = 64, EPA o )
2 & * A
£ T

8 3 X &5, A i
> ‘A

5 25 ‘n *
3 2

w2 A i
2

9

S

&0

—

m

25 30 35

Figure 7.2: Ergodic secrecy capacity versus g for 1 —1 — Nj,.

7.6 Conclusions

Cooperative jamming with optimal power allocation was examined in the two-hop untrusted
relay network. The ergodic secrecy capacity was derived. Some interesting conclusions
are drawn from our large system analysis as N, — oo and N, — oo. For large N, it
is shown that the ergodic secrecy capacity only depends on the average channel gain of
the second hop and the transmit SNR. For very large Nj, the ergodic secrecy capacity

only depends on the average channel gain of the first hop and the transmit SNR.



Chapter 8

A Stochastic Geometry Approach
for Physical Layer Security in
Three-Tier Wireless Sensor

Networks

8.1 Introduction

The potential of using physical layer security in three-tier wireless sensor networks
(WSNs) is investigated in this chapter. In three-tier WSNs, the sensors are located
far from the sinks, and the relays are deployed to help the sensors forward their data to
the sinks. Confidential information transmissions are intercepted by the eavesdroppers.
Considering the fact that sensors are densely deployed and their locations are randomly
distributed [70], stochastic geometry is implemented to model the locations of the nodes
in WSNs. Such a modeling approach has been applied in heterogeneous networks [85]

and cognitive radio networks [88].
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Figure 8.1: The illustration of three-tier wireless sensor networks, where the
sensors transmit the sensed data to the sinks via the relays, in the
presence of eavesdropping.

8.2 System Description

As shown in Figure 8.1, a three-tier wireless sensor networks is considered, where the
geographically remote sensors transmit the sensed data to the sinks with the help of
half-duplex decode-and-forward (DF) relays with no direct links between sensors and
sinks. The eavesdroppers overhears the data transmission without modifying it. In
the sensing field, sensors are randomly located according to a homogeneous Poisson
point process (HPPP) &, , with intensity A\;. The relays and sinks are randomly located
according to independent HPPPs ®,, , and ®, with intensities Ay, and Ay, respectively.
Since the sensors may transmit data intermittently, the activity probability of sensor
that is triggered to transmit the data is denoted as ps (0 < ps < 1), and the activity
probability of relay that forwards the data to the sink is denoted as pgp (0 < pgp < 1).
Non-colluding eavesdroppers are considered and eavesdroppers’ locations are modeled as
two independent HPPPs ®, . and ®,, . with intensities A and MeP| respectively. The
eavesdroppers in @, . intercept the data transmitted by the sensors and the eavesdroppers
in ®,,. intercept the data transmitted by the relays. Note that the eavesdroppers in

®, . and in @,y . are far from each other.
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In this three-tier network, the sensor is associated with its nearest relay and the relay
is associated with its nearest sink. Each relay is equipped with M antennas, and the
sensors and sinks are single-antenna nodes. To enhance the information transmission,
the relays use maximal-ratio combining (MRC) to receive the sensors’ data signals and
maximal-ratio transmission (MRT) beamformer to transmit the signals. The wireless
channels are modeled as independent quasi-static Rayleigh fading. For an arbitrary
typical sensor o, the receive signal-to-interference-plus-noise ratio (SINR) after MRC at

its corresponding typical relay is given by

B P [ e

= 8.1
ap Is,ap 4 Iap,ap +62/Ps’ ( )
—_——
Ingp
h T 2
, —a _
where I o), = EiEch,a\{SO} Hhssooajson hiapo| [ Xiapol s Lap,ap = HZje%p,a\{apO}
P2
t h on. _ ) ]
Hh}:)’”po I j.apo hj’_SkJ | Xj.apo| ™, 1 = Pap/Ps, 1 is the conjugate transpose. Here, ®;,
ool ]

and @, , are the locations of active sensors and active relays, hy qp, and | X, ap,| are
the channel fading vector and distance between the typical sensor and its typical relay,
respectively, « is the path loss exponent, h; 4, € CMx1 and | Xi.apo | are the channel fading
vector and distance between the sensor ¢ and the typical relay, respectively, H; ,p, and
| X apo| are the channel fading matrix and distance between the relay j and the typical
relay, respectively, h; s, € C™M is the channel fading vector between the relay j and its
corresponding sink, Py is the sensor’s transmit power, Py, is the relay’s transmit power,

and 62 is the noise power.

We consider the non-colluding eavesdropping scenario, in which the most detrimental
eavesdropper that has the highest receive SINR dominates the secrecy rate [44]. Thus,

the received SINR at the most detrimental eavesdropper in ®; for the sensor and the
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relay transmission is given by

2 —
|h807€k’ |X80,6k| “

= max 8.2
1907 80 ) Toe + Lupe +02/Ps [ (82)
——
Ins,e
2
2 —a byt —a
where Is,e = Zieésya\{so}mi’ek‘ |Xi,€k‘ and I(lpve = Eje*ﬁap,a\{apo}iu hj,ek 4Hh . H | j,ek| ’
jisk

hso.e, and | X ¢, | are the channel fading coefficient and distance between the typical sen-
sor and the eavesdropper, respectively, h;, and |X; ., | are the channel fading coefficient
and distance between sensor i and the eavesdropper, respectively, and h;., and |Xj,, |
are the channel fading vector and distance between the relay j and the eavesdropper,

respectively.

After receiving the sensors’ data, relays will forward them to the nearest sinks for
data collection. In this scenario, we select an arbitrary relay as a typical node ap,, and

the received SINR at the typical sink skg is given by

2 _
_ HgGPO,Sko ” ’Xapg,skg‘ p 8.3
sk — 5 , ( . )
Inapysk; + (5 /Pap
2
hj’Sij -8 Ix M
where Ingy, g = Zjeq%p,a\{apo} gj,skom | X skol ™" Bapo,sko € C and | Xapo.sko|
7,8k j

are the channel fading vector and distance between the typical relay and its typical sink,
respectively, 3 is the path loss exponent, g; s, € C*M and | X sko| are the channel
fading vector and distance between the relay j and the typical sink, and h; s, € C IxM
is the channel fading vector between the relay j and its associated sink. In this case,
the received SINR at the most detrimental eavesdropper for the relay and the sink

transmission is given by

2
| Xapo.ee| ™

gapo,skOT
|| gapg.sho

8apo,

Yap,e = 1MaxX
’ exE€Pap,e Inapﬁ + UQ/Pap
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hj,skkT

2
where Ingpe =3 gj,ethjskH’ ‘Xj,€k|757 apo,ex a0d | Xapg e, | are the chan-
sky,

J€Pap,a\{apo}

nel fading coefficient and distance between the typical relay and the eavesdropper, respec-
tively, and gj ., and | X, | are the channel fading vector and distance between the relay

7 and the eavesdropper, respectively.

8.3 Secrecy Performance Evaluations

In this section, we characterize the secrecy performance in terms of average secrecy
rate and secrecy outage probability. Before exhibiting the overall secrecy performance
behaviors, we evaluate the secrecy of the two different links, namely the link between
the sensor and relay, and the link between the relay and sink, respectively. In doing
so, we derive new analytical expressions for the average secrecy rate and secrecy outage

probability, and analyze the impact of these two links on the overall secrecy performance.

8.3.1 Average Secrecy Rate between the Sensor and the relay

We evaluate the average secrecy rate based on the worst-case, i.e., the average secrecy
rate is dominated by the eavesdropper with the best channel [44]. Hence, for a typical
link between a typical sensor and its associated relay, the instantaneous secrecy rate is

defined as [146]

Cgp = [Ca - Cs,er_, (85)

where [x]T = max{z,0}, Cyp = logy (1 4 7ap) is the capacity of the channel between the
typical sensor and relay, and Cs . = logy (1 + s) is the capacity of the eavesdropping

channel between the typical sensor and the most detrimental eavesdropper.
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8.3.1.1 New Statistics

We first derive the cumulative distribution functions (CDFs) of SINRs at the typical
relay and the most detrimental eavesdropper which intercepts the transmission between
the typical sensor and the relay in the following Lemma 1 and Lemma 2, respectively.

Lemma 1. The CDF of SINR at the typical relay is derived as (8.6).

Proof. See Appendix E.1. O

Lemma 2. The CDF of SINR at the most detrimental eavesdropper which intercepts

the transmission between the typical sensor and the relay is derived as

e (en) = exp {—MZ / exp {— (Aops + Aappapt®/) =
0
L (1+2/a)T (1 - 2/a) (yn) =t - 52%ht°‘/2/Ps}dt. (8.7)

Proof. See Appendix E.2. O
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8.3.1.2 Average Secrecy Rate

Based on our preliminary work in [152], the average secrecy rate between the sensor and
the relay is the average of secrecy rate Cs¥ over vs . and 7, which can be written as

C«ap _ 1 > F’Ys,e (1’)

s — m . 1 g (]. — F’Yap (ZE))d;U (88)

By substituting the CDF of 74, in (8.6) and the CDF of 7, in (8.7) into (8.8), we can

obtain the average secrecy rate between the sensor and the relay.

Note that the derived average secrecy rate between the sensor and the relay is not in
a simple form, we present the interference-limited case for the average secrecy rate with
single antenna at the relay in the following corollary.
Corollary 1. When the relays are equipped with single antenna in the interference-

limited scenario, the average secrecy rate between the sensor and the relay is given by

Cow = TAap (1 — pap) /Oo exp {—mAZ/ (Ara™/) } dz, (8.9)
In2 o (1+z) Az + 7 (1= pap))

where A = ()\Sps + )\appap,ué) I (1+2/a)T (1 —-2/a).
8.3.2 Average Secrecy Rate between the relay and the Sink

Similar to (8.5), for a typical relay and its associated sink, the instantaneous secrecy rate

is defined as
CF = [Cgp — Cape) T, (8.10)

where Cygi, = logy (1 + 7s) and Cop e = logy (1 + Yap.e)-
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8.3.2.1 New Statistics

We first derive the CDFs of SINRs at the typical sink and the most detrimental eaves-
dropper which intercepts the transmission between the typical relay and the sink in the
following Lemma 3 and Lemma 4, respectively.

Lemma 3. The CDF of SINR at the typical sink is derived as
F,, (z)=1- 277)\sk/ T exp {—/\appapﬂf (1+2/p)
0
2.2 2 2
L (1= 2/8) () 71 = 02 [ Pup = mhger® pr = 2mAgy

1 1 > pSm+1
(_1)7712 m 0 r €xp _)\appapﬂ'

r(1+2/8)T(1-2/8) (%th)%?“2 - 'Ythrﬁ(SQ/Pap - F)\skTQ}

[ ~ ST (14 2/B)T (1= 2/8) () 27 =

6* /P ]] [— NapPaptT (1+2/8)T (1~ 2/) ()
=2
-1 m
11@/8-i) r”ﬁl dr. (8.11)
j=0
Proof. See Appendix E.3. O

Lemma 4. The CDF of SINR at the most detrimental eavesdropper which intercepts

the transmission between the typical relay and the sensor is derived as
oo
F’Yap,e (:U) = exp _ﬂ-)\gp/ €xp {_Aappapﬂ'r (]- + 2/5)
0
T'(1—2/8) vt - UQ%ht'B/Q/PaP}dt}. (8.12)

Proof. See Appendix E.4. O
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8.3.2.2 Average Secrecy Rate

The average secrecy rate between the relay and the sink is the average of the secrecy

rate C5F over v, and Yap,e, Which is given by

~sk — L > F’Ysk ('1:)
s In2 0 1 +x

(1-F,,. (z))dz. (8.13)

By substituting the CDF of vy, in (8.11) and the CDF of 74 in (8.12) into (8.13), we

can obtain the average secrecy rate between the relay and the sink.

Note that the derived the average secrecy rate between the relay and the sink is also
not in a simple form, we present the interference-limited case for the average secrecy rate
with single antenna at the relay in the following corollary.

Corollary 2. When the relays are equipped with single antenna in the interference-

limited scenario, the average secrecy rate between the relay and the sink is given by

B ) — T\ /A 2/B8
Cskzw)\sk/o (exp{ 7r)\€/ 2 } (8.14)

s~ Tn2 11 2) (AP 1 mhgg)

where Ay = Aappapml’ (1 +2/8)T (1 —2/5). Based on (8.14), for a specific target average

secrecy rate Cy between the relay and the sink, the number of sinks must satisfy

- In2
Ak > Coho—, (8.15)
e

oo exp{ —mAe?/ Aoz?/B
where € = [, { (Hm)ggz/ﬁ )}dx

8.3.3 Overall Average Secrecy Rate

In this subsection, we derive the overall average secrecy rate in three-tier WSNs. The

instantaneous secrecy rate is defined as Cy = min (CS” , C;?k). As such, the overall average
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secrecy rate is calculated as

Cs = /0 zfo, (x)de = /0 (1= Fe, (z))dz, (8.16)

where fc, (x) and Fe, (x) is the probability density function (PDF) and the CDF of C,

respectively. The CDF of C; is calculated as

Fe, (z) =Pr (min (Cgp, C’jk) < x)
=1-Pr (min <C§p, C§k> > m)

—1-Pr(C% > z)Pr (c;k > :c) (8.17)

Substituting (8.17) into (8.16), we have

C, = /OOO Pr (C% > 1) Pr <C§k > a:) dz, (8.18)
where [152]
Pr(C > ) =1 [ F (0B, ()~ e (8.19)
and
Pr (Cﬁk > 93) —1- /0 h Frape (6) Py (27 (14 1) — D)dt, (8.20)

respectively. Here, f,, . is the derivative of F’,, , givenin (8.7), and f,, . is the derivative

of F.

Yap,e

given in (8.12).

Unfortunately, the derived overall average secrecy rate between the sensor and the
sink is not in a simple form, we present the interference-limited case for the overall average
secrecy rate with no noise and single antenna at the relay in the following corollary.
Corollary 3. When the relays are equipped with single antenna in the interference-

limited scenario, the overall average secrecy rate between the sensor and the sink is given
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Figure 8.2: The average secrecy rate versus A\S/\s. As = 1072, pg = 0.01,
Aap = 1072, pgp = 0.1, a = 3.5, Py = 15 dBm, Py, = 25 dBm,

2 o > 271—)‘2 s 2/a
C, = /O /O 7@1\13/2/0”‘1 exp {—71')\6/ (Aly / )}

TAap (1 = pap)
A (27 (1+y) — DY + 72y (1= pap)

dy

o 22\, LA Ao 2B
/ mAS Ak exp (N [Aoy® Ty (8.21)
0

BAoy?/ B+ <A2(2“T 1+y) -7+ 7T)\sk>

with Ay = (x\sps + Aappapﬂ%) 7l (1+2/a)T (1 — 2/a), Ao = Aappaprl (1+2/8)T (1 — 2/5).
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Figure 8.3: The average secrecy rate versus As. ps = 0.05, pgp = 0.5, A =
1073, a = 3.5, P, = 15 dBm, P,, = 25 dBm,

8.4 Numerical Examples

In this section, we present numerical examples to show the average secrecy rate of three-
tier WSN. We assume that the activity probability of relay pq, = 0.1, the transmit
power of sensor Ps = 15 dBm, the power spectral density of noise is —170 dBm/Hz,
and the bandwidth is 1 MHz. For all figures below, we see a perfect match between the

simulations and the exact analytical curves, which validate our analysis.

8.4.1 Average Secrecy Rate between the Sensor and relay

Figure 8.2 plots the average secrecy rate between the sensor and the relay versus AZ/\s.
The analytical results are obtained from (8.8). We first see that the average secrey rate
decreases with increasing the density of eavesdroppers that intercepts the tranmission

between sensor and relay, due to the detrimental effects of eavesdropping. We also see
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that the average secrecy rate increases with increasing the number of antennas at the

relay, which results from the array again brought by using MRC at the relay.

Figure 8.3 plots the average secrecy rate between the sensor and the relay versus Ag
for various Aqp and M. The analytical results are obtained from (8.8). An interesting
observation is that for the same number of antennas M, the average secrecy rate is nearly
invariable for Ay < 2 x 1073, since the interference from other sensors is much smaller
than the interference from the active relays, and slightly increasing the interference from
the sensor imposes negligible effect on the performance. However, when g > 2 x 1073,
the interference from other sensors is comparable with the interference from the active
relays, and increasing the interference from the sensor degrades the secrecy performance.
We also observe that increasing A, increases the average secrecy rate. This is because
with more relays, the distance between the typical sensor and the typical relay becomes
shorter, which improves the average secrecy rate. In additiona, we find that increasing

Aap slows down the decreasing trend of average secrecy rate when A increases.
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8.4.2 Average Secrecy Rate between the relay and Sink

Figure 8.4 plots the average secrecy rate between the relay and the sink versus Ae”/Aqp
for various A,y and M. The analytical results are obtained from (8.13). We first observe
that the average secrecy rate decreases with increasing Ae?/Asp, which indicates that
more relays need to be deployed as the density of eavesdroppers increases, to combat
eavesdropping. Second, with the same number of antennas at the relay, the average
secrecy rate decreases with increasing \¢’. The average secrecy rate between the relay

and the sink improves with increasing the number of antennas at the relay M.

Figure 8.5 plots the average secrecy rate between the relay and the sink versus Ay
for various Ag and M. The analytical results are obtained from (8.13). We observe
that the average secrecy rate alters slightly for A, < 2 x 1073, and decreases with
increasing Agp for Agp > 2 X 1073. This can be explained by the fact that for Aap <

2 x 1073, the interference from the active relays is relatively small compared with the
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noise, and increasing the number of relays scarcely influence the performance. However,
for Agp > 2 x 1073, the interference from the relay imposes a dominant impact on the
SINR between the relay and the sink, thus increasing the interference from the relays
degrades the average secrecy rate. Another observation is that the average secrecy rate
improves with increasing the density of sink, because the distance between the typical

relay and the corresponding sink becomes shorter.

8.4.3 Overall Average Secrecy Rate

Figure 8.6 plots the overall average secrecy rate versus Ay, for various Ay and Ag;. The
analytical results are obtained from (8.18). Interestingly, we find that the overall aver-
age secrecy rate first increases, and then decreases with increasing Aqp, which implies
that there exists an optimal Ay, to achieve the maximum average secrecy rate. This

phenomenon can be well explained by the tradeoff between the benefits brought by the
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shorter distance from the typical sensor to the typical relay and the detrimental effects
caused by more interference from the active relays due to increasing A,p. It is also seen
that the overall average secrecy rate can be improved by deploying more sinks, due to
the shorter distance between the relay and the sink. It is further demonstrated that
deploying more sensors in this network may not greatly degrade the average secrecy rate
due to the low transmit power of sensors. More importantly, it is shown that the optimal

Aap 1s more dependent on the Agy.

Figure 8.7 plots the overall average secrecy rate versus ), for various A3, A\¢¥ and
M. The analytical results are obtained from (8.18). Similar as Figure 8.6, we see that
the overall average secrecy rate first increases, and then decreases with increasing Aqp.
As expected, the average secrecy rate decreases with increasing eavesdroppers. It is
indicated that the optimal )\, for achieving the maximum average secrecy rate does not

alter drastically with different A and Ae?.
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8.5 Conclusions

Physical layer security in three-tier wireless sensor networks was introduced. The impacts
of random locations and spatial densities of sensors, relays, sinks and external eavesdrop-
pers on the secrecy performance were analyzed. New expressions for average secrecy rate
were obtained. The results provide guidelines on the secure transmission in practical
wireless sensor networks. Based on our analysis, the importance of using physical layer

security in the three-tier wireless sensor networks was clearly established.



Chapter 9

Conclusions and Future Works

9.1 Contributions and Insights

This thesis concentrates on the physical layer security in wireless networks. There are
three principal aspects in the thesis: 1) Since physical layer security exploits the prop-
erties of wireless channel such as fading, some practical channel fading have been inves-
tigated; 2) Antenna selection and opportunistic relaying technique have been utilized
for security enhancement; 3) The potentials of physical layer security in the emerging
networks such as cognitive radio networks, relay networks, and wireless sensor networks

(WSNs) have been exploited. The main contributions and insights are as follows.

In Chapter 3, physical layer security in single-input multi-output wiretap channels
under two-wave with diffuse power fading was investigated. New closed-form expressions
for the exact and asymptotic average secrecy capacity and secrecy outage probability
were derived. It was demonstrated that the high signal-to-noise ratio (SNR) slope is
one. Particularly, the high SNR slope is not affected by the number of antennas at
the legitimate receiver and eavesdropper. The impacts of the main channel and the
eavesdropper’s channel on the average secrecy capacity were characterized via the high

SNR power offset. It is indicated that the secrecy diversity order is entirely dependent

136
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on legitimate receiver’s antennas. It also indicates that the detrimental effect of the
eavesdroppers channel resides in the secrecy array gain. Furthermore, the performance
gap for different number of antennas was quantified via their respective secrecy array

gains.

In Chapter 4, a unified framework was presented to examine the secrecy perfor-
mance for antenna selection techniques in multiple-input multiple-output (MIMO) wire-
tap channels. New exact closed-form expressions for the average secrecy rate and the
secrecy outage probability were derived using the new cumulative distribution function
and probability density function of the SNR with transmit antenna selection and gener-
alized selection combining. It is shown that although the high SNR slope is independent
of the network parameters, the high SNR power offset is dependent on the system param-
eters including transceiver antenna configuration and the fading parameters in the main
and the eavesdropper’s channels. An interesting conclusion is reached that a capacity
ceiling is created when both the legitimate receiver and the eavesdropper are close to
the transmitter. When the legitimate receiver is close to the transmitter, the full secrecy
diversity order is achieved and is entirely determined by the antenna configuration and
the fading parameters in the main channel. The impact of the eavesdropper is only
reflected in the secrecy array gain. The secrecy diversity order collapses to zero when

both the legitimate receiver and the eavesdropper are close to the transmitter.

In Chapter 5, fundamental questions were addressed surrounding the joint impact of
two power constraints on the cognitive wiretap channel: 1) the maximum transmit power
at the secondary transmitter, and 2) the peak interference power at PU. To address these
constraints, new closed-form expressions for the exact and asymptotic secrecy outage
probability were derived. Our expressions reveal important design insights surrounding
the impact of the primary network on the secondary network in cognitive wiretap radio

networks.

In Chapter 6, frequency selective fading was considered, in which multiple relays

and multiple destinations coexist with a cluster of eavesdroppers. A two-stage relay
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and destination selection was proposed to minimize the eavesdropping and maximize
the signal power of the link between the relay and the destination. It is confirmed
that the secrecy diversity gain is directly determined by the multipath diversity and the
multiuser diversity between the relays and the destinations. The multiplexing gain is
independent of the system and channel parameters such as the number of multipaths,
relays, eavesdroppers, and destinations. Our high SNR analysis showed that when the
average received power at the eavesdropper is proportional to the counterpart at the
destination, both the secrecy diversity gain and the secrecy capacity slope collapse to

zero, thereby creating a secrecy outage floor and a secrecy capacity ceiling.

In Chapter 7, the secure transmission with optimal power allocation (OPA) and
cooperative jamming was analyzed in the two-hop amplify-and-forward untrusted relay
network. Ergodic secrecy capacity (ESC) was characterized as a performance metric and
compact expressions for asymptotic ESC were derived. Compared to the equal power
allocation, OPA can achieve positive rate even at low SNR. For increasing antennas at
source, there are no significant increase in ESC, and ESC approaches constant for mod-
erately large antennas, which only depends on the average channel gain of the second
hop and the transmit SNR of the system. For moderately large antennas at the destina-
tion, ESC increases with the number of antennas at the destination, when the number
of antennas is massive, ESC only depends on the average channel gain of the first hop

and the transmit SNR of the system.

In Chapter 8, a new analytical framework was presented to examine the implementa-
tion of physical layer security in three-tier WSNs. The locations and spatial densities of
sensors, relays, sinks, and eavesdroppers are modeled using stochastic geometry. Each
relay used the low-complexity maximal-ratio combining (MRC) to receive the sensor’s
data signals and maximal-ratio transmission (MRT) beamformer to transmit the signals.
The secure transmissions between the active sensors and relays, and between the active
access points and sinks were investigated. Using MRC/MRT at relays can enhance the

secure transmission. Based on the proposed analysis and simulations, several important
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observations are reached: 1) the average secrecy rate decreases as the number of sensors
grows large, due to more interference from sensors, 2) the average secrecy rate increases
with increasing the number of sinks, because of the shorter distances between the relays
and their associated sinks, and 3) the overall average secrecy rate increases with increas-
ing the number of relays, although it decreases the average secrecy rate between the relay
and its associated sink. However, beyond a critical value, the overall average secrecy rate

decreases with increasing the number of relays.

9.2 Future Works

In this subsection, two extensions of the current work are proposed. Furthermore, phys-

ical layer security in 5G networks is investigated.

9.2.1 Extensions of Current Work

9.2.1.1 Imperfect CSI

Current work in this thesis may also need to consider the impact of imperfect channel
state information (CSI), although imperfect CSI wiretap channel is a challenging prob-
lem. The key performance parameters such as high SNR slope and power offset under

imperfect CSI are not known and have not been examined in the existing literature.

In Chapter 5, the interference power at the primary receiver inflicted by the sec-
ondary transmitter must not exceed the maximal peak, however, this constraint may
not be guaranteed under imperfect CSI [117]. New secure transmission designs may be
demanded. The secrecy outage probability and average achievable secrecy rate in such

scenario also need to be analyzed.
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9.2.1.2 Multi-hop Secure Transmission with Trusted/Untrusted Relay

In this thesis, secure transmission was investigated in two-hop networks with external
eavesdroppers (Chapters 6 and 8) and two-hop untrusted relay networks (Chapter 7).
Such line of work may be extended to the multi-hop case, which is an interesting and
practical research area. In [157], an multi-hop line work was considered and all the
intermediate relays were assumed to be untrusted, it was shown that using the proposed
transmission schedule, an end-to-end secrecy rate can be achieved in an information-
theoretical way, which is independent of the number of hops. However, more research

efforts are needed to fully understand this field before the application in practice.

9.2.2 Physical Layer Security in 5G Systems

Massive MIMO and millimeter wave (mmWave) are two promising techniques in 5G
networks. The investigation of physical layer security in massive MIMO and mmWave

systems is an appealing and highly rewarding research field.

9.2.2.1 Massive MIMO

Massive MIMO systems are emerging as a new research field and have attracted sub-
stantial interests from both scientists and industrialists. The benefits of the massive
MIMO technique are realized by using very large antenna arrays (typically tens or even
hundreds) at the transmitter and/or the receiver. Compared with the current coun-
terpart, massive MIMO systems can bring high power and spectrum efficiency with
low-complexity transmission designs. Random impairments such as small-scale fading
and noise are averaged out when a large number of antennas are deployed at the base
station (BS) [158]. Moreover, the interference, channel estimation errors, and hardware
impairments [159] vanish when the number of antennas grows large, leaving only pilot

contamination as the performance limit [160]. Therefore, massive MIMO opens up a



Chapter 9. Conclusions and Future Works 141

new and promising research avenue, extending the current research efforts in conven-

tional MIMO systems to a new area. Specifically, we consider the following aspects:

e Low Power Consumption: In massive MIMO systems, the secrecy performance

can be remarkably enhanced by adopting a reduced power consumption.

e Time Division Duplex Operation: Massive MIMO systems are recommended
to operate in a time division duplex (TDD) mode [161]. As such, it becomes difficult
for eavesdroppers to know the CSI between themselves and the BS, as well as the
CSI from other users to the BS. Therefore, how to design secure transmission under
the assumption of imperfect (or no) CSI at eavesdroppers is of practical importance

in massive MIMO systems.

e Secure Multiuser Communications: In massive MIMO systems, each base
station simultaneously communicates with multiple users. Each downlink message
must be kept confidential from all the users other than the intended one, i.e., each
receiver is seen as an eavesdropper for all messages other than its own. Therefore, it
is pivotal to provide design guidelines and performance metrics of linear precoders

in massive MIMO systems.

9.2.2.2 Millimeter Wave

In the 5G network, mmWave communication systems, operating in the frequency range
of 30-300 GHz, have been recognized as a promising solution to remove the restriction
and meet a thousand-fold capacity increase [63]. MmWave with physical layer security

has at least the following merits:

e Large Bandwidth: MmWave communication systems provide GHz bandwidths.
Therefore, the secrecy outage probability in the passive eavesdropping scenario
is remarkably reduced if the transmitter sets a lower transmit secrecy rate in

mmWave communications. Also, high secrecy throughput can be obtained with
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large mmWave bandwidths.

e Short-range Transmission: Compared to the current microwave communication
systems in the lower frequencies, mmWave signals in the higher frequencies experi-
ence an increase in free-space path loss by several orders of magnitude. Therefore,
only geographically neighbouring eavesdroppers are able to overhear the signals,

whereas geographically remote users cannot capture the data transmission.

e Large Antenna Arrays: For a fixed array aperture, the shorter wavelengths at
the mmWave frequencies enable the mmWave BSs to pack more antennas. There-
fore, mmWave systems with large antenna arrays offer a wealth of opportunities

at the physical layer security to secure mmWave communication.

Based on the aforementioned factors, the aim of physical layer security design in
mmWave communication systems is to fully exploit the potentials of these factors. In

this design, several challenging tasks need to be solved.

First, the propagation characteristics at higher frequencies need to be precisely mod-
eled. Indeed, an accurate and comprehensive quantification of the impact of path loss,
blocking, penetration, and rain absorption on mmWave transmission enables network
security designers to theoretically capture the properties of mmWave channels and

address these properties in their design.

Second, new secure transmission schemes need to be developed. It has been shown
that beamforming is a key enabler of mmWave mobile broadband service [162]. Since
digital beamforming with a large number of radio frequency (RF) chains incurs a very
high implementation cost and power consumption, secure mmWave transmission needs
to be designed based on analog beamforming and RF beamforming with a small number

of RF chains.

Third, some traditional techniques need to be re-designed. For example, artificial

noise is proposed to enhance the security in traditional systems. The core idea behind
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it is to transmit artificial noise in the null space of the receiver’s channel, thus imposing
no effect on the intended channel, whereas degrading the wiretap channels [72]. For
mmWayve systems equipped with large antenna arrays, the computation of the null space
becomes infeasible, due to the high dimensional MIMO channel matrix. The use of ran-
dom and independent artificial noise may be a promising solution since the independent
artificial noise can be averaged out with large antenna arrays. As an external helper, the
cooperative jammer can help to enhance the security by transmitting the jamming signal,
in order to confound the eavesdroppers. In traditional systems, the information signal at
the transmitter and jamming signal at the jammer are jointly designed, to mitigate the
adverse effect of jamming on the legitimate receiver. Thanks to the mmWave networks’
inherently noise-limited feature and massive MIMO’s interference mitigation capability,

the traditional design requirements for cooperative jamming may not be needed.



Appendix A
Proofs of in Chapter 4

A.1 Proof of Theorem 1

We first present the PDF and the CDF of the SNR of a single branch in the main channel

with Nakagami-m fading as [163]
mp—1 mp m
o) = r (mB> P T (A.1.1)

and

AN (A.1.2)

respectively. The marginal moment generating function (MGF) of (A.1.1) is given by [91]

P (s,x) = — -
(s = (2 % e
T B

As shown in [91, 164], the MGF expression for the SNR v after GSC is expressed as

®, (s) =Lp @Jj) X /0 T F (@) (® (s,2)) 27 F (2))Ne LB 4y, (A.1.4)
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Here, the MGF is defined as ®,(s) = E[e™7®]. In order to evaluate the integral in

(A.1.4), we will rewrite (@ (s, )2 ™! and (F (z))& L5,

Based on (A.1.3), using the multinomial theorem [165], we rewrite (® (s, z))*? ! as

Lp—1
mB)mB( o 2tk ek (A.1.5)

bZ—mp(Lp—1)
VB )

@ () = ( Sap (s 22
s

mp—1
o _ ® o ® _ ¢ _ _(Lp-1)! 1)\ %,
where Sp = {(”k,ow" ank,ms—l) 2% n; = Lp — 1}7 U = mp-1 [T ()™
1=

—1
b‘}:mi ne i, and ¢ = (L —1)(34—@)
k , kit k B 38 )"

1=0
Based on (A.1.2), we proceed to employ the multinomial theorem to express (F (z))V& %8
as
(F(x)¥e=te = "af (B> ke Y, (A.1.6)
B

mp mp—1 nf
Fo_ F F Fo_ F _ (Np—Lp)! —1\"kg+1

where & = { (”k,Ov"' 7nk,m5)‘ > ;=N —LB}aak = e 1L (5 ;

J=0 Il ng b 4=0
Jj=0
P e g F XL
— y ___mpB
b, = ZO Jn i1 and ¢ = 22 Zln,w-.
j= j=

Substituting (A.1.1), (A.1.5), and (A.1.6) into (A.1.4), and applying [140, eq. (3.351.3)],

d., (s) is derived as

0,0 = s () () S et

B ST SE
)b;f—mB(LB—l)
(A.1.7)

my\ ok T(OF +0f +m3)<8 + 72
BN )b§+b£+m3

(s—i—c,‘f—i—cf%—%

Let F (z) denote the CDF of v, the Laplace transform of F, (z) is given by L [Fy (z)] =
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P, (s) /s [166]. Therefore, the Laplace transform of the CDF of v is

eir )= 5 (10 (mB)m 2> ataf

VB
! 5§ 5

)bEmB(Lgl)

(m) D2 +0F +mp) (5+22

A18
VB (Lp)tktoi+ms ( )

cf mp bf+bf+m3'
8(5 + 5 + ,—ny>

Using a partial fraction expansion [140, eq. (2.102)], we can rewrite (A.1.8) in an

equivalent form. Then, taking the inverse Laplace transform of £ [F} (z)] to obtain

mBLB+bkF P o
Lp Np & FF(bk +bk —{—mg) _
)3 = 5 b, xtne rn® A19
0= i ) 22 e e, e (AL9)
where S denotes
[ [ F F
§= (nk,O N mpp—1 M0 ’nk,mB)‘
mp—1 mp
i=0 §=0
and we define £,, as
m -m
me Y[ 1 B F _
('77B) Ejzlnk’j_‘_l n=0

(A.1.10)

mB(LB—l)—b%<n§mBLB+b£
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with n; = bg + bg +mp,

—ni

B sgn ck
Ty = (n—1)! anj +1 )
( F) mp —(n1—1+41) mp no—l
sgn (¢, 1 _n l—ng—1 1 F 1 o
T, = 2 - 41 = 4
=t () G N
J= Jj=1
( —(n1—n2+1)
_ sgn (e
fa= o (ng —1)! an’J+1 ’
mp(Lp—1)—b® —(n1—n2+l)
T4:sgn(c£) B i k(_l)Hl(nl—ng—i—l—l) 1 %énF-
(7’L2—1)! =1 -1 LBj 1 ks ’
where ng =n —mp (L — 1) + bf. In (A.1.9), we also have
(
0 n=>0
n—1 1<n<mp(Lp—1)—b}
Hn =
n—sgn(ct) (mp(Lp—1)—bF) -1
B(LB—l)—bg <n§mBLB+b£
and
0 n=>0
m (oi]
733 1<n<mp(Lp—1)—0
Up =

mB(LB—l)—b%<n§mBLB—|—b£

The CDF of yp with TAS and GSC is given by F,, = (F, (z))"*. Based on (A.1.9),
and employing the multinomial theorem, we derive the CDF of 5 as (4.4). Taking the
derivative of the CDF in (4.4), we obtain the PDF of yp as (4.5).

9
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A.2 Proof of Theorem 2

We start with the asymptotic CDF for the SNR of a single branch of the main channel.
In the high SNR regime with 5 — oo, applying the Taylor series expansion truncated

koo
to the kth order given by e* = ) 9]”—], + 0 (2*) in (A.1.2), we obtain
j=0

_ +o(z™5). (A.2.1)

Substituting (A.1.1), (A.1.5), and (A.2.1) into (A.1.4) yields

= (mp — 1)!(LZB!)NB_LB (JLE) (Zf)mBNB

b + N —Lg) +mp —1)!
S ( 3 mp (Np — Lp) +mp m)BNB‘ (A2.2)
st (Lp)lstmeNs=Lp)tms (s + %)

It is shown in Appendix A that L[F, (z)] = ®,(s)/s. Taking the inverse Laplace

transform of L [F, (x)], F, is derived as

B - 1>!<LniB!>NB-LB (ﬁ) (f)m

—mpN
Zaq)(bf—i-mB(NB—LB)-i—mB—l)! mpg ur
k (LB)bf-‘rmB(NB—LB)-FmB

B
5T v

7B i

mpNp (mB>_(mBNB_n+l)
- Z i 2" te BT . (A.2.3)
n=1 (TL - )
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Still employing the Taylor series expansion truncated to the kth order given by e* =

k .
> ?—f + 0 (2%) in (A.2.3), we rewrite (A.2.3) as
j=0

mp mB B mBNB
B

A (b(bg—FmB(NB—LB)—}—mB—l)!'
(mB—l)( B)"F P (mpNp)!

(LB)bf-FmB(NB—LB)-FmB

Fy(z) =
S

Based on (A.2.4), the asymptotic expression for the CDF of vp is F,,; (x) = (F (z))N4

and the final expression is shown in (4.6).

A.3 Proof of Theorem 3

Substituting (4.12) into (4.10), we rewrite the average secrecy rate as

_ 1 oo X1 F
Cs = E . [A 1_i_()d.’L'2:| f'YB (.%'1) d$1 (A31)

Substituting (4.15) into (A.3.1), we transform (A.3.1) as

_ 1 [

x
s = o In (1 + 1) fyp (21)dzy + / / XVE f’YB (z1)dadzy. (A.3.2)

14x9

w2
In the high SNR regime with 75 — o0, In(1+ z1) =~ In(x1), thereby the asymptotic
expression for we can be written as Aj in (4.17). Changing the order of integration in
ws, we rewrite

1P xy (@) (1— F,, (22))dxs. (A.3.3)

YT 2 0 1429

According to (4.6), when yp — oo, F,, (z2) ~ 0. Hence, the asymptotic expression for
ws can be expressed as Ag in (4.18). Based on (4.17), (4.18), and (A.3.2), we derive the

asymptotic expression for the average secrecy rate as (4.16).
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Proofs in Chapter 5

B.1 Proof of Theorem 1

We first provide the CDF and PDF of Y = max Y, where Y}, isi.i.d. exponential RV

n=1,...,

with parameter {1y, which can be written as

N
A =3 (3 ) o (B.1)
n=0
and
S (N-1\ N, (i
=3 (%, ) grtune W (B.2)

In addition, fx (z) = Qioe_%.

Based on (5.3), we note that when X < %’ W = VoYM, VE = YoYE, and when

X > %’, ™M = %YMaVE = %YE. Hence, the secrecy outage probability in (5.12) can be
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calculated as

Pour = /(;70 0 F'yM\{X:x} (E(VE)) f'yE|{X:x} (7E> fX ((L‘) dyedz
T
T /5 /0 Faix =2} (€(7E)) frelix=2} (E) fx (7) dyedz . (B.3)
o
J2
Based on (B.1), for X < %, we have
L ng TCT
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= — 3
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J=0

By substituting (B.4) into J; of (B.3), J1 can be derived as

Tp nB ng—1 . ) )
Y0 ng ng—1\ ng " _iete) _ G+D)ve
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For X > 7—", we have
0
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By substituting (B.6) into J» of (B.3), J2 can be derived as

ng ng—1 _iebp) Gy
np ng—1\ ne 1 ie(yp) , GHDIE
Jo = g < ) ( . > -1 ’”/ e QO/ ze T % Y dyedy
—\i/) 4 J ’prQ( ) Qo J2v
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0 Fpsh
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Substituting (B.5) and (B.7) into (B.3), we get the desired result (5.13).
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Proofs in Chapter 6

C.1 A detailed derivation of Lemma 1

According to the order statistics, the PDF of 5" nmax 4o oiven by
K—
frygnin,max ($) - K(]. - F’yg,max (I)) 1f}y§,max (ﬂf) (C].].)

Binomial and multinomial formulas provide the following expression for f,yk,max (z):
2

N—-1 .
N N -1 . _ 2+l
kmax (L) = ——= . _1 je &g
Fpr ) = G — 1) j_o( ;e
J i No+ 302 tug g —1
x> ( — '> xNQ_lt' — (C.1.2)
ety \ U2 ) 2 (t!(ag)t)ue+r
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Ni—1

[ee] _ 1O
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- > —q(Jr—14JrY) /61 g 1/(Jr—14+ Jgy)\}¢
- qzo ( > /0 e { lz:; l—'( A ) } f}y;nin,max (7)dr.

J1
(C.2.1)

Again binomial and multinomial formulas lead us to get the following expression for

_ K-1.
(1 F’yg,max (l’)) .

k=0 m=0
m No—1
m! z2ot=0  tUre1
Xy ( ' '> Mot (C.1.3)
B CCURRONAY B y e (T D

Multiplying (C.1.2) and (C.1.3) and after some manipulations, yields (6.8).

C.2 A detailed derivation of Theorem 1

Now substituting f_minmax (7), which is derived in (6.8) and Fyk*,q* (7), which is derived in
2 1

(6.5) into (6.12), we have (C.2.1). Using multinomial and binomial formulas, J; becomes

q

i 3 3
Ji= > q' ! Z(L;)(JR—DMP(JR)HP. (C.2.2)

1T7MVi-1
U)]_,...,le ’U)N H o ( ( )t)wt+1 p=0
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Substituting (C.2.2) into (C.2.1), yields

Q q
- 0 ¢ —2UR=D q!
Pwt_z<q (L Y
q=0 wi,--WNy !

Sl (B (Ir - DB ()

o (G )ty

/ e_q‘]R/Y/dlf}/pf,ygﬂnyﬂmx (7)d~. (C.2.3)
0

Again using (6.8) into (C.2.3), we have (6.13).

C.3 A detailed derivation of Theorem 2

Ny
Applying the Taylor series expansion truncated to the Njth order given by e = 7—: +
1=0
O(z™), we derive the first order expansion of Fyk*,q* (x), which is specified in (6.5), at
1

high &, as

1 " N
won(z) = |1 — e @/ /o _ _—_ + _ LM
B (@) [1 ( Nl <a> () ))]

1 T

QN1
~ (MR (m) +0((a1)~9M). (C3.1)

In addition, the PDF expression fvmm,max (z) in (8) needs to be written as
2

- xNQ—l _BE

f inma () = ey N & U(x). (C.3.2)

Substituting (C.3.1) and (C.3.2) into (6.12), the asymptotic secrecy outage probability

is calculated as (C.3.3) which proves (6.15).
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- C & JRY + Jg — 1\ QN1 4 2=1 5 )
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C.4 A detailed derivation of Corollary 2

The CDF of 3" MLmAX is given by

F’ymin,max('f) - 1 - (]. - F k,max(l’))K
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i m! xzi\go_l tvg g1 (©41)
vil. . upny! Hi\fo—l(ﬂ(dz)t)vtﬂ' o

V1, sUNy

In addition, the PDF of 'yf*’q* is given by
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The probability of non-zero achievable secrecy rate is given by

PT(CS > 0) = /O prgnin,max (fL‘)f’yf*,q* (w)dx

(_1)Q+k+m

NE
=
=l
.MQ
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g
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E
N
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/ e Gt a ) p M1y (C.4.3)
0

i (@) [T (th(@n)t)

which becomes (6.18).

C.5 A detailed derivation of Corollary 3

Based on (C.4.1), we first rewrite the CDF of 43"™™ a5

F/y;nin,max (x) = 1 + F’y;nin,max ($), (051)
where
K Nk
-~ K\ (Nk kbm+1_—ma /&
F’y;nin,max(x) - Z Z (k) < m > (_1) m e mr/oz
k=1m=1
zm: ( m! > 2% ok
No— = .
e LR Ny AT EA D

Then, the ergodic secrecy rate is derived as (C.5.2). As &1 — oo, ©1 asymptotically

becomes

07 = log (1) +/ log (:fl>f kg (21) dy. (C.5.3)
0 a1 M

Substituting the PDF of 'yf*’q* given in (C.4.2) into (C.5.3), and employing [140, eq.
4.352.1] given by [* ¥~ te H* log () do = M—luf‘ (v) [w (v) —log (,u)} , we compute (C.5.3)



Appendixz C. Proofs in Chapter 6 158

_ 1 00
Cs = 21og(2) /0
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Q-1
o =1 4
r=tostan) + e 2 (4, )
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Changing the order of integration in ©9, we have
@ o0 F,y;nin,max (1'2) 1 F d C 5 5
= [, e B ia (€55)

According to the first order expansion of the CDF of yf*’q* shown in (C.3.1), as a3 — oo,

ka*,q* (x2) =~ 0. Hence, the asymptotic expression for O, is given by
1

(e.¢] F min,max (fUQ)
0o __ T2 d
2 = L2
0

1+ o
— ZK: ﬁé <K> (Nk> (—)Ftm+1 i (L!)
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=t U o+ 1, )t + Lm/dg). (C.5.6)

T2 " (t(ag))™

Substituting (C.5.6) and (C.5.4) into (C.5.2), we derive the asymptotic expression for

the ergodic secrecy capacity as (6.26).



Appendixz C. Proofs in Chapter 6 159

C.6 A detailed derivation of Corollary 4

a1

In the case of &; — oo and &y — oo with o

K, the asymptotic ergodic secrecy rate
can be easily obtained based on the proof of Corollary 3 in Appendix E. We only need
to further provide an asymptotic expression for ©5° with s — oo. Observing O7° in
(C.5.3), an asymptotic expression for ©3° can be derived as

- o x
03] = —log (a2) — / log (~2> ffy;nin,max (x2) dzs. (C.6.1)
0

a2
Substituting the PDF of 43" ™™ in (6.8) into (C.6.1), we obtain

B = ~loa(dn) ~ €3 W (%) — loa(3)) (€62

Substituting the new asymptotic expression for ©3° in (C.6.2) and (C.5.4) into (C.5.2),

we get (6.29).



Appendix D

Proof in Chapter 7

D.1 Derivation of (7.12)

We see that OPA can achieve perfect secrecy. Hence, based on (7.4) and (7.3), ESC in

(7.10) can be rewritten as

= 3mg (=6,
where
o pxo
b = / / 2 111( pt 2 )f%, (nx2) fr,, (2) dpdy
and

) :/ / z91In <1 + « M* >f7w (12) f%,b () dyudny.
0 0 (1 -« )
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(D.2)

(D.3)
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In addition, the PDF of 7, , and the PDF of v, ; is written as

gNa=le Fur
f'Ya,r (:L') = 9 (D4)
(Na — 1)!(¥a, T)Na
1 __z
frog (1) =z—€ "m0 (D.5)
Yr,b
In the high SNR regime with vy — oo, ¢1 is evaluated as
b= [T [ e Warty, i) £y, (a2) dudas +
o Jo
T
L7 e (e ) e () £ ) i
To
oo o x
[T e 2 ) 1, (a2)dds. (D.6)
0 0 a,r
T3

It is easily seen that Y1 = In%,,. Substituting (D.4) and (D.5) into (D.6), and after

some manipulations, we obtain To as

N,—1 o*
ar oo e In <a* +2—a*>
Ty = N, / . (D.7)
Py’l”b Ya,r @
(“ * T)

Using [140, Eq. (4.352.1)], T3 is derived as Y3 = ¢ (IV,).

Substituting Y1, T9 and Y3 into (D.6), we first obtain ¢;. Then, ¢ can be evaluated

as
Ng—1 a*p
= oo U @ In (1 + ﬁ)
_ Ya,r (1—a*)
0y = Na%b/ SNE e dy. (D.8)
’ ( + ’Yrb)

Plugging ¢1, {2, and the OPA factor given by (7.8) into (D.1), and after some manipu-

lations, we arrive at the desired result shown in (7.12).



Appendix E
Proofs in Chapter 8

E.1 Proof of Lemma 1

From (8.1), the CDF of ~,, is given by

2 -
ro

% oo | g apo
F — P 0,aP0 < d
Tap (’Yth) /0 g [Inap + (52/Ps =k f|X50,ap0| (T) "

[ B
= [ pr|Psoenll T ) tora
/0 [Inap—l—62/Ps R

(1 = pap) rexp (=7 Aap (1 — pap) T2) dr, (E.1.1)

where f‘ Xog.apo] (r) is the PDF of the nearest distance between the relay and the typical

sensor. The CDF of the relay SINR at distance r from its corresponding sensor is given

162
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as
h 2p—a
Pr [% < —]E<1>Sya{IEq>ap,a{Pr [Hhsoyapoyy?.
< ’Ythra (Inap + 52/Ps)| (I)s,aa (I)ap,a] }}
M1 ~
—1-X mE{E{/ s+ 22/ )]”
m=0 ’ 0
exp [f%hro‘ (7’ + 52/P3)] dPr (Ing, < T)}} (E.1.2)

i)

dx™

We then substitute (— (T + 52/]38) %h)me—(ﬂra?/ps),yt{;}ra _
T=r®

into (E.1.2), we rewrite the CDF of the relay SINR at distance r from its corresponding

Sensor as

Pr

[[hsg,apo "2r_a
1%s0.apoll © - 1-R E
I?’Lap + (52/Ps — f}/th q)s,a q:'ap,a
(o9}
/ exp [—ynr® (1 + 52/PS)] dPr(Ing, <)
0
M—1
m

ro)™
§ ——mibe, | Eo
‘ _ m s,a ap,a
— mi(—1) P

/OO dm (ef'ythx(7+52/PS)>
0

T dPr(Ing, <)

r=r<

=1—exp (—'ythra52/Ps) Ling, (Venr®)

M—
! (re)y™ dm (exp (—’ythx52/Ps) Ling, ('ytha:))
-> — (E.1.3)
m!(—1) dz™
m=1 r=r¢
2
+
Remind that I ., = Ziecbs \fso} Hhh%appo Hhi’apo |Xi,ap0|_a’ using Slivnyak’s theorem,
’ S0,apQ
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the Laplace transform of I 4 is

2

h T
T | | X

[

i€®s .\ {50}

e}
27r)\3ps/0 (1 - L hogarg (sy—a)) ydy}

[Rsgsapgll 2P0

(®) > 1
= exp 4 —2mAsps -
exp{ AP /0 < I+ Sy_a> ydy}

exp { “Aspsnl (14 2/a) T (1 - 2/a) 52/0} , (E.1.4)

In (E.1.4), (a) follows from the generating functional of HPPP in [89], (b) follows from
2

;
Dep.aro ~ exp (1).

the fact that |—2%20
[[Bsg.apo |

%,apo

2

hso,apOT ) hj75ij
7,aPo

h o]

= sze%p\{apo}H;p’ap|Xj7ap0|_a, the Laplace transform of I ) is

Since Iopap = “Zje%p,a\{apo} | | Xj.apol ™"

Llppap (5) 9 exp (— /OOO {1 —E, (exp (—suH;p’apy_o‘))} )\appap27rydy>

3 2
= exp {—)\appapﬂ',ui]Eh { (H;-Lp’ap> } T (1 — a> 52}

@D exp {—Aappapmir (1+2/a)T (1 - 2/a) 52/a} : (E.1.5)

where (c) follows from the generating functional of HPPP in [89], (d) follows from

H;p’ap ~exp (1).

With the Laplace transform of I 4, and Iy 4p, we derive the Laplace transform of

Ingy, as

ﬁInap (8) = ﬁls,ap (S) ﬁfap,ap (S)

— exp { = (Aops + Aappaptt™ ) 7T (14 2/) T (1 = 2/a) s/ | (E.1.6)
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Substituting (E.1.6) into (E.1.3), we obtain

Pr HhSOCLPOH T - =1 —ex )\ _‘_A %
Inap+5 /P < Vth p sPs apPapl

' (1+2/a)T (1 -2/a) (Wth)z/aTQ—%hTa(SQ/Ps}
M-1
re)™ dm(V(z))
- m=1 m'(_l)m dz™ x—r&7 (E17)

where V' (z) = exp {— ()\sps + )\ap,oap,u%) ' (14+2/a) T'(1—-2/a) ('ythx)Q/a - 'ythx(SQ/Ps}.

We then apply the Faa di Bruno’s formula to solve the derivative of mth order as

follows:

Pr w<%h —1—exp —()\p + Aapp ui)
Inap+52/Ps — sPs apFap

T (1+2/a)T (1 = 2/a)(ym) ¥ - %h?"”‘ég/Ps}—

ML ()
Z_l ((T 1" Z m i exp {_ ()\sps + )‘appapﬁﬁ/a)
m= H mylllm

T (1+2/a)T (1= 2/a)(ym)"r? - %h?”o‘csg/Ps}
!—2/0[ ()\sps + )\appapMQ/a>7TP (1 + 2/a) r (1 - 2/a)
11 [— (Asps + AapPaptt®’ O‘)
=2

-1 my
I(1+2/a)T (1 —2/a) (y)= [] (2/a—j)r la] (E.1.8)
7=0

2
(’Yth)aT(zfa)—’Yth(SQ/Ps

Substituting (E.1.8) into (E.1.1),we derive the CDF of ~,, in (8.6).
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E.2 Proof of Lemma 2

From (8.2), the CDF of v, is given by

g e || Xsgen |~
F =Pr{ max Lk 0.Ck
e (th) evedae | Inge + 02/ P,

< Yth

[Prsi e |1 X s~
Ing.+ 52/Ps

= Eq)s,a Eq)ap,a E(Ds,c H Pr é ’Vth (I)s,aa (I)ap,m (I)s,e

ek€q>s,e

Oo «
= Es..{ Ea,,.{ Bo..{ [ (1- / e~ (7407 /Po)un| Xog et | dPr(Ins,esﬂ)
0

er€Ps.e

_52 @
=Fe..{ [] (1 — e XN/ Ppy, (%thSO,eJa))

epEDs e

\

@exp —AS e*JQ”fth‘XSOa%P/PSEJW (Ver | Xso,ex|™) @1 X5,
s . e 0,€k 0,€k

O) s > —62y, TO‘/PS e

=expq —2mA; e O T Lin,. (Yenr®) rdr ¢, (E.2.1)
0

where (a) follows from the generating functional of HPPP in [89], (b) is obtained by

converting cartesian coordinates to polar coordinates.

Using the generating functional of HPPP in [89], |hi.,|* ~ exp (1), and H;Lp’e =

~ exp (1), we derive the Laplace transform of I, and I, as

Ly, (s) =exp <— /Ooo [1 —Ep (exp <_S|hi,ek|2y_a>)} /\sps%ydy)

:exp{—)\spsﬂf(l-i—Q/a)F(l —9/a) 82/0‘}, (E.2.2)
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and
Lrp. (5) = exp <— /0 [1 — B (exp (—squ”’ey’am Aappap%ydy)
) 2
= exp {—)\appapﬁ/,L@]Eh { (H]‘-Lp’e) ° } r(l-2/a) 32/0‘}
= 2 2/
—eXP{—)\appapwuaF(l+2/a)F(1 —2/a)s }, (E.2.3)
respectively.

With the Laplace transform of I, . and I, ., we derive the Laplace transform of Ing

as

Ling. (s) =exp {—)\spswl“ (1+2/a)T(1-2/a) g2/ _ Aap

papi2/°T (1 +2/a) T (1 — 2/a) 32/a} . (E.2.4)

Substituting (E.2.4) into (E.4.1), we derive the CDF of ;. in (8.7).

E.3 Proof of Lemma 3

From (8.3), the CDF of ~g is given by

2 _
P ) = [ pr | sl —— () dr
Vsk 0 Inap,sk + 52/Pap - ‘Xapo,sk()’
2 _
:/OOPr HgapO’SkOHQT ’ < Ve | 2T AgiT exp (fwAskr2) dr. (E.3.1)
0 [nap,sk+5 /Pap

where f‘ Xupg ek | (r) is the PDF of the nearest distance between the sink and the typical
apq,skq

relay.
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The CDF of the sink SINR at distance r from its corresponding relay is derived as

Hgapo sko ”2T_B 2 B 2
Pr : < =E Pr <vnr” (In +6°/P, ‘ iiJ
Inap,sk T 52/Pap = Vth Dap.a ||gap0,sko H >Vth ( ap,sk / ap) ap,a

M-1
1 * m
- mvE@{/o [ (7 8%/ Poy)|
exp |:—’7th7“6 (T + 52/Pap)] dPr (Inap,sk < 7_)} (E32)
o (o5 )
Note that ( (7' 4 5 /Pap) ’Yth)me_(T—i—éQ/Pap)’y{ }rﬂ _ ( — ) , we

rewrite (E.3.2) as

Hgapo SkoH2r_ﬁ {/OO 2
Pr J < =1—-E e [_ 7«5 1+ 6%/P ]dPr In <7
Inap,sk + 62/Pap = th Lap.a 0 xp Tth (T / ap) ( ap,sk = )

o dm (e (T8 Pur) )

dz™

M-1 (TB
———Tg / dPr (Ingy s < T)
m| ap,a ;

m=1 0 J—

Nl

-1
=1— exp (—’}/th’fﬂéQ/Pap) Llnap,sk <7thr ) Z:l m]

d™ (exp (—vnd* [ Pap) LiIng, o (Vin)) (E.3.3)
dz™ _
2
Since Ingp sk = decbap o\{apo} |&i.sko Hh H | X 5k0| , using the generating functional
hj .. T 2
of HPPP and |g; sk, HhJJS:; H ~ exp (1) , we derive the Laplace transform of In,, s as

Ling,,.. (s) = exp {—Aappapﬁf (1+2/8)T(1-2/8) 32//3} : (E.3.4)
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Substituting (E.3.4) into (E.3.3), we obtain

2
||gap078k0H r=p

Pr
Ingp,sk + 62 Pap

<vn| =1—exp {_)\appapﬂ—F (1+2/8)

M—-1 m
()" dm (U ()
L(1=2/8) (n)*"r* - W”B‘SQ/PGP} 3 ml(=1)"  da™

. (E3.5)

r=rB

where U (z) = exp {—)\appapwf (1+2/8)T(1-2/8) (%ha:)2/6 - %hchQ/Pap}.

We then apply the Faa di Bruno’s formula to solve the derivative of mth order as

follows:

d™ [exp (U (x))]

dzx™

1
B I R
z=rf [T mylitm

=1

L (1+2/8)T (1 —2/8) (yun)*Pr? - %hr%?/Pap} — Aap

mi

Papﬁ;r‘ (1+2/B8)T (1 —2/8) (n)*P2?P~1 — 4,,6% | Py

m -1 my
H[—Aappapwmm/ﬁ)r(l—2/5) m)?/ﬁH(z/ﬂ—j)x?/ﬁl] . (E3.6)

1=2 §=0

Based on (E.3.6), (E.3.5), and (E.3.1), we derive the CDF of v in (8.11).
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E.4 Proof of Lemma 4

From (8.4), the CDF of v, is given by

|Gapo.eil’ -
F,,. () =Es,,.{ Bs,,.{ [[ Pr {In ‘”jﬁ ;kz I [ Xapoer| ™ < Ve |Pap.as Papee
ap,e ap

€L E‘I)ap&

b o
© exp {—2%)\217/ 67‘72%”’8/&”[,1%“ (%hrﬂ> rdr}, (E.4.1)
0

where (a) follows from the generating functional of HPPP in [89], (b) is obtained by

converting cartesian coordinates to polar coordinates.

Using the generating functional of HPPP in [89], we derive the Laplace transform of

Tope as

L1y () = exp { ~AappaptT (1+2/B) T (1 2/8) 877} (E4.2)
Plugging (E.4.2) into (E.4.1), we derive the CDF of v, in (8.12).
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