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Abstract—This paper investigates the physical layer security of can be occupied by more than one user [2]. More specifically,
non-orthogonal multiple access (NOMA) in large-scale netarks  ypon investigating the multiplexing gain gleaned from the
with invoking stochastic geometry. Both single-antenna ah ifferent domains, the NOMA technique can be further clas-

multiple-antenna aided transmission scenarios are cons@led, . . .
where the base station (BS) communicates with randomly dis- sified as code-domain NOMA and power-domain NOMA [3].

tributed NOMA users. In the single-antenna scenario, we adat Power-domain NOMA, which has been recently proposed
a protected zone around the BS to establish an eavesdropper-for the 3GPP Long Term Evolution (LTE) initiative [4], is
exclusion area with the aid of careful channel-ordering of he deemed to have a superior spectral efficiency [5,6]. It has
NOMA users. In the multiple-antenna scenario, artificial ndse also been pointed out that NOMA has the potential to be
is generated at the BS for further improving the security of a . . . . . . .
beamforming-aided system. In order to characterize the seecy mtegrqted W'th existing MA parad|_gms, S'nce_'t exploite th
performance, we derive new exact expressions of the secyit New dimension of the power domain. The key idea of NOMA
outage probability for both single-antenna and multiple-antenna is to ensure that multiple users can be served within a given
aided scenarios. To obtain further insights, 1) for the sinte resource slot (e.g., time/frequency), by applying sudeess-
antenna scenario, we perform secrecy diversity order anabis of terference cancellation (SIC). The concept of SIC, whicls wa

the selected user pair. The analytical results derived denmstrate . - . .
that the secrecy diversity order is determined by the specidi first proposed by Cover in 1972 [7], constitutes a promising

user having the worse channel condition among the selected t€chnique, since it imposes lower complexity than the joint
user pair; and 2) for the multiple-antenna scenario, we dene decoding approach [8].

the asymptotic secrecy outage probability, when the numbenf Hence NOMA techniques have received remarkable atten-
transmit antennas tends to infinity. Monte Carlo simulations are  tion both in the world of academia and industry [9—13]. Ding

rovided for verifying the analytical results derived and to show . - .
Itohat: i) The secmityg performa)rlwce of the NOMA networks can €t al-[9] investigated the performance of the NOMA downlink

be improved by invoking the protected zone and by generating for randomly roaming users. It was shown that NOMA iS.
artificial noise at the BS; and ii) The asymptotic secrecy outge indeed capable of achieving a better performance than their

probability is close to the exact secrecy outage probabilt traditional orthogonal multiple access (OMA) counter part
Index Terms—Avtificial noise, physical layer security, non- BY considering the user fairness of a NOMA system, a user-
orthogonal multiple access, stochastic geometry power allocation optimization problem was addressed by Tim

otheou and Krikidis [10]. A cooperative simultaneous wass
power transfer (SWIPT) aided NOMA protocol was proposed
by Liu et al.[11], where a NOMA user benefitting from good

The unprecedented expansion of new Internet-enabled snidyannel conditions acts as an energy harvesting sourcelém or
devices, applications and services is expediting the dgvelto assist a NOMA user suffering from poor channel condi-
ment of the fifth generation (5G) networks, which aim fofions. With the goal of maximizing the energy efficiency of
substantially increasing the throughput of the fourth gatien  transmission in multi-user downlink NOMA scenarios, Zhang
(4G) networks. In addition to the key technologies such @$ al. [14] proposed an efficient power allocation technique
large-scale multiple-input multiple-output (MIMO) soloms, capable of supporting the data rate required by each user. To
heterogeneous networks and millimeter wave, as well ffither improve the performance of NOMA systems, multiple
novel multiple access (MA) techniques should be invoked f@ihtennas were introduced in [12,13]. More particularlg th
improving the spectral efficiency. The existing MA techregu application of multiple-input single-output (MISO) salun to
can be primarily classified into two main categories, namelyOMA was investigated by Cheit al.[12], where a two-stage
orthogonal multiple access and non-orthogonal multiptess heamforming strategy was proposed. Power optimization was
(NOMA), by distinguishing whether a specific resource blociqvoked by Suret al.[13] for maximizing the ergodic capacity

, _ of MIMO aided NOMA systems. As a further advance, a

Part of this work was presented at the IEEE Internationalf€fence on . . . . . .
Communications (ICC), Kuala Lumpur, Malaysia, May 2016, [1] massive multiple-input multiple-output (MIMO) aided h}dbr_
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transmission by Livet al. [15]. The impact of the locations makes the analysis of the PLS of NOMA different from that
of users and interferers was investigated by using stoichastf OMA. In this paper, we specifically consider the scenario
geometry approaches. of large-scale networks, where a base station (BS) supports
Given the broadcast nature of wireless transmissions, tlegdomly roaming NOMA users. In order to avoid sophisti-
concept of physical (PHY) layer security (PLS) was proposeadted high-complexity message detection at the receieers,
by Wyner as early as 1975 from an information-theoreticaber pairing technique is adopted for ensuring that only two
perspective [16]. This research topic has sparked of widasers share a specific orthogonal resource slot, which can be
spread recent interests. To elaborate, PLS has been catsideeadily separated by low-complexity SIC. A random number
from a practical perspective in [17-21]. Specifically, rebu of eavesdroppers are randomly positioned on an infinite two-
beamforming transmission was conceived in conjunctioh witlimensional plane according to a homogeneous Poisson point
applying artificial noise (AN) for mitigating the impact ofprocess (PPP). An eavesdropper-exclusion zone is inteatduc
imperfect channel state information (CSI) in MIMO wiretaparound the BS for improving the secrecy performance of the
channels was proposed by Mukherjee and Swindlehurst [1Itge-scale networks considered in which no eavesdroppers
Ding et al. [18] invoked relay-aided cooperative diversity forare allowed to roam. This ‘disc’ was referred to as a protécte
increasing the capacity of the desired link. More partidyla zone in [25,28,29]. Specifically, we consider both a single-
the impact of eavesdroppers on the diversity and multiplgxi antenna scenario and a multiple-antenna scenario at tlee bas
gains was investigated both in single-antenna and multipiation (BS). 1) For the single-antenna scenafib,NOMA
antenna scenarios. Additionally, the tradeoffs betweeniree users are randomly roaming in an finite disc (user zone) with
performance and reliability in the presence of eavesdrappithe quality-order of their channel conditions known at & B
attacks was identified by Zoet al. [20]. Furthermore, the For example, then-th NOMA user is channel-quality order
physical layer security of D2D communication in large-scalof m. In this case, then-th user is paired with the:-th
cognitive radio networks was investigated by latial. [21] user for transmission within the same resource slot; 2) For
with invoking a wireless power transfer model, where th#he multiple-antenna scenario, we invoke beamforming at th
positions of the power beacons, the legitimate and the eavBS for generating AN. In order to reduce the complexity of
dropping nodes were modeled using stochastic geometry. channel ordering of MISO channels for NOMA, we partitioned
Recently, various PHY layer technigues, such as cooperatitie circular cell of Fig. 1 into an internal disc and an exatrn
jamming [22] and AN [23] aided solutions were proposeting. We select one user from the internal disc and another
for improving the PLS, even if the eavesdroppers have betfeosm the external ring to be paired together for transmissio
channel conditions than the legitimate receivers. A papulwithin the same resource slot using a NOMA protocol. The
technique is to generate AN at the transmitter for degradipgimary contributions of this paper are as follows:
the eavesdroppers’ reception, which was proposed by Gdel an
Negi in [23]. In contrast to the traditional view, which reda « We investigate the secrecy performance of large-scale
noise and interference as a detrimental effect, generating NOMA networks both for a single-antenna aided and a
AN at the transmitter is capable of improving the security, —multiple-antenna assisted scenario at the BS. A protected
because it degrades the channel conditions of eavesdsopper zone synonymously referred to as the eavesdropper-
without affecting those of the legitimate receivers. An AN-  exclusion area, is invoked in both scenarios for improving
based multi-antenna aided secure transmission schenctealfe the PLS. Additionally, we propose to generate AN at
by colluding eavesdroppers was considered by Zhou and the BS in the multiple-antenna aided scenario for further
McKay [24] for the scenarios associated both with perfect an  enhancing the secrecy performance.
imperfect CSI at both the transmitter and receiver. As enkmt  « For the single-antenna scenario, we derive the exact
development, the secrecy enhancement achieved in wireless analytical expressions of the secrecy outage probabil-
Ad Hoc networks was investigated by Zhaegal. [25], with ity (SOP) of the selected pair of NOMA users, when
the aid of both beamforming and sectoring techniques. By relying on channel ordering. We then further extend on
simultaneously considering matched filter precoding and AN the secrecy diversity analysis and derive the expressions

generation techniques, the secure transmission stratégia
multi-user massive MIMO systems was investigated by é/u

al. [26]. Very recently, the PLS of a single-input single-outpu

(SISO) NOMA system was studied by Zhaagal. [27], with

of asymptotic SOP. The results derived confirm that: 1)
for the selected pair, the-th user is capable of attaining

a secrecy diversity order oh; 2) the secrecy diversity
order is determined by the one associated with the worse

the objective of maximizing the secrecy sum rate of multiple channel condition between the paired users.
users. « For the multiple-antenna scenario, we derive the exact

A. Motivation and Contribution

As mentioned above, PLS has been studied in various

scenarios, but there is still a paucity of research cortiobs
on investigating the security issues of NOMA, which motast

this contribution. Note that the employment of SIC in NOMA

results in a unique interference status at the receivershwh

analytical expressions of the SOP in conjunction with AN
generated at the BS. To gain further insights, we assume
having a large antenna array and derive the expressions
of SOP, when the number of antennas tends to infinity.
The results derived confirm that increasing the number
of antennas has no effect on the received signal-to-
interference-plus-noise ratio (SINR) at the eavesdrapper
when the BS is equipped with a large antenna array.



e It is shown that: 1) the SOP can be reduced both by
extending the protected zone and by generating AN at the
BS; 2) the asymptotic SOP results of our large antenna
array analysis is capable of closely approximating the
exact secrecy outage probability; 3) there is an optimal 8
desired signal-power and AN power sharing ratio, which
minimizes the SOP in the multi-antenna scenario. 6

B. Organization

The rest of the paper is organized as follows. In Section I, a
single-antenna transmission scenario is investigatedridom
wireless networks, where channel ordering of the NOMA users @ ,
is relied on. In Section Ill, a multiple-antenna transnossi A Basestaton  § User @ Eavesdropper
scenario is investigated, which relies on generating ANat tFig. 1: Network model for secure NOMA transmission in
BS. Our numerical results are presented in Section IV fsingle-antenna scenario, whetg, Rp, andoo is the radius
verifying our analysis, which is followed by our conclusson of the Eve-exclusion area, NOMA user zone, and an infinite
in Section V. two dimensional plane for Eves, respectively.

I1. PHYSICAL LAYER SECURITY IN RANDOM WIRELESS )
NETWORKS WITH CHANNEL ORDERING protocol, more power should be allocated to the user sufferi

from worse channel condition [5,6]. Therefore, the power
allocation coefficients satisfy the conditions that, > a,

. . o . and a,, + a,, = 1. By stipulating this assumption, SIC can
a BS communicates withl/ legitimate users (LUs) in the be invoked by then-th user for first detecting the specific

presence of.eavesdroppers (Eves): we assume tmmrs user having a higher transmit power (TX-power), who hence
are divided intoM /2 orthogonal pairs. Each pair is randomlyhas a less interference-infested signal. Accordingly
allocated to a single resource block, such as a time slot pr N . ’ '

T th user’s signal is then remodulated and deducted from the
an orthogonal frequency band. For simplicity, we only focus

our attention on investigating a typical pair of users irrsthiorlglnal composite signal. This procedure then directljudes

treatise. Random user-pairing is adopted in this ofor the decontaminated lower-TX-power signal of theh user
itselff. We assume having fixed power allocation sharing

each pair, the NOMA transmission protocol is invoked. It i stween two users. but optimal power sharing strategies are
assumed that BS is located at the center of a disc, denoted b ’ P b 9 9

D, which has a coverage radius & (which is defined as ca%able of further enhancing the performance of the netsvork

the user zone for NOMA [9]). Th&/ randomly roaming LUs considered, Whlch is beyond th‘? Scope o_f this paper. Based
. o o . on the aforementioned assumptions, the instantaneous SINR
are uniformly distributed within the disc. A random numbér o . : .
C Co . . of the m-th user and the signal-to-noise ratio (SNR) of the
Eves is distributed across an infinite two-dimensional @jan ) )
; : .. m-th user can be written as:
which are assumed to have powerful detection capabilities a )
can overhear the messages of all orthogonal RBs, i.e. time o || 1)
slots or frequency slots. The spatial distribution of aleEvs " an|hm|2 + pi’
modeled using a homogeneous PPP, which is denoted.by !
and it is associated with the density. It is assumed that the
Eves can be detected, provided that they are close enoughto _ . .
BS. Therefore, an Eve-exclusion area having a radius, i respecuvell)D/. We mtrodu.ce the convenient concept of trans
introduced. Additionally, all channels are assumed to isgpoSNR p, = a_§ wherePr is the TX-power of composite signal
quasi-static Rayleigh fading, where the channel coeffisiare  at the BS and? is the variance of the additive white Gaussian
constant for each transmission block, but vary indepemylenhoise (AWGN) at the LUs, noting that this is not a physically
between different blocks. measurable quantity owing to their geographic separation.
Without loss of generality, it is assumed that all the chésminePerfectly flawless detection is assumed in this treatiségiwh
between the BS and LUs obéy|* < ---|h,|> < ---|hn|> < s realistic at today’s state-of-the-art with the aid ofrétiive
.--|ha|*. Both the the small-scale fading and the path loss atierbo-detection techniques [30, 31]. Additionally, a bded
incorporated into the ordered channel gain. Again, we assupath loss model is used for guaranteeing that there is aigahct
that the m-th user and the:-th user {n < n) are paired path-loss, which is higher than one even for small distances
for transmission in the same resource slot. Without loss of

3

generality, we focus our attention on a single selected paijf't 'S assumed that perfect SIC is achieved at theh user, although
achieving perfect SIC may be a non-trivial task. As a coneaege, our

of users in the rest of the paper. In the NOMA transmissiQfalytical results may over-estimate the attainable sgcperformance of

networks. Our future work will relax this idealized simpiifig assumption,

2We note that however sophisticated user pairing is capabémnitancing perhaps by analyzing both the connection outage probabiliti the secrecy

the performance of the networks considered [11], which fsas&le for our outage probability of the networks considered, with theth@lresults derived
future work. in this treatise.

As shown in Fig. 1, we focus our attention on a secu
downlink communication scenario. In the scenario consider

VB, = pyan|hal’, 2



We consider the worst-case scenario of large-scale neswork  Proof: Based on(l), the CDF of ,, (x) can be
in which the Eves are assumed to have powerful detectierpressed as
capabilities [25, 32]. Specifically, by applying multiusktec-

tion techniques, the multiuser data stream received from BS Pr {'hm|2 < T } v < fu
can be distinguished by the Eves, upon subtracting intemfas (am — anx) py |’ n
generated by the superposed signals from each other. In fa(EVBm (x) = o

this assumption overestimates the Eves’ multi-user ddiibda 1,z > %m

ity. In the scenario considered, all the CSls of the LUs are o (6)

assumed to be known at BS. However, the CSls of Eves are
gssumed to be .unknown at the BS. The most detrimental E$ derive the CDE ofF,, (x), ®, can be expressed as
is not necessarily the nearest one, but the one having the bes - . .

) 4 m = Flp,. 2 (ﬂ) Based on(A.5), interchanging
channel to BS. Non-colluding eavesdroppers are considere (am=anx)py q Wi B .
this work. Therefore, the instantaneous SNR of detectileg tH]e parametersn. — n and applyingy = (@m—ana)ps’ W€

information of them-th user and thex-th user at the most °Ptin
detrimental Eve can be expressed as follows: . Mmoo 1)
VE. = Peln  max {IgelzL (de)} : (3) m pz:; ( p ) mtp
It is assumed that € {m,n}, p. = £% is the transmit SNR < m+p ) <ﬁ bzk> eféoqk%m. )
with o2 being the variance of the AWGN at Eves. Additionally, * \%0 T+ 4K/ \ ;5

ge is defined as the small-scale fading coefficient associated ™

with g, ~ CN(0,1), L (d.) = d% is the path loss, and. is By substituting(7) into (6), with the aid of the unit step
the distance from Eves to BS. Note that due to the existencefaifiction, the CDF ofF,, (x) can be obtained. The proof
the Eve-exclusion area (we assume> 1), it is not required is completed. ]
to bound the path loss for Eves sinéewill always be larger

than one. Lemma 3. Assuming that the eavesdroppers obey the PPP

distribution and the Eve-exclusion zone has a radius,of
o the probability density function (PDFY,, of the most
A. New Channel Statistics detrimental Evewherer € {m,n} ) is given by
In this subsection, we derive several new channel statistic
for LUs and Eves, which will be used for deriving the secrecy () = . B pd e 2T N OL (8, pra)
outage probability in the next subsection. VB fird x 20+l ’
(8)

Lemma 1. AssumingM randomly located NOMA users in
the disc of Fig. 1, the cumulative distribution function (ED
F., . of then-th LU is given by

a
"p

where i1 = 6T (pear)’, pine = §=2andl(,-)is

’
eQp

TEn the upper incomplete Gamma function
& (M - (1 Proof: To derive the PDF of.,,, (z), we have to compute
Fyp, (2) % n ) p Jntp. the CDF of F,,, firstly as
p=0 "
+ s 5 =
n+p ) ( H ka) = Ik Ck ppan xd®
Z L. k e ) (4) F. ) (.CC) :E.:pe F_ ¢ . (9)
7 (% + + 9K K=o VEx eeé(};[c>rp [ge | Dol
h K i lexity-vs- tradeoff t . . .
where 'S @ complexity-vs accuracyKra eof parame e[:ollowmg the similar approach as [33], by applying the
by = —wr\/1—¢7(¢r+1), bo = — > br, & = 1+ generating function [34](9) can be rewritten as
k=1 ~
[ (ox +1)]% wi = R dx = cos(Bgtm), SE = wd®
K F,, (z)=exp|—Ae 1-F, 2 = rdr
e - n+p _ _(ntp)! VB R lgel Dt
(q()v qi, 7QK)| ng =n+p,, (qo+”'+q1<) ol qK! R er
and e, = #ﬁ\n—l)' _ =exp —27r)\e/ re pear” dr| . (10)
Proof: See Appendix A . ] p

Lemma 2. Assuming M randomly positioned NOMA By applying [35, Eq. (3.381.9)], we arrive at:
users in the disc of Fig. 1, the CDF,, of the m-

th LU is given in (5) at the top of next page, where me@e%)sr(é,:_jg)
L,z >0 _ _ . FE,, (x)=¢ TR (11)
U(z) = 0Or<0o S the unit step function , and? = VB :

By taking the derivative of the CDF,,,_ (z) in (11), we
}- obtain the PDF~g, in (8). The proof is completed. ]

K
{(q07q11 7QK)| qu:m+p
=0



M—m K K
tm @m M —m\ (=1)" ( m+p ) - 3 der ey
F. )~U|lze—— | +U|——2 m pae | e #=o menEpy
VBm() ( an) (a )(‘0 Z( P )m_|_pz q0+"'+QK kl;[o k

85,
(5)

B. Secrecy Outage Probability Theorem 2. Assuming that the LUs position obeys the PPP

In the networks considered, the capacity of the LU's channf@r the ordered channels of the LUs, the SOP of theh

for the «-h user & € {m,n} ) is given byCp, = log,(1 + USer is giV(len by (16) at the top of next page, where we have
vB,.), While the capacity of the Eve’s channel for theth "m = 2Fm(i—a,,) — L )
user is quantified by’ = log,(1 + g, ). It is assumed that Proof: Ba_sed _or(13) and according to [37], the SOP for
the length of the block is sufficiently high for facilitatitge the m-th user is given by
employment of capacity-achieving codes within each block. o0
Additionally, the fading block length of the main channetlan P, (R:) =/ fre,, @)y, (27 (14 2) — 1) da.
of the eavesdropper’s channel are assumed to be the same. As 0 (17)
such, according to [36], the secrecy rate of thth and of the
m-th user can be expressed as Upon using the results ofLemma 2 and Lemma 3, as
" well as substituting5) and (8) into (17), after some further

Cn =[Cp, = Cp,]", (12) mathematical manipulations, we can express the SOP of the

m-th user. The proof is completed. ]

n
Com =[O = Ol (13) In this paper, based on the assumptions of perfect SIC of

where we havér]t = max{z,0}. Here, the secrecy rates ofLUs and strong detection capabilities of Eves aforemertion

LUs are strictly positive [37]. Recall that the Eves’ CSl arthe secrecy outage occurs in theth user and the-th user are

unknown at the BS, hence the BS can only send informatigitlependent. Note that relaxing these two assumptionsresqu

to the LUs at a constant rate, but perfect secrecy is not alwdg consider dependence between two users by discussing more

guaranteed [38]. Considering theth user as an example, if sophisticated connect/secrecy outage events, which cHozul

R, < C,, the information with a rate oR?, (v € {m,n} included in our future work with the aid of the results dedve

is conveyed in perfect secrecy. By contrast, for the case ibfthis paper. In other words, the SOP of theth user has

R, > C, the information-theoretic security is compromisedlo effect on the SOP of the-th user and vice versa. As a

Motivated by this, secrecy outage probability is used as oe@nsequence, we define the SOP for the selected user pair as

secrecy performance metric in this paper. Given the exgectdat of either then-th user or then-th user outage.

secrecy rateR, of the x-th user, a secrecy outage event i

declared, when the secrecy rate drops belowR,, which

is defined as the SOP for theth user. Recall that we have Pon=1—(1—P,)(1-P,), (18)

allocatedM users toM /2 orthogonal RBs, each pair of users

are independent from all other pairs of users. We focus owhere P, and P,, are given by(14) and (16), respectively.

attention on the SOP of a typical pair of users. We then derive

the SOP of thex-th user in the following two Theorems.

We consider the SOP under the condition that the connection Secrecy Diversity Order Analysis

between BS and LUs can be established. In order to derive the secrecy diversity order to gain

Theorem 1. Assuming that the LUs position obeys the Ppfrther insights into the system’s operation in the highRSN

for the ordered channels of the LUs, the SOP ofiihia user egime, the following new analytical framework is introgic

is given by (14) at the top of this page. Again, as the worst-case scenario, we assume that Eves have
Proof: In this treatise, we consider the SOP under th@ Powerful detection capability. The asymptotic behavior i

condition that the connection between the BS and LUs c8Ralyzed, usually when the SNR of the channels between the

be established. As such, the SIC has been assumed toBfeand LUs is sufficiently high, i.e., when the BS's transmit

successfully performed at theth user. Based orf12), the SNR obeysp, — oo, while and the SNR of the channels
SOP is given by between BS and Eves is set to arbitrary values. It is noted

- that for the Eve’s transmit SNR of, — oo, the probability
P, (R,) :/ Frs, @) Fyy (2% (14 2) — 1) dz. (15) of successful eavesdropping will tend to unity. The secrecy
0 " " diversity order can be defined as follows:
Upon using the results dfemma 1 and Lemma 3, substi- log P>
tuting (4) and (8) into (15), after some further mathematical ds = — lim 1 ;
manipulations, we can express the SOP ofsthih user. The prroe 08P
proof is completed. m where P> is the asymptotic SOP.

?’roposition 1. The SOP of the selected user pair is given by

(19)



P (Fn) = Mz_:n (Mp_ n) %Z (QO +n- +i QK) (,ﬁo bZk)

p=0 SP

K R
00 § —lnaT ST (S N CH LI 27 (Ata)—1
e o 5 > akck —
></ 1251 ('u712 + (0, ptn )>e e = i
0

- s o da. (14)

M—m K
_ pm1T(8Tmrm2) M —m (_1)1’ m+p
P, (Rp)=1-c¢ m® + ©Om ( )— bk
(Bm) o 2 P m+pZ do+ - +ax I1 0

p=0 gr. k=0

K R
. § p—hmar _ pm1 T pmow) 2 mte)-1
e I (6, pmaz =0 I Crr e @)=
y - 7. N (0, tma) . o T lam—an P (ho) -1y g (16)
o T .CC5+1

_ pmi1T8pma®)

Corollary 1. Assuming that the LUs position obeys the PPRhere we have),; = fOT’" [hm1€ «? X
for the ordered channels of the LUs, the asymptotic SOP @f5 .—smas  s51(5,1,002) (2%m (142)—1)¢ md
the n-th user is given by E x R ) (am—an (2Fm (1+z)—1)) T

G, = €292 and D,, = m.

P> (Ryn) = Gnl(py) P +0 (p;D") , (20) Proof: Based onb,, and (22), we can arrive at:
o Pm xl "
[e'e) _ bna T ppoz) ~N— - .
where we have), = fo ln1€ Haltn X P m ((am —anx)pb> (24)
(uize*”"” + JF(éﬁqu) ((QR”<1+I>1)4) da, Substituting(24) into (6), the asymptotic CDF of s, can be
m v on expressed as
G, = 2% andD, = n. " "
Proof: We commence our diversity order analysis by Fsy (z)=U (I - a—m) +U (a—m - w) o, (29)

characterizing the CDF of the LU$?>; and F7; in the o )
high-SNR regime. Whep — 0, based on(A.3) and the where ®2° is given in (24). Then, based _0r(17), we can
approximation ofl — ¢~ ~ y, we obtain the asymptotic ePlace the CDF off’,, = by the asymptotid”> ~of (25)

- Additionally, we can formulate the asymptotic SOP ofith¢h
unordered CDF oﬁhn

2
as follows: user. The proof is completed. u

Remark 2. Upon substituting(23) into (19), we obtain the

2y [BP
F|%<il|2 (y) ~ R—g/o (14 r*) rdr =y, (21) secrecy diversity order of thew-th user ism.
D

Proposition 2. For m < n, the secrecy diversity order can be

wherel = 1+%. Substituting21)into (A.2), the asymptotic expressed as
7 2 o0 o0 o0 o0
unordered CDF oﬁhn is given by d. = — lim log (P + P — PRBRR) (26)
py—>00 log ps
Mon /ar 0 (—1)? 0 Proof: Based orCorollary 2 and Corollary 1, and upon
2 (Y) = ¥n ——( ~ —(yl) .  substituting an into , the asymptotic or
Fi e ) b W0 R R substituting(20) and (23) into (18), th ic SOP f

p=0 the user pair can be expressed as

P2, =PX + PX — PEPX = PXGolpy) ", (27)
Then based 0(A.1), we can obtainFye (z) ~ 2= =zt n_ Upon substituting27) into (19), we arrive at(26). The proof

n Pbln

Based on(15), we can replace the CDF of’,, by the IS completed. u

asymptotick, . After some manipulations, we arrive at theRemark 3. The results of (26) indicate that the secrecy
asymptotic SOP of the-th user. The proof is completed®  gjyersity order and the asymptotic SOP for the user pair

Remark 1. Upon substituting(20) into (19), we obtain the considered are determined by theth user.
secrecy diversity order of the-th user isn. Remark 3 provides insightful guidelines for improving the

Corollary 2. Assuming that the LUs position obeys the PPI§OP of the networks considered by invoking user pairing

for the ordered channels of the LUs, the asymptotic SOP @p}tong_ ofdtr;)e]\/{/h utse;st.hSince thhe .SOP of a ur?er p?ir_ti§
the m-th user is given by etermined by that of the one having a poor channel, it is

efficient to pair the user having the best channel and thenseco
) best channel for the sake of achieving an increased secrecy
diversity order.

(22)

Py () = Gunlp) " 40 (0, 7), (23



8 o? is the transmission power of the desired information-
bearing signal, whilePy = (1 — 0) Pr = (N4 — 1) o2 is the
transmission power of the AN. Her# represents the power
sharing coefficients between the information-bearing align

and AN.

As shown in Fig. 2, we divide the disb into two regions,
namely, D; and D, respectively. The motivation of using
this topology hinges on two aspects. The first one is to create
more distinct channel quality differences between theeghir
users, since existing NOMA studies have demonstrated that i
is beneficial to pair two users having rather different ctenn
conditions [5, 11, 40]. The second one is that of reducing the
A Base station § User m ) User n & Eavesdropper complexity of channel ordering in this MISO NOMA system,

Fig. 2: Network model for secure NOMA transmission usinp"hich provides a compelling flexibility. By doing so, the pat
AN in multiple-antenna scenario, wherg, Rp,, Rp,, and oss is the dominant channel impairment in this scenarie, be

o is the radius of the Eve-exclusion zone, NOMA user zorf@USe compared to the instantaneous small-scale fadegeff
for usern. NOMA user zone for usem. and an infinite two the path loss is more stable and more dominant. A quangtativ

dimensional plane for eavesdroppers, respectively. example of comparing the small-scale fading and path loss wa
provided in Chapter 2 of [41]. Note that the proposed design

cannot guarantee the optimal ordering for MISO NOMA chan-
nels. More sophisticated precoding/detection desigriesii@s
(e.g., cluster based design, signal alignment and etc.pean
developed for further enhancing the attainable performanc
In addition to single antenna scenario [1], for further imof the networks considered [42,43], but this is beyond the
proving the secrecy performance, let us now consider tBgope of this treatise. Her&; is an internal disc with radius
employment of multiple antennas at BS for generating A, , and the group of usen is located in this regionD
in order to degrade the Eves’ SNR. More particularly, thg an external ring spanning the radius distance fi@p to
BS is equipped withV4 antennas, while all LUs and Evesg, , and the group of usem is located in this region. For
are equipped with a single antenna each. Hevg, > 2 simplicity, we assume that userand usen are the selected
is assumed for ensuring the existence of a null-space {@ser from each group in the rest of this paper. The cell-cente
two NOMA users. We mask the superposed information @kern is assumed to be capable of cancelling the interference
NOMA by superimposing AN on Eves with the aid of theof the cell-edge usem using SIC techniqués Usern and

BS. It is assumed that the perfect CSI of LUs are known gterm are randomly selected in each region for pairing them
BS®. Since the AN is in the null space of the intended LU’'$or NOMA. The combined signal at user is given by

channel, it will not impose any effects on LUs. However, it
can significantly degrade the channel and hence the capdcity MW /T S MW /@nsn 0 Vi /Gty

Ill. ENHANCING SECURITY WITH THE AID OF ARTIFICIAL
NoOISE

Eves. More precisely, the key idea of using AN as propos&e = + gy,
. ; ) V14+dy V14+dy 1+ de

in [39] can be described as follows: an orthogonal basis of + t t

C™N4 is generated at BS for user (wherex € {m,n}) as a Signal part Interference and noise part

(Na x N4)—element precoding matrif,. = [u,, V], where (29)

we haveu, = hL/HhNII ,andV, is of size Ny x (Ng — 1).
Here, h,. is denoted as the intended channel between the
and user. It is noted that each column &f,; is orthogonal to
u,. Beamforming is applied at the BS for generating AN. A
such, the transmitted superposed information, which iskeths
by AN at the BS is given by AN _ 02 [ |° 30
B, = ) Wt 2 ) N ) ( )
Z VX, = Z Van (50 +t.Vy),  (28) an 0% D pEr | + an02|h, V| + 14 d,

ke{m,n} kE{m,n}

g@ere n,, is a Gaussian noise vector at user while d,,
is the distance between the BS and userSubstituting (28)
g1t0 (29), the received SINR at usser is given by

here the variance ai,, is normalized to unity. As such, we
an express the transmit SNR at BSgas= Pr.
Since SIC is applied at user the interference arriving from
| userm can be detected and subtracted firstly. The aggregate

wheres, is the information-bearing signal with a variance o
o2, andt, is the AN. Here the {4 — 1) elements oft,, are
independent identically distributed (i.i.d.) complex Gsian

random variables with a variance of. As such, the overal
power per transmission By = Ps+ P4, wherePg = 0Pr =
5Note that upon invoking the signal alignment technique ,[4B¢ BS is

4In practical scenarios, estimating the CSI may be a noratritask, capable of simultaneously supporting multiple pairs of N®Msers, by

therefore, our work actually provides an upper bound in teofithe attainable designing more sophisticated precoding/detection sfiegefor interference
secrecy performance. cancelation. However, these considerations are beyonsctipee of this paper.



signal at usern is given by Fé‘g is given by

h,u,\/a,s h,V.,.vants, vo NSt P
Vi = nUnp na n + m 77; +n, , (31) Fé\i\]( ) =1—¢ an Z (VI') Z <p> agfpx
W/1+dn \/1+d p=0 P q=0 q
Signal part Interference and noise part Na_2 (NA—l _ L)l
Pa Ps

wheren,, is the Gaussian noise at usey while d,, is the G ot Na-1
distance between the BS and userThe received SINR at (m + P_s) =0
usern is given by

NA 1\ aHi+L

(q+l+1)

1(6)
AN _ ana§||hn||2 e v (u+d, FRp u+9, 2 Rp,
T o Vol 1 dy DY (p u q) ( ())+g ) (36)

al
where ~(-,-) is the lower incomplete Gamma
function, T'(-) is the Gamma function, a; =

u=0
where the variance afi,, is hormalized to unity. The signal
observed by Eves is given by

1-Na
ve= 3 hevaoxe (33) 5@‘%5%) / (R, — R}, ) Ps), and
kE{m,n} \/@ v= G:ITILDS ’

For the case of) = N— the CDF ofFAN is given by
wheren, is the Gaussian noises at Eves, whilee ¢1*V4  (36) upon substituting (¢ ) by I* (8), where we havé* () —

is the channel vector between the BS and Eves. Similar to the.r(¢+N4) = p—q _ 5

e > (P9) andag = — .
single-antenna scenario, again, we assume that the Eves haw-+ ) w=0 (R3,—R3, ) PsNa(Na—1)!
a strong detection capability and hence they unambiguously Proof: See Appendix C. [ |

distinguish the messages of userand usem. The received
SINR of the most detrimental Eve associated with detecti
userk is given by

Lemma 6. Assuming that the distribution of Eves obeys a
'BPP and that the Eve-exclusion zone has a radius, othe
PDF of /., an (Wherex € {m,n}) is given by

X 0.7,
AN _ 2 ek fAN (x) = —e®r¥rix
VB T M5 TS, {fé‘“v +d2 } ’ 59 e § . AN
(/LSQN) e hn2 69/%\1]&1
where the varlance ah, is hormalized to unity, and we have . Wit + . T OV |, (37)
2
Xer = |he Ih. H‘ as well asI*N = a,,02||h.V,,|| (o)
ano2|h V||, where ©, = ——%=~+, I'(,,-) is the upper incom-
plete Gamma function¥,; = Q—2r—— U,, =
(a5 +7:)
j N
A. New Channel Statistics Q L ( F— a:135>* Q= (-1 pal x
(amPs +Tl) (%Ps +Tl)
In this subsection, we derive several new channel staiistif[ Na=1 NS 1CLN N (27— L)jf(QNA72) [ —
for LUs and Eves in the presence of AN, which will be use Ti == T ! ’
for deriving the SOP in the next subsection. =45 =0 oy, N1 = (QJJVVﬁ_f]?_*f),
. . .. . 5 Ty
Lemma 4. Assuming that usern is randomly positioned in paf = mAcb(asPs)°, a”dﬂﬁzN = anPs’
the discD; of Fig. 2, the CDF ofF4Y is given by Proof: See Appendix D. u

FAN (2) = 1 — bye ™ om Z

Naz 1§p p ( ) B. Secrecy Outage Probability

In this subsection, we investigate the SOP of a multiple-
antenna aided scenario relying on AN.

—p P4 a“+5 u+9, MR )
P(Na—1+gq)af? Z <p - q> ( . Theorem 3. Assuming that the LUs and Eves distribution
(v + —Nﬁ_l)Nqu b
A

(9)*+° obey PPPs and that AN is generated at the BS, the SOP of

usern is given by (38) at the top of next page, wherg =
(35) 9(2 % (1+2)-1)

u=0

s Pargof: Using the results dfemma 4 andLemma 6, upon
R%lF(NAfl)(Ni‘ll) substituting(35) and (37) into (15), we can obtain the SOP

Proof: See Appendix B. B of usern. The proof is completed. n

where we havé,; =

=T andy = - PS

Lemma 5. Assuming that usem is randomly positioned in Theorem 4. Assuming that the LUs and Eves distribution
the ring D, of Fig. 2, for the case ob # NLA the CDF of obey PPPs and that AN is generated at the BS, for the case



~
S
=
=
s
I

T

00 AN\9 —m;LAN
o e~ THn2 00,V
/ —eOn¥m <M\I}nl + "Tnl
0

+ Gnquﬂ)

Np—1 P pP—q «
e nx D I'(Ng—1+4¢q)al, p—q\ 7 (u+ 0, RY)
|1t 30 S (1) L N (7 o) | e, (39)
p=0 q=0 (aan* + 1{_‘,; ) u=0 nx
00 AN\S —zply
mo ) € hm2 00,V
P (Rm) =/ —Om¥m <—(M ) Uy + —2 Gm\I!m2>
0 z x
l
Na-1 P Np—2 1 (Na-1 1 L'(g+1+1)
. . D T(g+1) u( Pa Ps) q X
10 3 iy (q) a B o | i | 9)
p=0 ' ¢=0 (aan* + P_s) =0 ((Inbm* + —ng_l)

0 + NLA the SOP of usem is given by (39) at the top of Nlig}oo [hm Vi[> = N4 — 1. We first derive the asymptotic

- Py 1mNA
s (i)

next page, where we havg =
pad \m{ (R%z_Rle)Ps

CE)F of usern for Ny — oo.

Lemma 7. Assuming that usen is randomly located in the

- piq (r-1) ’Y(u+57bm*R%glj’l(uﬁ-(s,Lyn*RaDl)’ and ., — gi/SCDl of Fig. 2 andN, — oo, the CDF of F4~__ is given
U(QRm(lqu_m)fl)
Qn ' 1 . . 01 T < C’ﬂ

For the case of) = 5, the SOP for usem is given by . s
(39) upon substituting (§) with K* (6), whereK* (4) = 1 — FAN (z)={ 1_ (“2fe%A —a,,Pa-1) G <z<€

* Nall P P I Na)al - * * " R% e =
af X 3 () e 3 ()T andaj = Le>é,

p=0 q=0 (aan,A»%) u=0
Se~tmx (41)
T ) T
: i _ anPsN _ anPsN
Proof: Using the results dfemma 5 andLemma 6, upon where we have,, = Wm and¢,, = enfsla

substituting(36) and (37) into (17), we obtain the SOP of user

m. The proof is completed. Proof: Based or{32), we can express the asymptotic CDF

of FAN_asF4N_(z) = Pr{ia anPsNa _ < ¢, After some
.. . . . ns s m A+1+dn
Proposition 3. The SOP of multiple-antenna aided scenarigyrther mathematical manipulations, we can obtain the CDF

relaying on AN for the selected user pair can be expressed @SFérf\,]oo for large antenna arrays. The proof is completed.
P =1-(1-P3") (1-PY). (40) "

Lemma 8. Assuming that usem is randomly located in the
C. Large Antenna Array Analysis ring D, of Fig. 2 andN 4 — oo, the CDF of F4Y __ is given
In this subsection, we investigate the system’s asymptotiy
behavior when the BS is equipped with large antenna ar-

rays. Large antenna arrays using narrow beamforming are Lz > Gm

potentially capable of distinguishing multiple users ireth R g2 ~emPslVA
X Dy —tmtbre nPs
angular domain [44,45]. Nonetheless, the users covered by R TG
— 2 1

. . . N
the same narrow beam in dense deployments still remaifiz,, o (z) = o )

tm

Rp, """ dr,Cm2 < T < Gn1

non-orthogonal [46]. It is noted that for the exact SOP D1
derived in (39) and (38), a®V4 increases, the number of b FanPs (Rp, e S < ¢
summations in the equations will increase exponentiatyctv R},,—RL, JRpy ’ m2

imposes an excessive complexity. Motivated by this, we seek (42)
good approximations for the SOP associated with a large

N4. With the aid of the theorem of large val2ues, we havghere we have b, =
the following approximations [24]NEglm|\hn|\ — Nua, ?/aszsNA —anPa—1, Cm

lim ||hy|? — Ng,
NA%OO

apPa+1
2e enPs  t..

am PsNa ¢ —
Ry, +anPat1)>m?2

amPsNa
R%2+anPA+1 !

amPsNa

and¢,, = A

lim ||h,Vn]? = Na — 1, and
NA%OO
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Proof: Similarly, based 0(30),the CDF of the asymptotic TABLE I: Table of Parameters

Fé‘ﬁoo is given by Monte Carlo simulations repeated 10% times
The radius of a disc region for Eves 1000 m
power sharing coefficients of NOMA am = 0.6, ap, = 0.4
PoN Targeted secrecy rates R, = R, = 0.1 BPCU
AN (a?) — Pr Am "SIV A < Pass loss exponent a=4
) hi p 14+ do The radius of the user zone of Section I Rp =10 m
anPs |\ Wy |+ anPa + 1+ dg, The radius of the user zone of Section 1 Rp, =5 m, Rp, =10 m
(43)
After some further mathematical manipulations, we obtafOP for usem is given by
the CDF ongfn\CoO for large antenna arrays. The proof is B G e Pt
completed. m PMN(R)=1-c¢ (xn2)?
Pz

Let us now turn our attention to the derivation of the Eves’ N Xn2  wAr(spple)e Ps L
. . N —_ — —_—
PDF in a large-scale antenna scenario. + tni / e «? anPs Hy
X

nl

Lemma 9. Assuming that the Eves distribution obeys a PPP 1 anPsN 4
and that AN is generated at the BS, the Eve-exclusion zone< | 1 — R2 <2Rn 1tz -1
has a radius of,, and N4 — oo, the PDF offﬁ:m (where Dy

&
— amPa — 1) ) dz, (47)

k € {m,n}) is given by where x,1 = SRl — 1, xn2 = Sl — 1, and E, =
- 8 5-1_—uAN P s
Pyr v g“fév) 2l 4T (5, o) (B + 8))
AN (s e)e S roof: Using the results dfemma 7 andLemma 9, upon
jan_(z)=e ad wPs AN g0 substituting(41) and (44) into (15), we can express the SOP

for usern. [ |
ANNS -1 —p Ny AN Py 5>)
X ) e P T T (6, iy T +-1]. )
<(M 2 ) ( Hin2 ) <GNPS T Corollary 4. Assuming that the LUs and Eves

(44) distribution obey PPPs, AN is generated at the BS,
and Ny — oo, the SOP for usern is given by (48)
Proof: Using the theorem of large values, we havat the top of the next page, where we hafg =
lim IAN = a,02||he V| + ano?|heV,|* — Pa. The o9 (HAN(MQJQVI)‘HG—N?H% +T (6, Y ) ( Py é))

Na— m2 m am Ps T
agymptotic CDF ongi\{x associated withV,4 — oo is given A _ fzflfz re%dr,Ag _ f;n; re%dr,
by 1 1
trsx = ?/215;”(113?,];])111 - anPA - 1, andeQ = C;}%:l —1.
aPsXe Proof: Using the results df emma 8 andLemma 9, upon
Fyan (z) = Pr {ee@fig?m {719012 +de } > } substituting(42) and (44) into (17), we can express the SOP
' for userm. The proof is completed. ]
= Eg, H Fx, . <M) _ (45) Proposition 4. Under the assumption oV, — oo, the SOP
e€D.,de>Tp axPs of multiple-antenna aided scenario relaying on AN for the

selected user pair can be expressed as
FoIIowin_g the prpcedure uged for derivir(gO),_we apply .the pﬁflvoo =1- (1 - Pvﬁ{\)]o) (1 - P,f‘f)\’o) : (49)
generating function and switch to polar coordinates. Théh w ’ ’ ’
the help of [35, EQq. (3.381.9)[45) can be expressed as  Where P!} and P, are given by(47) and (48), respec-
tively.

PANT (6,1'x) _ ra

5 e ““PS]- (46) IV. NUMERICAL RESULTS

In this section, our numerical results are presented for
characterizing the performance of large-scale networke T
complexity-vs-accuracy tradeoff parameterds= 20. Table |
summarizes the the Monte Carlo simulation parameters used

Remark 4. The results derived if44) show that the PDF of in this section. BPCU is short for bit per channel use.
fﬁ:m is independent of the number of antenrég in our
large antenna array analysis. A. Secrecy outage probability with channel ordering

Let us now derive the SOP for our large antenna arrayrom Fig. 3 to Fig. 5, we investigate the secrecy perfor-
scenario in the following two Theorems. mance in conjunction with channel ordering, which correspo

to the scenario considered in Section II.
Corollary 3. Assuming that the LUs and Eves distribution Fig. 3 plots the SOP of a single usen{th andn-th) versus
obey PPPs, AN is generated at the BS avid — oo, the p, for different user zone radii. The curves represent thetexac

’YEK,OO

F oanv (z) =exp [—

x

Taking derivative of(46), we obtain the PDF O.ffvg{v . The
proof is completed. v [
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Ppx

pAN (802 xm1) —PAXm AN Xmz _ pad(sufa)e omPs amPgN 4 Paz
— _Re 777 aK 1 1 blAl - 5 ~ (2R _ T amPg —
PAN (Rm)=1-—c¢ (xm1)® € s mi/ e x @CRmQ+s)-1anpPs  amPs T, g
Pjyx
urz‘rll]l\/ Xm1 _u;‘}ﬁ’l‘(é,y,ﬁ’z}’m)e am Pg Py ) ) __ amPsNy _
+ 2 _ 2 e P amPs | Rp, —t;,. +bie @fim (te)-1)anPs | 2y Aodz, (48)
Do - D, Xm2
10° ——e 10° 2
> —
2 =10m] = a=4
3, g, 1
® 10 ¢t o 10 ¢
5 : N
= . N
3 AN % R\'.\\
21072} Sy 2107 : o
g A R asymptotic o
. . AN
° - , N © o simulation RN
& 3| © simulation ® 2. -3 o R
@ 10 . o 10 exact, m=2, n=3 ¢
5 asymptotic N o - ¢ o1 noo
2 ~ — —exact, user m o exact, m: , n:
10 exact, user n | | P - exact, m=1, n=3 |
0 10 20 30 40 50 0 10 20 30 40 50
p, (dB) p, (dB)

Fig. 3: The SOP versug,, with p. = 10 dB, a = 4, Fig. 4: The SOP of user pair versys, with p. = 10 dB,

Ae =103, M =2, m=1,n=2,andr, = 10 m. The \.=10"3% Rp =10 m, M = 3, andr, = 10 m. The exact
exact analytical results are calculated from (16) and (T#g analytical results are calculated from (18). The asymetoti
asymptotic analytical results are calculated from (20) @3J. analytical results are calculated from (27).

10°

analytical SOP of both the:-th user and of.-th user derived

in (16) and (14), respectively. The asymptotic analytic@PS

of both them-th andn-th users, are derived in (23) and (20)

respectively. Fig. 3 confirms the close agreement betwesn

simulation and analytical results. A specific observat®that

the reduced SOP can be achieved by reducing the radius

the user zone, since a smaller user zone leads to a lower p

loss. Another observation is that theth user has a more

steep slope than the-th user. This is due to the fact that we

havem < n and them-th user as well as-th user achieve

a secrecy diversity order ofi andn respectively, as inferred A =10

from (23) and (20). »
Fig. 4 plots the SOI_3 of the selected user pair versus t 10 5 4 5 8 10 12 14 16 18 20

transmit SNRp, for different path-loss factors. The exaci r(m)

analytical SOP curves are plotted from (18). The asymptou.

analytical SOP curves are plotted from (27). It can be oleskrvFig. 5: The SOP of user pair versug, with p, = 50 dB,

that the two kinds of dashed curves have the same slopgs= 40 dB, M = 2, m = 1, n = 2, anda = 4. The exact

By contrast, the solid curves indicate a higher secrecygautaanalytical results are calculated from (18).

slope, which is due to the fact that the secrecy diversitgord

of the user pair is determined by that of the poor one. This

phenomenon is also confirmed by the insightlREemark 1.  E density )\, results in an improved PLS, i.e. reduced SOP.
Fig. 5 plots the SOP of the selected user pair verstifis behavior is due to the plausible fact that a lower

rp for different densities of the Eves. We can observe thegsults in having less Eves, which degrades the multiuser

as expected, the SOP decreases, as the radius of the HEueersity gain, when the most detrimental E is selected. As

exclusion zone increases. Another option for enhancing theresult, the destructive capability of the most detrimenta

PLS is to reduce the radius of the user zone, since it reduéeds reduced and hence the SOP is improved. It is worth

the total path loss. It is also worth noting that having a lowgointing out that dynamic power sharing between two users is

A= 1073 o simulation
— — —exact, Ry=5m

exact, RD =10m

Secrecy outage probability
=
o
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Al —— exact, user m

> Thal 4 simulation, user m
= Thal_ —exact, user n >
-% 101 ’ o simulation, user n 1 3
S 8
o o
o -4 o
g_’ - A [)

- N (o))
& 107 E 3
45 >
o o

>

> 8
Q3 J %)
o 10 Q
o) . )
U) —o o—H4

4 . . . . . . P X L

10 -4 -3 -2
01 02 03 04 05 06 07 038 10 10 10

Fig. 6: The SOP versug, with « =4, Rp, =5 m, Rp, = Fig. 7: The SOP versuk., with § = 0.8, « =4, Rp, =5 m,
10 m, A\ = 1074, N4 =4, p, = 30 dB. The exact analytical Rp, = 10 m, p, = 30 dB, r, = 4 m. The exact analytical
results are calculated from (39) and (38). results are calculated from (39) and (38).

capable of improving the secrecy performance of the scesar
considered, but this is beyond the scope of this paper.

B. Secrecy outage probability with artificial noise

From Fig. 6 to Fig. 10, we investigate the secrecy perfa
mance in the presence of AN, which correspond to the scene
considered in Section Il

Fig. 6 plots the SOP of usern. and usern versusé for
different Eve-exclusion zones. The solid and dashed cun

Secrecy Outage Probability

represent the analytical performance of userand user — A Without AN {
n, corresponding to the results derived in (39) and (3€ —— With AN

Monte Carlo simulations are used for verifying our derigas. 10 : : : : :

Fig. 6 confirms a close agreement between the simulation & 4 > o N7 8 9 10
analytical results. Again, a reduced SOP can be achieved ., A

increasing the Eve-exclusion zone, which degrades thenetharFig. 8: The SOP of the user pair versig, with Rp, =5 m,

conditions of the Eves. Another observation is that user Rp, =10 m, a = 3, A\, = 1073, p; = 30 dB.

achieves a lower SOP than user, which is explained as

follows: 1) usern has better channel conditions than user

m, owing to its lower path loss; and 2) useris capable which is the benefit of the improved multi-antenna diversity

of cancelling the interference imposed by userusing SIC gain.

techniques, while usen suffers from the interference inflicted Fig. 8 plots the SOP of the selected user pair verSus

by usern. It is also worth noting that the SOP is not dor different path loss exponents. In this figure, the curves

monotonic function of. This phenomenon indicates that thereepresenting the case without AN are generated by setting

exists an optimal value for power allocation, which depends= 1, which means that all the power is allocated to the

on the system parameters. desired signal. In this case, the BS only uses beamforming
Fig. 7 plots the SOP of usem and usern versus)\. for transmitting the desired signals and no AN is generated.

for different number of antennas. We can observe that thi@e curves in the presence of AN are generated by setting

SOP decreases, as the E density is reduced. This behatios 0.9. We show that the PLS can be enhanced by using

is caused by the fact that a lower leads to having less AN. This behavior is caused by the fact that at the receiver

Eves, which reduces the multiuser diversity gain, when tiséde, userm and usem are only affected by the AN generated

most detrimental E is considered. As a result, the distiactiby each other; By contrast, the Eves are affected by the AN

capability of the most detrimental E is reduced and hence tbkEboth userm and usem. We can observe that the SOP of

secrecy performance is improved. It is also worth noting ththe selected user pair decreases, as the Eve-exclusiars radi

increasing the number of antennas is capable of increaseg increases.

secrecy performance. This is due to the fact thst,||* in (30) Fig. 9 plots the SOP of the selected user pair vegsiend

and||h,||* in (32) both followGamma (N 4, 1) distributions, 6. It is observed that the SOP first decreases then increases as
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Fig. 9: SOP of the user pair versps and 6, with N4 = 4, Fig. 10: Large analysis for the SOP of user pair ver8ius

a=4,Rp, =5m,Rp, =10m, A\ = 1074, r, =10 m. with § = 0.8, Rp, = 5m, Rp, = 10 m, A\, = 1074,

The exact analytical results are calculated from (40). rp, = 5 m. The asymptotic analytical results are calculated
from (49).

p¢ increases, which is in contrast to the traditional trendergh

the SOP always decreases as the transmit SNR increagRsrsity order of the user pair was also characterized.a$ w
This behavior can be explained as follows. The SOP of tlg@,awﬂca"y demonstrated that the secrecy diversity oves
selected user pair is determined by userAs p, increases, getermined by that one of the user pair who had a poorer
on the one hand, the signal power of useris increased, channel. For the multiple-antenna scenario, it was shoan th
which improves the secrecy performance; On the other haige Eves’ channel quality is independent of the number of
userm also suffers from the interference imposed by user gntennas at the BS for large antenna array scenarios. Numer-
(including both the signal and AN), because wigincreases, jca results were also presented for validating the anglysi

the signal power of usen is also increased, which in tum\yag concluded that the secrecy performance can be improved
degrades the secrecy performance. As a consequence,$hefpyh by extending the Eve-exclusion zone and by generating
a tradeoff betweem,; and the SOP. It is also noted that the\N at the BS. Assuming perfect SIC operations may lead to
power sharing factof also affect the optimal SOP associate@yerestimating the performance of the networks considered
with different values ofp;. This phenomenon indicates that ithence our future research may consider investigating ifaper

is of salient significance to select beneficial system patarse s|c. Optimizing the power sharing between two NOMA users
Furthermore, optimizing the parametgisand? is capable of s capable of further improving the secrecy performance of

further improving the SOP. the networks considered, which is another promising future
Fig. 10 plots the SOP of large antenna arrays of the selecigdearch direction.

user pair versud’, parameterized by different transmit SNRs.
The dashed curves represent the analytical SOP of the eglect

user pair, corresponding to the results derived in (49). We APPENDIXA: PROOF OFLEMMA 1
observe a close agreement betweep the 'Fheoretlcal anaIySLFO derive the CDF off’,,, based on (2), we can formulate
and the Monte Carlo simulations, which verifies the accuracy

of our derivations. We observe that @6, increases, the ) T
approximation used in our analysis approaches the exact SOF~s () = Pr {pban|hn| < I} = Fp,,2 <p—a> ; (A1)
This phenomenon indicates that the asymptotic SOP derived bin

converges to the exact values, wh¥n is a sufficiently large whereF, |- is the CDF of the ordered channel gain for the

number. n-th user. Assuming = T and using order statistics [47]
as well as applying binary series expansion, the CDF of
V. CONCLUSIONS the ordered channels has a relationship with the unordered
In this paper, the secrecy performance of applying ttf&annels captured as follows:
NOMA protocol in large-scale networks was examined. Men

Specifically, stochastic geometry based techniques wezré us Fin 2 (4) = on Z (M - n) (—1)” (F ) (y))ner’
for modeling both the locations of NOMA users and of the " =0 ntp\ |kl

Eves in the networks considered. Additionally, new anediti (A.2)
SOP expressions were derived for characterizing the system

secrecy performance in both single-antenna and multiplhere F; . is the CDF of unordered channel gain for the

antenna scenarios. For the single-antenna scenario,dhexge n-th user.
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Based on the assumption of homogeneous PPP, and by APPENDIX C: PROOF OFLEMMA 5
relying on polar coordinatesEVI k is expressed as Based on (30), we express the CDFIG{Y as
) Rp o FAN =P AN <
F|]~1 |2 (y) = R_2/ (1 — 67(1+T )y) rdr. (A3) m (x) r{/}/Bm - :E}
" D Jo 2
amg | by |

However, it is challenging to arrive at an easily implemente= Pr 5 <z
insightful expression for"}; § (y). Therefore, the Gaussian- ano? hm%‘ + ano2|hy V| |* + 1+ do,
Chebyshev quadrature relationship [48] is invoked for figdi (C.1)

an approximation of (A.3) in the following form: ) ) S
It may be readily seen thgh,, ||~ obeys a Gamma distribution

K . 2
—e having the parameters §fV4, 1). Hence the CDF ofih,, ||
= 2 ~ kY . . . ’
B2 @) ;Obke A4 g given by
Substituting (A.4) into (A.2) and applying the multinomial AN . Na_l p
theorem, the CDF|,, |- of ordered channel gain is given by Fg,, (#)=1-e Z Pl (C.2)
p=0
M—n
M — -1)? 2

Ep 2 (y) = on Z < n)% Denoting X,, = |h,, HEEII Y = ||, V,|]°, based on

p=0 P P (C.2), we can re-write (C.1) as

K K
n+p = > arcry 9 14 de
X ka k=0 . A5 FAN =P hm < IAN - T %m
Z<QO+"'+QK> <k_0 k ) € (A.5) Bm (CL‘) r H ” Sav| i, +

= Qn
Sh

. . . . Np—1 1+dgn p
Substitutingy = —~— into (A.5), we can obtain (4). The L //°° Z (”x (Zm + . ))
by "0 =0

. Poan
proof is completed. p!

APPENDIX B: PROOF OFLEMMA 4
Based on (32), we express the CDFE@T{V as follows:

x (mm> frax (5m) fp, (@m) dzmdiom, (C-3)

P 14 4o where v = —%—  fu~x and fp, are the PDF of [}V
AN 2 A n am Ps m
Fp,' (x) = P1f{||hn|| < zv (NA — ¥t a >} and D,, respectively. Here we havg!"N = ¢2X,, + 02Y,,
Na=l gy and fp, (w,) = ﬁ. Applying a binary series
T P . Do "D
=1- Z T Z ( )Q3 expansion to (C.3), we arrive at:
p=0 P q=0 q

1 p—q A Na‘l p.p P p

z a N _

X /e—fm@”n)(— (1+df;)> oy (W) dwn, (B.1) Fg,, (x) =1~ ZJ . <q)Q1
p= =

Qm p' 9=
D, 7l/ml+d7aﬂ 1+dg1 r—q
where ¢ = fm-, Q3 = J"Ooo e_%z”ZZfJ;)N (20) dzn, X /e an " Dy (W) dwim, (C.49)
fra~ and fp, (w,) are the PDF of IV and D,. Here Dy "
P 2 o0
IAN = Noag Yo, Yo = Ih, V.||, and fp, (w,) = ﬁ- where Q; = fo e VIl fran (zm) dzm,. Note that the
Upon changing to polar coordinates and applying [35, Edistanced,, is determined by the location af,,. Then we
(3.381.8)], we arrive at change to polar coordinates and applying a binary series
o=z Nazl gp p P expansion again, we obtain
e am T _
ng{\l (I) =1- 3 Z p angn p _ vz Na—1 p
R%, = p! = \4 AN () =1 2¢ n Z VPP Z p
Bm R} —R? q

|
D:1 p=0 p: q=0

Xg(p_qy(u”’%%l) (8.2)

m . . 1 p—q _ RD2 o
u (ﬂ_m) +6 % Ql = Z (p . Q> / T'ua+1€7UIPST dr. (C5)

am
o u=0 Rp,

Finally we turn our attention orQs. It is readily seen By invoking [35, Eq. (3.381.8)], we obtain
that IV obeys the Gamma distribution in conjunction ’ '

u=0

vz NA—l V4

i _1 Pa_ i 2e an PP 1

with the parameter(NA 1, NAA—I)' Then we can obtain Fgf (@) =1— — e i Z VP Z p 01—
N2 —zn(@azl) Rp, — Rp, =0 p! —o \4 ah™?
the PDF of fran (2,) = —2—S%——= . Apply-
. " A‘Ll) T(Na—1) P24 — g\ (u + 4, Z—””R%J — (u + 9, Z—””R%l)
ing [35, Eq.((3.326.)2)], we can expresd; as Q3 = X ( ) - =5 - .
D(Na—ltg . Upon substitutin w0 \ U ﬂ)u

F(NAfl)(NiAfl)NAi1 191+Nf9171 At P J ’ a(a"

Qs into (B.2), we obtain the CDF of A (z) as (35). (C.6)



15

Let us now turn our attention to the derivation of the intégrd A" obeys the generalized integer Gamma (GIG) distribution.

Q@1 in (C.4) — (C.6). Note thatX,,
distribution with unit mean, whil&’,, follows the distribution

follows the exponential According to [49], the PDF of AV is given by

2 Na-—1
Y., ~ Gamma (N4 —1,1). As such, the PDF off;an~ is 2) =(—1)Na~t Na—1
given by [25] Jrax (2) H 2; ;
- - : w _7yi—(2Na=2) j-1 -7z
gn 1_N§:2 (NliAi?P_ls) Zin 79#% (]_1)' (2’7’1 L) z e .
fran (zm) = e? \ ml:O l!e(#7%)2m L (D.4)
Ijmj\fA(ﬁ ff),,o = Upon substituting (D.4) into (D.3), as well as applying [35,
® a 4 (C.7) Eq. (3.381.4)], after some further manipulations, we agbtae

CDF of F.oan as
Ex

1-Ny
1 Pa__

where we have, = ( (Va- 1)P5> . Based on (C.7), and

applying [35, Eg. (3.326. 2)] we can expre3ds as follows:

F’v,f;‘é\’ () =exp |Q

I (6, zpad)
S () (@) (e Ps) PP

p=0

(D.5)

Upon setting the derivative of the CDF in (D.5), we can obtain

nrey Va2 4 (Zast - ) Tt s 1
DG Z N,_1\dtiF1 ) #N_A
Q=4 (wis) =0 (v ™)
L(g+Na) 9:#
PeNa(Na—D1(vat ) A7 Na (37).
(C.8)

Upon substituting (C.8) into (C.6), the CDF Efé‘g is given
by (36).

(1]
(2]

APPENDIXD: PROOF OFLEMMA 6

3
Based on (34), the CDF df‘vélN can be expressed as g

Ui ) =)

ol T [ me (B ) s s

e€D,,do >
(D.1)

anPSXe,n

— [4]
IAN 4 do

(5]

max
e€d.,de>T)p

F’v,f;‘ﬁ’ (z) = Pr{

(6]

Following a procedure similar to that used for obtainingz
(10), we apply the generating function and switch to polar
coordinates. Then (D.1) can be expressed as 8

27T)\e/ re anPs" erQ] , (D.2) el

Foan () = exp l—
7 [10]
where Q2 = [ e 7% 75 fran (z)dz. Applying [35, Eq.
(3.381.9)], we arrive at [11]
T (6N
(xé : )Q2‘| :

Let us now turn our attention to solving the integralt3l
Q2. Note that all the elements dh.V,, and h.V, are
independent complex Gaussian distributed with a zero meaun
and unit variance. We introduce the notatidn ,,
|[heVo,|* and Y., = [h.V,|* As a consequence, bothys
Ye.m and Y., obey the Gamma (N4 —1,1) distribution.
Based on the properties of the Gamma distribution, we
have amcrzYem ~ Gamma (NA—I amcrz) n0; Yen ~ 6]
Gamma (NA —1,a,0 ) Then the sum of these two items

Foan (z) = exp l— (D.3) 2
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