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Abstract—Covert communication can hide the legitimate trans-
mission from unauthorized eavesdropping. Benefiting from the
deployment flexibility, unmanned aerial vehicles (UAVs) can
be utilized to enhance communication confidentiality. In this
correspondence, we consider a covert communication network
with the aid of a full-duplex UAYV relay, which is employed to help
the transmission and confuse the warden. The warden adopts a
radiometer to detect the covert transmission. We first find the
optimal detection threshold and calculate the minimum detection
error probability. Furthermore, a closed-form expression of
outage probability via UAV relaying is derived over Rician
fading. Then, a power optimization problem is formulated to
maximize the effective convert throughput with covertness con-
straint. Numerical results illustrate that the cooperative jamming
can disrupt the warden, and the optimal power tradeoff can
guarantee the covert transmission effectively.

Index Terms—Cooperative jamming, covert communication,
power allocation, rician fading, UAV relaying.

I. INTRODUCTION

With the explosive growth of wireless services, communi-
cation security has become a crucial requirement for wireless
networks. Especially concealing the transmission of secret
information is essential for achieving communication con-
fidentiality. Covert communication, as an emerging security
technique, can prevent the transmission from being intercepted
[1]. The pioneering work by Bash ef al. in [2] has proved the
square root law that at most O(y/n) bits can be transmitted
over n channel uses covertly. The work by Sobers et al. in
[3] exploited the uncertainties generated by an uninformed
jammer to achieve covertness.

Recently, plenty of works have focused on the covert design
for different scenarios, such as single-hop [4], [5] and two-hop
networks [6], [7]. In [4], a full-duplex receiver was utilized
by Shahzad et al. to generate artificial noise (AN) to confuse
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the warden while receiving signal from the transmitter. Shu et
al. in [5] proved that transmitting AN with fixed power can
improve the performance of covert communication under finite
blocklength. However, single-hop networks usually require
higher transmit power to mitigate the effects of channel fading.
Hu et al. proposed two schemes in [6] that adopt rate control
or power control to help a greedy relay transmit the covert
information. In [7], Sun et al. explored the optimal power
control of relay under full-duplex and half-duplex modes to
maximize the covert rate.

In order to extend the applications of wireless relaying,
unmanned aerial vehicles (UAV) has been investigated as
an aerial platform to achieve long-distance communications.
A typical application is the UAV-assisted data delivery, and
Zhang et al. provided a framework of proactive caching and
file sharing for data dissemination in vehicle-to-everything
networks [8]. Due to the mobility and flexibility, the trajectory
of UAV was designed by Li et al. in [9] to maximize the
secrecy rate. Liu ef al. in [10] further discussed the UAV-
assisted localization problem with unknown path-loss expo-
nents. UAV can be combined with non-orthogonal multiple
access (NOMA), and Li er al. studied the performance of
UAV-aided NOMA multi-way relaying in [11]. Xiong et al. in
[12] proposed a deep reinforcement learning approach for the
UAV wireless energy and data transfer. In [13], the resource
management was performed for UAV-assisted networks by
Yang et al. via federated learning.

It is worth noting that UAV is very suitable for covert
communications [14]. However, the line-of-sight (LoS) chan-
nels in UAV communications are also vulnerable to malicious
wardens, and the transmission will increase the risk of de-
tection by wardens [15]. To solve this problem, there are
some studies investigating the application of UAV in covert
communications [16]-[18]. In [16], a joint UAV trajectory
and transmit power optimization was proposed by Zhou et
al. to maximize the average covert transmission rate. Yan et
al. in [17] further explored the optimal location of UAV to
maximize the covert communication performance subject to a
delay constraint. Chen et al. proposed a UAV-relayed covert
communication scheme against a flying warden in [18].

However, to our best knowledge, only a few works have
investigated the UAV as a relay for covert communications
[18]. In addition, most of the existing works on UAV covert
communications have adopted a simplified LoS channel. This
motivates us to study the performance of UAV relaying in
covert communication by employing more realistic and ac-
curate Rician fading. As a consequence, this correspondence
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Fig. 1. UAV relaying system for covert communication.

considers a UAV relay assisted wireless network, where the
full-duplex relay not only receives the signal, but also transmits
AN to confuse the warden to achieve covert communication
over Rician fading. The AN under this channel characteristic
can effectively confuse the warden’s detection.

The main contributions are summarized as follows. First,
the optimal threshold of the warden and the conditions under
which the warden makes detection errors are derived. Then,
we present the closed-form expression of outage probability
over Rician fading, and define the effective covert rate as the
objective function. Finally, we present the power optimization
for source and relay to maximize the covert rate subject to the
covertness constraint.

II. SYSTEM MODEL

Consider a one-way relaying system in Fig. 1, where the
source (S) attempts to transmit to the destination (D) with the
help of a UAV relay (R). The direct link between S and D is
unavailable due to the blocking. The UAV is hovering with a
quasi-stationary state during the whole relaying. At the same
time, a warden (W) near S tries to make a critical decision
about whether the transmission is on or off. Assume that W
knows the potential time when S may transmit, and it has
complete knowledge about the network structure!.

All the wireless channels are assumed to undergo both
large-scale path-loss and small-scale fading, and the channel
coefficients between S, VYW, D and R can be modeled as

hij = \/Bijgij, ij € {sr,rd,rw, sw}, ()

where 3;; = Bodi_ja” denotes the large-scale average channel
power, f3y is the channel power gain at unit distance, and d;;
represents the distance between any two given nodes. Besides,
the path-loss exponent «;; can be calculated by using the
angle-dependent probability model as

1
aij =&1(1=Pros (0i5)) +So :§1<1— W) +£0,(2)

where a and b are determined by the environmental character-
istics, &1 and &y denote the basic path-loss coefficients, and the
elevation angle 6;; =arcsin(-~-). H denotes the UAV height.

ij

't is a worst case assuming that VW has complete knowledge about the
network structure, which is preferred for a robust design.

The small-scale Rician fading coefficient g;; with

E[|g:;*] = 1 can be modeled as [19]

| Ky
YGij Kij +1g

where g is the deterministic line-of-sight (LoS) channel com-
ponent with |g| = 1, and § is a zero-mean unit-variance circu-
larly symmetric complex Gaussian (CSCG) random variable of
the scattered component. The Rician factor K;; is a function
of the elevation angle 6;;, which can be given by

1
+ \/Kij n 1@, ij € {sr,rd,rw}, (3)

Kij = ko + M’ 4)
s

where k¢ and kz are the environment depended parameters. It
can be observed that Rician fading can be reduced to Rayleigh
fading when K = 0, which is used to describe the small-scale
fading of terrestrial channel as gy, ~ CA(0,1). Similarly,
the path-loss exponent of terrestrial link can be calculated by
substituting g, = 0 into (2).

III. COOPERATIVE RELAYING SCHEME

Assume that R is equipped with both a receive antenna and
a transmit antenna, and employs the amplify-and-forward (AF)
model. We propose a cooperative UAV relaying scheme where
‘R adopts the full-duplex mode for receiving and jamming in
the first phase. The jamming signal can degrade the detection
ability of W. Then, the retransmission in the second phase
enables the message of S to be received at D covertly.

In the first phase, S chooses to transmit with a fixed power
P, or nothing, and these two events are denoted by H; and
Hy, respectively. When H; holds, S maps its messages to a se-
quence of n complex symbols xs = [z5(1),25(2),...zs(n)].
Regardless of whether S sends the messages, R always
transmits the jamming signal x; = [z;(1),2;(2),...2;(n)]
to confuse W, with the transmit power P,.. The symbols
are assumed to be independent identically distribution (i.i.d),
satisfying E[zs(i)xl(i)] = 1 and ]E[:r](z)x;(z)} = 1, where
i =1,...,n represents the symbol index. It is worth noting
that the self-interference generated by the full-duplex relay
can be partially eliminated via the effective self-interference
cancellation. The residual self-interference is denoted by r (i),
where 7(i) ~ CN(0,£P.0?) with the factor 0 < ¢ < 1. Thus,
the received signal at R can be expressed as

yr(l) = F)sﬂsrgsrxs (74) + T(Z) + nr(z),z = ]-a ey N, (5)

where n,.(i) is the noise at R with o2 as its variance, i.e.,
ny-(i) ~ CN(0,02). For simplicity, we assume that o = o
for k € {r,w,d}.

In the second phase, R amplifies the received signal y,.(¢)
with the coefficient G when H; holds. Automatic gain con-
trol is employed by R to ensure that the transmit power
is P., where the coefficient can be expressed as G =
P, /(PsBsr|gsr|? + €Pr0? + 02). We assume that even when
S keeps silent, R also sends the jamming signal with P,. The
jamming codebook is known at D, which can be successfully
decoded and removed.



A. Requirement of Covert Communication

Since the UAV relay always transmits in Phase II, either
the relayed signal or the jamming signal, we mainly focus
on the testing of Phase I, and W has to make a decision
whether § is transmitting in Phase I based on the received
signal. There are two error probabilities for a detection device,
i.e., miss detection Pyip and false alarm Pra. Accordingly, the
covert communication can be achieved when the following
constraint is satisfied. For any sufficiently small constant €, >
0, the communication scheme should ensure the probability of
detection error Pg £ Ppa+Pup > 1—¢. as n is assumed to be
infinitely large, where €. indicates the covert communication
requirement. From the perspective of VW, any kind of detection
error made by W is intolerable.

B. Problem Formulation

In this work, we focus on maximizing the effective covert
rate, which can be defined as

R=(1 (6)

where R,y represents the required transmission rate from S
to D, and P,,; denotes the outage probability of the UAV
relaying, which will be detailed in Section V-A.

We propose a feasible and effective power allocation scheme
for the relaying system to achieve the maximal covert through-
put. Assume that the total transmit power Psym = Ps + P»
is fixed, and set a factor p to define P = pPsm and
P. = (1 = p)Psum, (0 < p < 1). Moreover, we should have
a constraint to guarantee covertness. Thus, the optimization
problem can be formulated as

- ]P)out)dea

(P1) : max (1 — Pout)Rsa (7a)
P

st. Pg>1—e, (7b)

O<p<l. (7¢)

IV. PERFORMANCE ANALYSIS OF COVERTNESS

In this section, we focus on handling the covertness con-
straint. The expression of the detection error probability is first
derived, and then we calculate the optimal detection threshold
to minimize the average detection error probability under a
worst-case scenario.

A. Detection Error Probability

The signal received at WV for each symbol index under the
hypothesis Hy and H; can be given by

N (d), Ho
Yu (i) = {\/mgswxs(i) ), 0 Y

where i = 1,...,n, U = /P, BruyGrwxj(i) and n, (i) ~
CN(0,0?). Note that the codebook for the signal x is usually
unknown at W.

In order to detect the transmission from S, WV uses the
commonly-used likelihood ratio test and adopts a radiometer
to conduct the binary detection [3]. Based on (8), W can take

the average received power P, as the test statistic, and the
decision rule can be expressed as

Al = 2 M
Pw:EZM/w(Z” 5 v,
=1

0

(€))

where v denotes the detection threshold. Based on the strong
law of large numbers, the probabilities of false alarm and miss
detection at WV are given in the following lemma.

Lemma 1: Let \; = P.f3,, and Ay = P,f3,, denote the
average received signal power of the R-W and S-W links,
respectively. Let ¢; = 71(*;{”1“ —3 >0andc; = KoKy 1)

c1A
denote the constant coefficients. gfhen we have T
1, v<o?,
Ppa = { T, v>o? (10)
and 0 )
, v<o?,
PMD_{I—F—@, v> o2, an
where

'=Q: <\/2Km, \/2(1 + Krw)‘;D_ﬂ"z> _ (12)

Q1(-) is the first order Marcum Q-function and

Pt D 557 (1-Qu(v ey 261 =a%)))-13)

e 2
Proof: According to the decision rule (9) and the strong
law of large numbers, the probability of false alarm can be
computed as

('-'): =
clAleKrw

Pea = Pr (P > v|Ho) = Pr (BB lgrul*+0% > v]H ),
(a) 1, v<o? (14)
=<0 (JigKrw, \/2(1 I Km)%) . >0l

where (a) follows the cumulative distribution function (CDF)

of |grw|®. Q1(-) is the first-order Marcum Q-function, and

K., is the Rician K -factor between R and WW.

Similarly, the probability of miss detection can be given by
as

Pyip = Pr <Prﬁrw |grw|2 + Py Bsw ‘9311)‘2 + o? < V) . (15)

Note that Pyp involves the joint distribution of two indepen-
dent random variables. Recalling the channel distribution in
Section II, the random variable \; = P, |grw|2 follows
a non-central chi-square distribution with the Rician factor
K..,. For convenience, we drop the subscript rw from K,
to simplify the notation, and the probability density function
(PDF) can be given by

K+1 _x+1, K(K+1)
I (@)= ;\161(6 S <2 ;\71

x),x >0, (16)

where A\ = P83, and Iy(-) is the first-kind zero-order
modified Bessel function.

The second random variable \s = P, \gsw|2 is expo-
nentially distributed with the PDF given by

1 —
f)\2 (I) = Teiz/)\%x > 07

" 7)



where Ay = P, f3,,. After some algebraic manipulations, the
CDF of A\; + A2 can be written as

Fy(2)=Pr(A1+X2<2)

_ / s O e < 20, ()
0

1
7 Mo\ K41 LDy K(K+1
:/1_6 P R KE+DM d)\
0 )\1€K

- A(z) - 6(2),

where A(2) = [ fr, (A\1)dA =
be represented as

F, (%), and the terms O can

K+1 _= [* __ K(K+1)\
O(z) = = X R | —————=|dX, (19
(Z) /\1€K€ 2 . € 0( /\1 1 ( )
where ¢, = £fL — L > 0. In order to solve (19), we

x Xo
introduce the variable ¢* = 1A, and substitute dA; = 2 ordt

into (19). Then, using the specific case of the 1ncomplete
Toronto function [20, Eq. (35), Eq. (38)], we can obtain the
simplified expression (13) with ¢y = 1{(1{7;1
Combining (15) and (18), we can obtain Pra and Py,
which completes the proof of Lemma 1. ]
Therefore, the detection error probability Pr at W for a
prescribed detection threshold v can be given by

1, v <ol
PE_{ 1-0, v>o? (20)
According to ¢; > 0, we have
ﬁrw
= Pmin; 210

>
ﬁrw + 5sw(Krw + ]-)
which indicates that the power allocation factor has a new
range of p € (Pmin, 1)-

B. Optimal Decision Threshold for VW

Since W aims at minimizing the detection error probability
Pg = Ppa + Pup, the case of v < o2 will never be chosen
because it indicates a completely incorrect detection. Thus, the
optimal detection threshold 1/ for W exists when v > o2, and
can be obtained by solvmg = 0 in the following lemma.

Lemma 2: The optimal threshold for the detector can be
calculated as

1—Q1(\/E7 \/261(V—O'2))

25\201662+Cl(u702)

Proof: Taking the derivative of Pg with respect to v yields

0Pp_[1-Qiv2Zean2alv =) | aczl(mxﬁcl(u—am}
)\2 ov

7]0( 46102(1/70'2)):0. (22)

v 7|_
(Kt 1)e? _vea?
u _ =0 23
X P W - e X2 , (23)
or equivalently
1—-Q1(v2¢ca+\2ci(v —o2?)) n 0Q1(\2¢co,\/2¢1(v—0?)) —0. (4)
5\2 81/ o

According to the derivation rules, we have

0 , 22 1y?
ngx w _ —ye” T Iy(ay),

where # = 1/2¢3 and y = \/2c1 (v — 02). Then, substituting
(25) into (24) yields (22). Note that the equation is also
mathematically intractable. Thus, the optimal threshold v* can
be obtained by the bisection search. [ ]

Under the prescribed optimal detection threshold v* ob-
tained from Lemma 2, the minimum detection error probability
at YV can be given by

(25)

o2 _u*
(Kpptl)e X2
Cc1 AleKrw_('z

Py=1 <1—Q1<\/E, Cl/\Q(V*—U2))).(26)

Thus, the covertness constraint can be written as Pp >
1 — €.. Note that it is extremely difficult to analyze the
monotonicity of Py, and we provide some asymptotic cases
of P, in the following remark.

Remark 1: First, if p — ppin, ¢1 — 0 and co — o0.
Thus, the optimal detection threshold v* is infinite according
to the solution of (22) and the probability of WV to make
detection errors approaches 1. Then, as p — 1, which is
equivalent to the case without jamming, we can derive that
¢y — oo and ¢ — K., and the minimum detection error
probability approaches 0, i.e., lim,_,; Pf; = 0. Moreover, we
use the numerical method to observe that PL first increases,
and then monotonically decreases with respect to p, which will
be confirmed in Fig. 2.

V. COVERT RATE MAXIMIZATION

In this section, we first derive a closed-form expression
of the transmission outage probability P, for the UAV
relaying, based on which we propose power allocation scheme
to maximize the covert rate subject to the covertness constraint.

A. Transmission Outage Probability

When S transmits, the signal received at D after AF relaying
can be given by

yd(i):grd \/ﬂrdG|: Bsr gsrxs( )+T’( )+nr( ) +nd( ) (27)

After some algebraic manipulations, the equivalent instan-
taneous end-to-end SNR at D can be written as

YsrYrd

Ysr + Yrd + 1’
where 5, = Psﬂsr|gsr‘2/(02(1 + &P;)) and g =
P,3ra|gral? /o? represent the instantaneous received SNRs on
the S-R and R-D links, respectively. In the noise-limited
system, the outage probability is defined as the probability
that the channel capacity Csq = logy(1 + 7eq) falls below
the transmission rate Ry, i.e., Csq < Rsq. Consequently, the
outage probability can be given by

Yeq = (28)

]P)out =Pr [’qu < 2R5d - 1] =Pr ['qu < :st] = F’yeq (:}/sd); (29)

where F,,_(-) is the CDF of 4. However, the analytical eval-
uation of the outage probability by using 7., is complicated.



To facilitate the derivation of the SNR statistics, .4 can be
approximated by its upper bound 7, as [21]

Veq S Yub = min(’YST; ’Vrd)~ (30)

Thus, a closed-form lower bound to (29) can be given by

IP)out =1- Pr(’}/sr > ﬁsd)Pr(’)/rd > ﬁsd)
= 1_Q1 (\/QKS’I"J\/2(KST+1)(1+£PT);)/SdO-2/(PSBST’)> (31)
x Q1 (V2Kray V2Kya + 17,00 [(Pofra) ) -

The outage probability monotonically decreases with the
increasing Ps and P,, and the total transmit power is fixed.
This indicated that an optimal power allocation factor pop
can be calculated to minimize the outage probability by using
the following lemma

Lemma 3: The closed-form solution pop for minimizing
outage probability can be written as

3 1
oY KrgE4 4y, 4
()5 ) ool o) a6

where Ya = KST(KST + 1)’?sd0— (1 + fpt)//BST, W =
Krd(Krd + 1)'7sd0'2/ﬁrd and = = (1 + fPt)/(l + fPT)
Proof: Refer to the proof of Theorem 1 in [22]. ]

B. Solution to the Optimization Problem

Note that the objective function of the optimization problem
(7) is equivalent to minimizing the outage probability. After
obtaining the power allocation factor pp p according to Lemma
3, we need to further discuss the relationship between pop
and the feasible region generated by the covertness constraint
PE > 1 — €., and then derive the global optimum solution p*.

According to the analysis in Remark 1, for a given e,
the covertness constraint can derive a feasible region because
the limiting value of PPy is different at the two ends of
(Pmin, 1), ie., lim, 1 Py < lim,, . Pg. In other words,
the covertness constraint can yield one feasible region of
p to ensure the covertness, i.e., A = {(pmin,pc]}, where
pc denotes the solution to the equation P, = 1 — €.. pc
corresponds to the root when the covertness constraint takes
the equation, and the root can be calculated by using the
bisection method. If pop € A, the optimal factor is p* = pop.
Otherwise, the optimal factor is p* = pc.

VI. NUMERICAL RESULTS AND DISCUSSION

In this section, we present simulation results to evaluate
the effectiveness of the proposed scheme under covertness
constraints. Without loss of generality, we assume that S, R,
W and D are located at [—200, 0, 0], [0, 0, 50], [0, —300, 0] and
[200,0,0] in meters, respectively. The total transmit power
Psum = 1 W and the required transmission rate Rgyq = 1
bit/s/Hz. The channel power gain at the unit distance is
By = —60 dB, and the noise power is 02 = —110 dBm. Other
parameters related to the channel and environment are set to
a=11.95,b=0.14,&; = 1,8 = 2,9 = 5 dB,kz =15 dB,
and ¢ = 0.1.
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Fig. 2 plots the detection error probability P versus p for
different detection thresholds. It is observed that the minimum
detection error probability P, can be obtained when we have
the optimal ¥ = v*. In addition, the fixed thresholds of
202 and v = 40? perform well when p is taken
large and small, respectively. The Monte-Carlo results match
well with the theoretical values according to (14) and (15),
respectively. Furthermore, we find that an increase in P; can
create more randomness, which produces a larger detection
error probability at WW. We also note that when p — 1, Pg
approaches 0, which verifies Remark 1.

Then, we show the performance of the proposed scheme in
Fig. 3, which reflects the impact of covertness requirement on
the objective function. It can be observed that as €. increases,
R first increases and then remains unchanged. The outage
probability varies in the opposite trend to the effective covert
rate. When €. is relative small, the po calculated by the
covertness constraint increases with €., and the maximum
value of R can be directly obtained by pc, leading to the

vV =



increasing of R. As ¢, continues to increase, the maximum
value of R can be obtained by pop, leading to an unchanged
R. One can also see from Fig. 3 that as Pi,,, increases from
1 W to 2 W, the effective covert rate improves significantly.

VII. CONCLUSION

In this work, we have investigated the power optimization
of covert communication with the aid of a UAV relay. A
cooperative relaying scheme is proposed where the full-duplex
UAV relay is adopted for receiving and jamming. The goal is to
maximize the effective convert throughput with the covertness
constraint. We first find the optimal detection threshold of the
detector and calculate the minimum detection error probability.
Then, a closed-form expression of outage probability via UAV
relaying is derived over Rician fading. Simulation results
show that the optimal tradeoff between the information power
and jamming power can be found to achieve the network
covertness effectively. In the future work, we will further
investigate different channel models and derive the optimal
UAV location.
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